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Israeli Cyber Prevented Etihad Airline Bombing And Multiple ISIS 
Attacks, PM Says
Zak Doffman

"The way we used to protect planes," Israel's Prime Minister Benjamin Netanyahu told the Cyber Week conference 
in Tel Aviv last week—a slide depicting photographs of several hijacked planes on the screen behind him, "was 
armed guards and security forces ready to burst in... and locked doors to keep pilots and passengers apart."
The image on the screen changed to show an Etihad Airlines A380 set against Sydney's skyline. "That plane," 
Netanyahu said, "was not going to be hijacked. That plane from Sydney to Abu Dhabi was going to be exploded 
in midair. We found out through our cyber activities that ISIS was going to do this and we alerted the Australian 
police and they stopped it before it could happen."
Last year, Israel's military confirmed that "soldiers of Unit 8200, along with the country’s intelligence community," 
had provided the Australian authorities with information on a major ISIS plot in 2017 "to down a civilian plane 
heading from Australia to Abu Dhabi," with "security forces able to arrest the terrorists, who were in the final 
stages of executing the attack."
In a statement, the IDF said of that attack that "the foiling of the attack saved dozens of innocent lives and proved 
Unit 8200’s position as a major player in the intelligence fight against the Islamic State." In May, Khaled Khayat—
one of two brothers charged over that incident—was found guilty in Australia of conspiring to plant a bomb on 
the Etihad flight,  using a device hidden in a meat grinder. The jury was unable to reach a verdict on Mahmoud 
Khayat's involvement.
It is unclear whether Netanyahu was referencing the same incident or claiming an additional plot had been 
thwarted specifically by cyber activity—the prevention of the 2017 incident included traditional intelligence 

gathering techniques. The explosives were flown to Australia from Turkey before being assembled, and Australian 
police said at the time that intercepted communications—provided by a foreign intelligence agency—from the 
Syrian jihadist behind the attack proved critical.
In his comments, Netanyahu described the U.S. as Israel's "great and irreplaceable ally," adding that the two countries 
now "cooperate on cybersecurity like never before," and that Israel is also "encouraging broader international 
collaboration on cybersecurity." The prime minister highlighted the country's incubation of start-ups and its 
continued investment in Be'er Sheva in the Negev, where [the presence of] military, academic and commercial 
institutions [enable] a fermentation to take place."
Netanyahu acknowledged that the investments being made are necessitated by "national defense," but the upshot 
of those investments has been the foiling of terrorist incidents around the world. If you take the Abu Dhabi terror 
plot, Netanyahu said, "and multiply that fifty-times, that will give you an idea of the contribution Israel has made 
to prevent major terrorist activities—mainly by ISIS—in dozens of countries, and most were foiled by our cyber 
activities."
There has been significant speculation as to the role Israeli intelligence is playing in gathering information from 
Iran, as tensions continue to escalate in the Gulf. And the country has also provided intel on Iranian operations 
overseas, including the planned assassination of the leader of an Iranian opposition group in Denmark.
Cybersecurity "affects every country in the world, every person in the world," the prime minister said as he 
concluded his speech, adding that "with IoT, that means literally everything."



In cooperation with:

76

'Only the Strong Survive.' How Israel's Benjamin Netanyahu Is 
Testing the Limits of Power
By Brian Bennett 

Prime Minister Benjamin Netanyahu is pacing the stage at a cyberconference in Tel Aviv, and he is not happy. 
For the past seven minutes, he’s been making the case that his policies have launched a booming tech industry 
in Israel and enabled the tiny country that once fought for its existence to become a security force around the 
globe. He’s holding his shoulders up and back, a stage tip he got from Sean Connery. His red tie, white shirt and 
dark suit mirror a certain American President who has emerged as a massive Netanyahu ally.

But there’s a problem. Graphics on the giant screen behind him keep popping up at the wrong time. “Who’s dealing 
with the slides? Get that person out of there,” Netanyahu says, with the sweep of an arm. He makes his next point, 
then orders: “Now show a slide.” Pause. Nothing. “God, I’ve never had this happen before. This will require debriefing.”

In mid-July, Netanyahu will surpass David Ben-Gurion, the closest thing Israel has to a founding father, to become 
the longest-serving Prime Minister in the country’s history. Bibi, as he is universally known here, has won five 
elections and cultivated a U.S. President who appears intent on fulfilling Netanyahu’s every desire. So why isn’t 
he in a better mood?

The unpleasant reality is that Netanyahu approaches the career summit with his personal power arguably at 
its greatest risk. Prosecutors have threatened indictments on corruption charges. And he has failed to form a 
government following his most recent election victory, in April. Instead of spending the summer handing out 
ministries to allies, Bibi is preparing for yet another campaign, a September do-over election that will test yet 

again whether the Israel that has grown to resemble its Prime Minister—prosperous, powerful and resilient, yet 
insecure—still wants him.

The centerpiece slide pops up without a hitch. It’s a black-and-white photograph showing Israeli commandos in 
white coveralls standing on the wing of Sabena Flight 571, a jetliner taken over by four Palestinian terrorists in 
1972. “That’s me up there, I think,” Netanyahu says, pointing to the commandos storming the plane disguised as 
technicians. “That’s 50% me, because I don’t remember if I was on the left wing or the right wing of this Sabena 
airline. Anyway it was hijacked, and the way we stopped the hijacking then was to burst through the doors and 
do whatever we did.” The team of 16 Israeli commandos, led that day by Netanyahu’s eventual political rival Ehud 
Barak, rushed the cabin, killing two of the four hijackers and rescuing some 100 passengers and crew. Of the three 
passengers wounded in the cross fire, one later died.

Netanyahu, who took a bullet in his biceps, tells the audience that Israel today has a more effective way of stopping 
attacks against planes: hacking into the communications of terrorist cells before an attack is launched. He flips to 
a photo of an Etihad Airways plane similar to one he says the Islamic State planned to blow up in midair between 
Sydney and Abu Dhabi in 2017. “We used our cyber-tools to discover that ISIS was going to do this. So we alerted 
Australian police, and they stopped this before it happened,” Netanyahu says. “Multiply that 50 times, that will give 
you an idea of the contribution that Israel has made to prevent major terrorist operations,” he says. “This affects 
every country in the world, it affects every person in the world.”

It’s an intentionally dramatic claim, directed not only to Israeli voters but also to the U.S., Europe and even some Arab 
states that were once enemies. And it is an argument that has animated his entire political career. By advancing 
Israel’s military prowess, Netanyahu believes, a country about the size of New Jersey with a population roughly the 
size of New York City has secured a unique place in history. A strong and innovative military, he argues, combined 
with an embrace of capitalism, has translated into globe-spanning success in technology, business and diplomacy. 
It’s a major achievement, in Netanyahu’s telling, worth the considerable costs. “I don’t look at my survival,” he tells 
TIME. “I look at the survival of the country, its durability, its future.”

That future, however, remains mortgaged to Netanyahu’s approach to power.

He has built Israel’s strength in part at the expense of nearly 3 million Palestinians living in the West Bank and 
the effective blockade of an additional 2 million Palestinians in the Gaza Strip, which is controlled by the militant 
group Hamas. The human cost of that approach is well documented. Last spring, for example, when Palestinians 
in Gaza repeatedly and at times violently neared the border wall with Israel, only one Israeli was killed, but its 
forces killed 189 and wounded 9,204, according to the United Nations Human Rights Council.

In the run-up to Israel’s April elections, Netanyahu turned up tensions between Jews and Palestinians living inside 
Israel, sometimes called Israeli Arabs, by saying that Israel is “not a state of all its citizens” and that “Israel is the 
nation-state of the Jewish people—and them alone.”

In an Israeli electorate shifting steadily to the right, the rhetoric did Netanyahu no great harm, and he won the 
election. But his tolerance for extremes—he brokered an electoral agreement involving a party associated with 
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anti-Arab militant Meir Kahane into his last electoral coalition—further reduced common ground with Israel’s 
supporters abroad, including the roughly 40% of the world’s Jewish population that resides in the U.S. The tensions 
with American Jews, 52% of whom are Democrats, according to a recent Gallup poll, had already been aggravated 
by Netanyahu’s strategy of conspicuously aligning Israel with the Republican Party, straining a long tradition of 
making U.S. support for Israel a nonpartisan issue. A Pew poll in April found only 26% of Democrats and those who 
lean toward Democrats have a favorable view of the Israeli government—less than half the number expressing 
support for Israel’s people.

Inside the country, many Israelis have been alarmed by Netanyahu’s efforts to remain in power. Israel’s Attorney 
General has said he plans to indict Netanyahu after a hearing in October. The fraud, bribery and breach-of-trust 
allegations assert the Prime Minister made deals with newspaper publishers and a telecom company for better 
press coverage and illegally took expensive gifts from a Hollywood producer.

Netanyahu rejects the charges, but since the last election, his allies have floated plans for legislation that would 
provide him immunity from prosecution and bar Israel’s Supreme Court from revoking it.

The moves compound the impression, already articulated by critics, that Israel’s Prime Minister has embraced the 
same populist authoritarianism rising elsewhere around the world. “Netanyahu has opened the door for fascist 
elements within the Israeli society and undermined democratic principles,” says Avner Gvaryahu, a former head 
of an Israeli sniper team who is the executive director of Breaking the Silence, a veterans’ organization devoted to 
directing the attention of the Israeli public to “normalization” of its occupation of Palestinian territories.

On the same day that Netanyahu spoke at the cyberconference, Barak, his longtime political rival, announced he 
would also be running in September. He criticized what he says are Netanyahu’s “repeated attempts to disrupt 
democratic processes,” saying the Prime Minister has allied himself with extreme elements that want to undermine 
the judicial system, curb the freedom of the press and erode the military’s ethical code.

“These are dark days the likes of which we have not known before,” Barak said. “The Netanyahu regime must be 
toppled.”

Ben-Gurion’s Israel had a utopian quality. It built communes (the kibbutz), a socialist economy and a “new Jew”—
strapping, self-reliant, nobody’s victim. Ben-Gurion was an atheist. His party, eventually known as Labor, dominated 
the first three decades of Israel as Netanyahu’s right-wing Likud has largely dominated the next four.

Netanyahu’s Israel is more of a going concern. It is reliant on the Israel Defense Forces, or IDF, which defines 
Israel’s society: Netanyahu’s coalition talks fell apart over the question of whether ultra-Orthodox Jews would be 
required to serve in uniform; few do. But the IDF also propels much of Israel’s economy, as former cyberwarriors 
create startups that loom large in the world of digital security, health and R&D.

On the day TIME spent with Netanyahu, one of his stops was to cut the ribbon on a history exhibit about the 
Israeli military. The exhibit dwelled on the country’s David vs. Goliath past, including a 1976 commando raid to 
rescue more than 100 hostages from a hijacked plane at Entebbe Airport in Uganda, partly led by Netanyahu’s 
older brother Yonatan “Yoni” Netanyahu, the only Israeli commando killed in the operation. As tends to happen 
in a very small country, history is personal. “It changed my life completely, and it directed it to its current course 
because Yoni died in the battle against terrorism,” Netanyahu says.

But it is history. Forty-three years later, Israel is the regional Goliath. The U.S. gives Israel more military aid than 
any other country, with a promise, mandated by U.S. legislation, that it will be assured a “qualitative military edge” 

over any other country in the Middle East. Netanyahu celebrates that advantage at every turn in his busy day. 
Before cutting the ribbon at the IDF exhibit, he was a few blocks away in Jerusalem hosting U.S. National Security 
Adviser John Bolton and Bolton’s Russian counterpart, Nikolai Patrushev. The subject of the meeting was Iran, and 
the troops it has in Syria, which Israel borders.

After Israel’s economy, the Islamic Republic of Iran may be Netanyahu’s favorite topic. There are many reasons 
Tehran is the major preoccupation of the Middle East, including its destabilizing role in postwar Iraq, the sectarian 
tensions that flowed from the Arab Spring uprisings and the mullahs’ appetite for nuclear arms. And the more 
attention paid to Iran, the less attention paid to Israel’s conflict with the Palestinians. “For so many years, people 
first of all believed that the cause of all the conflicts in the Middle East was the Palestinian-Israeli conflict,” 
Netanyahu says. “Well, that’s gone.”

Israel has made common cause with Sunni Arab royals, notably in Saudi Arabia and the United Arab Emirates, who 
regard Iran as an implacable foe. Israel has been sharing intelligence and made what Netanyahu described to TIME 
as “informal peace” with Arab states. That has helped move some in those kingdoms past their historic antipathy 
to Israel’s existence. “Once you eliminate the idea of eliminating Israel, you can solve the problem” of peace with 
Israel’s neighbors, Netanyahu says. “In many ways, the Arab governments around us have already moved.”

The election of Donald Trump greatly helped Netanyahu’s effort to highlight Iran and downplay Israeli conflict 
with the Palestinians. Trump campaigned against the Iran nuclear deal that had been negotiated under President 
Obama, and last year Trump withdrew from it. “Obviously I agree with him completely, and I appreciate the fact 
that he acted on this,” Netanyahu says. Some members of Israeli security services, along with every other major 
world power that signed the deal, see things differently, pointing out that the agreement prevented Iran from 
doing what it has resumed doing in the past two months: enriching uranium at rates that bring a nuclear weapon 
back onto the horizon. The U.S. has also accused Iran of attacking shipping near the Strait of Hormuz. And Iran 
acknowledged shooting down a U.S. drone.

The Palestinians are off the agenda. After campaigning on the idea of negotiating a lasting peace between them 
and Israel—“the ultimate deal is that deal”—Trump abandoned the traditional U.S. role as honest broker that had 
produced the Camp David agreement and helped seal the Oslo Accords. He moved the U.S. embassy to Jerusalem 
and recognized Israeli sovereignty over the Golan Heights. Negotiations were delegated to Jason Greenblatt, an 
advocate for Israeli settlement on the West Bank, and to Trump’s son-in-law, Jared Kushner, at whose family home 
Netanyahu had been an overnight guest. Kushner has grown close to Saudi Crown Prince Mohammed bin Salman, 
who according to reports (denied by bin Salman) summoned Palestinian Authority President Mahmoud Abbas to 
Riyadh in 2017 and ordered him to accept a Kushner proposal. It turned out to be similar to a plan first put forward 
by Netanyahu, not for a Palestinian state but for investment in the West Bank and Gaza, dubbed “economic peace.”

Abbas is having none of it. But having forsworn violence in favor of negotiations—his security apparatus cooperates 
with Israel’s in suppressing any uprisings on the West Bank—he has no evident options. In Gaza, militants still hold 
sway, but the missiles they launch toward Israel are often shot out of the sky by the antimissile system known as 
Iron Dome, which the U.S. helped fund. “The Kushner and Trump team has no plan,” says Husam Zomlot, the Head 
of the Palestinian Mission to the U.K. “They only have a policy: to kill time for Israel to finish off the swallowing 
and annexing of the Palestinian occupied territories.”

The result is an Israeli security outlook that borders on triumphalist. This has reduced pressure on Netanyahu 
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to change the status quo or make accommodations to the Palestinians. At the IDF exhibit, Netanyahu was shown 
a video-game version of the Iron Dome system, toggling the joystick as he stood before a wall-size screen with 
rockets barreling toward an Israeli city. Players are invited to shoot them down before they hit the buildings.

For the Palestinians, the result is precarious. Netanyahu’s critics say his accommodation of settlers and sidelining 
of the peace process has left the West Bank unstable. “We shall face violence,” says Ami Ayalon, a former director 
of Israel’s internal security agency, Shin Bet, and co-founder of Blue White Future, which advocates for a two-state 
solution to the Israeli-Palestinian conflict. “I see it written on the walls in Arabic, in Hebrew and in English. We 
just have to read it.”

Even though he has deepened a divide between U.S. and Israeli Jews, Netanyahu, born 69 years ago in Tel Aviv, 
spent his childhood moving back and forth between the two countries. His father Benzion was a forceful academic 
voice for an independent Jewish state who taught first at a college in Philadelphia, then at Cornell. Netanyahu 
recalls his mother Tzila—a U.S. citizen who was born in 1912 in the town of Petah Tikva east of modern-day Tel 
Aviv, and whose family settled in Minnesota by way of Lithuania—insisting that Netanyahu learn to speak with an 
American accent. She drilled him to press his tongue to his teeth when he said the.

If his locution came from his mother, some biographers find Netanyahu’s ideological roots in his father, a scholar 
of anti-Semitism who died in 2012 at 102. “Jewish history is a history of holocausts,” the elder Netanyahu once 
said, and his son has consistently projected a sense of looming menace facing Israel. In the late 1980s and early 
1990s, Netanyahu became an articulate and identifiable spokesman for a strong Israel on the ABC News program 
Nightline, where he appeared often in the years following the Iran hostage crisis. During the first Gulf War, he gave 
an interview to CNN while wearing a gas mask. “He seeds and spreads fears all over the place and then pops up 
around the corner and says, ‘Hey, if you are afraid, I have a solution for you,’” says Avraham Burg, a leftist former 
speaker of the Knesset, Israel’s parliament.

That said, the menace is not imaginary, and over time, some elements of the threat to Israel have only grown. Iran 
still speaks of eliminating “the Zionist entity.” The Iranian proxy force, Hizballah, has tens of thousands of rockets 
trained on Israel across its northern border with Lebanon. Anti-Semitism rises around the world. Israelis believe 
they cannot depend on outsiders for their security. And the country has established itself as a regional powerhouse 
with global ambitions. That is partly thanks to Netanyahu’s response to the threats, which has not been limited to 
building up Israel’s military advantage in the region. He also cultivates the world’s only remaining superpower. In 
hopes of bending American political rhetoric to support Israel, Netanyahu has pursued an alignment between Likud 
and the Republican Party, especially with its evangelical loyalists, who are often more enthused than American 
Jews about Israel’s expansion into the West Bank. He has also embraced Trump as a vital ally. Netanyahu recalls 
first meeting Trump on the “New York scene” in the 1980s. The two have “an easy rapport,” Netanyahu says. The 
relationship is already paying dividends. On March 25, two weeks before the Israeli election, Trump announced 
that the U.S. recognized the Golan Heights as part of Israel.

The downside, if there is one, might emerge with the election of a Democrat as President, though U.S. aid to Israel 
hit new heights under Obama.

To some, Netanyahu is his own worst enemy. The September contest will pit the Prime Minister’s self-declared role 
as Israel’s protector, “indispensable Netanyahu,” against “Bibi fatigue,” says Daniel Shapiro, a former U.S. ambassador 
to Israel. Driving the “fatigue” are the three separate corruption investigations Netanyahu faces. One contends that 

he took gifts like cigars and bottles of sparkling wine from an Israeli Hollywood film producer and an Australian 
billionaire in exchange for political influence. The two other matters involve allegations that he tried to push 
through favorable government policies for companies in exchange for positive press coverage.

Netanyahu calls the allegations a “concoction.” “People by and large, my supporters, have been, if anything, 
energized by it,” he says.

Israel has an impressive track record of policing elected leaders. One Prime Minister, Ehud Olmert, resigned and 
went to prison for bribery. A former President did time for rape. “There’s a perfectly good immunity law in Israel,” 
Netanyahu tells TIME, of his options. “Whether I’ll need it or not, first let’s see what happens in the hearing.”

Yet a growing chorus of critics condemn Netanyahu not for any personal indulgences but for undermining Israeli 
democracy itself. The Anti-Defamation League called his embrace of the Kahane party “troubling.” Abroad, Netanyahu 
has embraced Viktor Orban, the Hungarian Prime Minister who vilifies immigrants and has so compromised the 
governing apparatus of the E.U. member state that leading analysts say the country no longer qualifies as a 
democracy.

Yascha Mounk, an associate professor at Johns Hopkins University who studies populist leaders, says Netanyahu 
follows a familiar playbook—suppressing dissenting views, attempting to take political control of public broadcasters 
and creating a loyal propaganda outlet for himself, led by Israel Hayom, a free tabloid established by American 
billionaire Sheldon Adelson in 2007, which has consistently supported Netanyahu. “He does not seem to acknowledge 
the legitimacy of opposition,” Mounk says, “but rather claims that his opponents are paid by outside agents or 
motivated by a lack of patriotism.”

The most famous photograph of Ben-Gurion shows him standing on his head in a swimsuit, seeking relief from a 
backache on a Tel Aviv beach. Netanyahu is rarely out in the open during the course of his day, spending most 
of his time inside a security bubble that grew far more restrictive after the 1995 assassination of Yitzhak Rabin. 
Netanyahu’s world is armored vehicles, conference rooms, his office, his official residence, a beach home in 
Caesarea. He has few hobbies. People close to him say he fills his time reading biographies and histories and likes 
to smoke a cigar at the end of the day.

This day, during quiet moments in the backseat of his armored car, he’s reading a history of legal concepts that 
emerged in response to the German Third Reich’s atrocities, by University College London law professor Philippe 
Sands. It’s titled East West Street: On the Origins of “Genocide” and “Crimes Against Humanity.”

As we talk, he recommends Will Durant, the American philosopher who wrote The Lessons of History with his 
wife Ariel Durant. Netanyahu summarized his takeaways from the book: “Lesson No. 1, history does not favor Christ 
over Genghis Khan. O.K. Lesson No. 2, in general I would say, big numbers have an advantage over small numbers. 
That’s bad news for us. Then he says, at a certain point, sometimes the power of culture and leadership overcome 
limitations of geography. And perhaps the new country, the young country of Israel, is an example of that, how 
we overcome the odds of history.

“The strong survive. Strong and smart.” — With reporting by Joseph Hincks/Jerusalem
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Israel’s Annual Cyber Week Event Attracts Thousands
THE MEDIA LINE STAFF

Tel Aviv University just hosted its annual Cyber Week, one of the top cybersecurity events in the world. Cyber 
Week is a unique gathering of cybersecurity experts, industry leaders, startups, investors, academics, diplomats 
and government officials. Cyber Week saw more than 8,000 attendees from some 80 countries.

Global Cybersecurity Experts Gather at Israel’s Cyber Week

The magnitude of Israel’s cybersecurity industry was on full show this week at the 9th Annual Cyber Week 
Conference at Tel Aviv University, which saw thousands of participants from all over the world gather to catch up 
on the latest achievements and challenges in this ever-evolving field.
The week-long event, the largest conference on cyber tech outside of the US, took off on Sunday, when the first 
of 8,000 attendees from 80 different countries began gathering at some of the 50 events taking place at Tel Aviv 
University.
Hundreds of Israeli companies and startups exhibited at the event, showcasing Israel’s leading position worldwide 
in the sector.
Four hundred speakers were scheduled to speak at the exhibition, among them Prime Minister Benjamin Netanyahu, 
Mossad chief Yossi Cohen and Israeli cybersecurity hotshots such as Check Point founder and CEO Gil Shwed.
Guest speakers from abroad included former Sen. Joseph Lieberman, Washington D.C. Mayor Muriel E. Bowser, former 
director of the NSA, and former head of the U.S. Cyber Command Mike Rogers and Director of the Cybersecurity 
and Infrastructure Security Agency Christopher C. Krebs.
Panels at the conference discussed topics such as cyberattacks against nations, cybersecurity for aviation, women 
in cybersecurity, and academic perspectives on cybersecurity challenges.
Participants included representatives from corporations such as Microsoft, McAfee, Bosch and IBM, as well as 
founders and innovators of Israeli cybersecurity startups.
According to a report by the Israel National Cyber Directorate ahead of the conference, the past five years have 
seen the number of cybersecurity companies in Israel double, reaching 752 companies employing 20,500 Israeli 
workers.
From 2014 to 2018, Israeli cybersecurity companies raised $3.9 billion in 501 fundraising rounds, and in 2017 alone 
reached exports valued at around $6 billion, the report added.
The report also stated that the greatest difficulty facing the cybersecurity industry is the issue of available workforce, 
with 90 percent of employers saying that hiring employees remains the biggest challenge.
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Global cybersecurity experts gather at Israel’s Cyber Week
Israel's booming cybersecurity industry has doubled in size over last five years, and is now comprised of 
some 750 companies.
By Naama Barak  

The magnitude of Israel’s cybersecurity industry was on full show this week at the 9th Annual Cyber Week 
Conference at Tel Aviv University, which saw thousands of participants from all over the world gather to catch up 
on the latest achievements and challenges in this ever-evolving field.

The week-long event, the largest conference on cyber tech outside of the US, took off on Sunday, when the first 
of 8,000 attendees from 80 different countries began gathering at some of the 50 events taking place at Tel Aviv 
University.

Hundreds of Israeli companies and startups exhibited at the event, showcasing Israel’s leading position worldwide 
in the sector.

Four hundred speakers were scheduled to speak at the exhibition, among them Prime Minister Benjamin Netanyahu, 
Mossad chief Yossi Cohen and Israeli cybersecurity hotshots such as Check Point founder and CEO Gil Shwed.

Guest speakers from abroad included former Sen. Joseph Lieberman, Washington D.C. Mayor Muriel E. Bowser, former 
director of the NSA and former head of the U.S. Cyber Command Mike Rogers and Director of the Cybersecurity 
and Infrastructure Security Agency Christopher C. Krebs.

Panels at the conference discussed topics such as cyberattacks against nations, cybersecurity for aviation, women 
in cybersecurity and academic perspectives on cybersecurity challenges.

Participants included representatives from corporations such as Microsoft, McAfee, Bosch and IBM, as well as 
founders and innovators of Israeli cybersecurity startups.

According to a report by the Israel National Cyber Directorate ahead of the conference, the past five years have 
seen the number of cybersecurity companies in Israel double, reaching 752 companies employing 20,500 Israeli 
workers.

From 2014 to 2018, Israeli cybersecurity companies raised $3.9 billion in 501 fundraising rounds, and in 2017 alone 
reached exports valued at around $6 billion, the report added.

The report also stated that the greatest difficulty facing the cybersecurity industry is the issue of available workforce, 
with 90 percent of employers saying that hiring employees remains the biggest challenge.
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Global cybersecurity experts gather at Israel’s Cyber Week
Israel's booming cybersecurity industry has doubled in size over last five years, and is now comprised of 
some 750 companies.
By Naama Barak  

(June 27, 2019 / Israel21c) The magnitude of Israel’s cybersecurity industry was on full show this week at the 9th 
Annual Cyber Week Conference at Tel Aviv University, which saw thousands of participants from all over the world 
gather to catch up on the latest achievements and challenges in this ever-evolving field.

The week-long event, the largest conference on cyber tech outside of the United States, took off on Sunday, when 
the first of 8,000 attendees from 80 different countries began gathering at some of the 50 events taking place 
at Tel Aviv University.

Hundreds of Israeli companies and startups exhibited at the event, showcasing Israel’s leading position worldwide 
in the sector.

Four hundred speakers were scheduled to speak at the exhibition, among them Prime Minister Benjamin Netanyahu, 
Mossad chief Yossi Cohen and Israeli cybersecurity hot shots such as Check Point founder and CEO Gil Shwed.

Guest speakers from abroad included former U.S. Sen. Joseph Lieberman, Washington D.C. Mayor Muriel E. Bowser, 
former NSA director and former head of the U.S. Cyber Command Mike Rogers, and U.S. Cybersecurity and 
Infrastructure Security Agency Director Christopher C. Krebs.

Panels at the conference discussed topics such as cyber-attacks against nations, cybersecurity for aviation, women 
in cybersecurity and academic perspectives on cybersecurity challenges.

Participants included representatives from corporations such as Microsoft, McAfee, Bosch and IBM, as well as 
founders and innovators of Israeli cybersecurity startups.

According to a report by the Israel National Cyber Directorate ahead of the conference, the past five years have 
seen the number of cybersecurity companies in Israel double, reaching 752 companies employing 20,500 Israeli 
workers.

From 2014 to 2018, Israeli cybersecurity companies raised $3.9 billion in 501 fundraising rounds, and in 2017 alone 
reached exports valued at around $6 billion, the report added.

The report also stated that the greatest difficulty facing the cybersecurity industry is the available workforce, with 
90 percent of employers saying that hiring employees remains the biggest challenge.
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Report: Hackers using telecoms like ‘global spy system’
IBy RAPHAEL SATTER

Cellular site equipment in London, Tuesday, June 25, 2019. According to Boston-based Cybereason, a group of state-backed hackers 
has been burrowing into all kinds of telecommunications companies in order to spy on high-profile targets across the world, the U.S. 
cybersecurity firm said in a report published Tuesday June 25, 2019.(AP Photo/Raphael Satter)

LONDON (AP) — An ambitious group of suspected state-backed hackers has been burrowing into telecommunications 
companies in order to spy on high-profile targets across the world, a U.S. cybersecurity firm said in a report 
published Tuesday .

Boston-based Cybereason said the tactic gave hackers sweeping access to VIPs’ call records, location data and 
device information — effectively turning the targets’ cellular providers against them.

Cybereason Chief Executive Lior Div said because customers weren’t directly targeted, they might never discover 
that their every movement was being monitored by a hostile power.

The hackers have turned the affected telecoms into “a global surveillance system,” Div said in a telephone interview. 

“Those individuals don’t know they were hacked — because they weren’t.”

Div, who presented his findings at the Cyber Week conference in Tel Aviv, provided scant details about who was 
targeted in the hack. He said Cybereason had been called in to help an unidentified cellular provider last year and 
discovered that the hackers had broken into the firm’s billing server, where call records are logged.

The hackers were using their access to extract the data of “around 20” customers, Div said.

Who those people were he declined to say, describing them as mainly coming from the world of politics and the 
military. He said the information was so sensitive he would not provide even the vaguest idea of where they or 
the telecom were located.

“I’m not even going to share the continent,” he said.

Cybereason said the compromise of its customer eventually led it to about 10 other firms that had been hit in 
a similar way, with hackers stealing data in 100 gigabyte chunks. Div said that, in some cases, the hackers even 
appeared to be tracking non-phone devices, such as cars or smartwatches.

Cybereason said it was in the process of briefing some of the world’s largest telecommunications firms on the 
development. The GSMA, a group that represents mobile operators worldwide, said in an email it was monitoring 
the situation.

Who might be behind such hacking campaigns is often a fraught question in a world full of digital false flags. 
Cybereason said all the signs pointed to APT10 — the nickname often applied to a notorious cyberespionage group 
that U.S. authorities and digital security experts have tied to the Chinese government.

But Div said the clues they found were so obvious that he and his team sometimes wondered whether they might 
have been left on purpose.

“I thought: ‘Hey, just a second, maybe it’s somebody who wants to blame APT10,’” he said.

Chinese authorities routinely deny responsibility for hacking operations. The Chinese Embassy in London did not 
immediately return a request seeking comment.

Div said it was unclear whether the ultimate targets of the espionage operation were warned, saying that Cybereason 
had left it to the telecom firms to notify their customers. Div added he had been in touch with “a handful” of law 
enforcement agencies about the matter, although he did not say which ones.

The FBI in Washington did not immediately return a message from The Associated Press seeking comment on 
the topic.
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Hackers stealing cell records from global telcos to ‘spy on high-
profile targets’
LONDON — An ambitious group of suspected state-backed hackers has been burrowing into telecommunications 
companies in order to spy on high-profile targets across the world, a US cybersecurity firm said in a report 
published Tuesday.
Boston-based Cybereason said the tactic gave hackers sweeping access to VIPs’ call records, location data and 
device information — effectively turning the targets’ cellular providers against them.
Cybereason chief executive Lior Div said because customers weren’t directly targeted, they might never discover 
that their every movement was being monitored by a hostile power.
The hackers have turned the affected telecoms into “a global surveillance system,” Div said in a telephone interview. 
“Those individuals don’t know they were hacked — because they weren’t.”
Div, who presented his findings at the Cyber Week conference in Tel Aviv, provided scant details about who was 
targeted in the hack. He said Cybereason had been called in to help an unidentified cellular provider last year 
and discovered that the hackers had broken into the firm’s billing server, where call records are logged.
The hackers were using their access to extract the data of “around 20” customers, Div said.
Who those people were he declined to say, describing them as mainly coming from the world of politics and the 
military. He said the information was so sensitive, he would not provide even the vaguest idea of where they or 
the telecom were located.
“I’m not even going to share the continent,” he said.
Cybereason said the compromise of its customer eventually led it to about 10 other firms that had been hit in 
a similar way, with hackers stealing data in 100-gigabyte chunks. Div said that, in some cases, the hackers even 
appeared to be tracking non-phone devices, such as cars or smartwatches.
Cybereason said it was in the process of briefing some of the world’s largest telecommunications firms on the 
development. The GSMA, a group that represents mobile operators worldwide, said in an email it was monitoring 
the situation.
Who might be behind such hacking campaigns is often a fraught question in a world full of digital false flags. 
Cybereason said all the signs pointed to APT10 — the nickname often applied to a notorious cyberespionage group 
that US authorities and digital security experts have tied to the Chinese government.
But Div said the clues they found were so obvious that he and his team sometimes wondered whether they might 
have been left on purpose.
“I thought: ‘Hey, just a second, maybe it’s somebody who wants to blame APT10,’” he said.
Chinese authorities routinely deny responsibility for hacking operations. The Chinese Embassy in London did not 
immediately return a request seeking comment.
Div said it was unclear whether the ultimate targets of the espionage operation were warned, saying that 
Cybereason had left it to the telecom firms to notify their customers. Div added he had been in touch with “a 
handful” of law enforcement agencies about the matter, although he did not say which ones.
The FBI in Washington did not immediately return a message from the Associated Press seeking comment on 
the topic.

Hackers stealing cell records from global telcos to ‘spy on high-
profile targets’
LONDON — An ambitious group of suspected state-backed hackers has been burrowing into telecommunications 
companies in order to spy on high-profile targets across the world, a US cybersecurity firm said in a report 
published Tuesday.
Boston-based Cybereason said the tactic gave hackers sweeping access to VIPs’ call records, location data and 
device information — effectively turning the targets’ cellular providers against them.
Cybereason chief executive Lior Div said because customers weren’t directly targeted, they might never discover 
that their every movement was being monitored by a hostile power.
The hackers have turned the affected telecoms into “a global surveillance system,” Div said in a telephone interview. 
“Those individuals don’t know they were hacked — because they weren’t.”
Div, who presented his findings at the Cyber Week conference in Tel Aviv, provided scant details about who was 
targeted in the hack. He said Cybereason had been called in to help an unidentified cellular provider last year 
and discovered that the hackers had broken into the firm’s billing server, where call records are logged.
The hackers were using their access to extract the data of “around 20” customers, Div said.
Who those people were he declined to say, describing them as mainly coming from the world of politics and the 
military. He said the information was so sensitive, he would not provide even the vaguest idea of where they or 
the telecom were located.
“I’m not even going to share the continent,” he said.
Cybereason said the compromise of its customer eventually led it to about 10 other firms that had been hit in 
a similar way, with hackers stealing data in 100-gigabyte chunks. Div said that, in some cases, the hackers even 
appeared to be tracking non-phone devices, such as cars or smartwatches.
Cybereason said it was in the process of briefing some of the world’s largest telecommunications firms on the 
development. The GSMA, a group that represents mobile operators worldwide, said in an email it was monitoring 
the situation.
Who might be behind such hacking campaigns is often a fraught question in a world full of digital false flags. 
Cybereason said all the signs pointed to APT10 — the nickname often applied to a notorious cyberespionage group 
that US authorities and digital security experts have tied to the Chinese government.
But Div said the clues they found were so obvious that he and his team sometimes wondered whether they might 
have been left on purpose.
“I thought: ‘Hey, just a second, maybe it’s somebody who wants to blame APT10,’” he said.
Chinese authorities routinely deny responsibility for hacking operations. The Chinese Embassy in London did not 
immediately return a request seeking comment.
Div said it was unclear whether the ultimate targets of the espionage operation were warned, saying that 
Cybereason had left it to the telecom firms to notify their customers. Div added he had been in touch with “a 
handful” of law enforcement agencies about the matter, although he did not say which ones.
The FBI in Washington did not immediately return a message from the Associated Press seeking comment on 
the topic.
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Report: Hackers using telecoms like ‘global spy system’

Boston-based cybersecurity firm Cybereason says in a report that hackers are breaking into telecoms firms to 
gain sweeping access to VIPs' call records, location data and device information.

It's a tactic that effectively turns the targets' cellular providers against them.

Cybereason Chief Executive Lior Div says that because customers aren't being directly targeted, they might never 
discover their every movement is being monitored by a hostile power.

The GSMA, which represents mobile operators worldwide, did not immediately return a message seeking comment 
on Tuesday.

Copyright 2019 The Associated Press. All rights reserved. This material may not be published, broadcast, rewritten 
or redistributed.

 

Hackers stealing cell records from global telcos to ‘spy on high-
profile targets’
LONDON — An ambitious group of suspected state-backed hackers has been burrowing into telecommunications 
companies in order to spy on high-profile targets across the world, a US cybersecurity firm said in a report 
published Tuesday.
Boston-based Cybereason said the tactic gave hackers sweeping access to VIPs’ call records, location data and 
device information — effectively turning the targets’ cellular providers against them.
Cybereason chief executive Lior Div said because customers weren’t directly targeted, they might never discover 
that their every movement was being monitored by a hostile power.
The hackers have turned the affected telecoms into “a global surveillance system,” Div said in a telephone interview. 
“Those individuals don’t know they were hacked — because they weren’t.”
Div, who presented his findings at the Cyber Week conference in Tel Aviv, provided scant details about who was 
targeted in the hack. He said Cybereason had been called in to help an unidentified cellular provider last year 
and discovered that the hackers had broken into the firm’s billing server, where call records are logged.
The hackers were using their access to extract the data of “around 20” customers, Div said.
Who those people were he declined to say, describing them as mainly coming from the world of politics and the 
military. He said the information was so sensitive, he would not provide even the vaguest idea of where they or 
the telecom were located.
“I’m not even going to share the continent,” he said.
Cybereason said the compromise of its customer eventually led it to about 10 other firms that had been hit in 
a similar way, with hackers stealing data in 100-gigabyte chunks. Div said that, in some cases, the hackers even 
appeared to be tracking non-phone devices, such as cars or smartwatches.
Cybereason said it was in the process of briefing some of the world’s largest telecommunications firms on the 
development. The GSMA, a group that represents mobile operators worldwide, said in an email it was monitoring 
the situation.
Who might be behind such hacking campaigns is often a fraught question in a world full of digital false flags. 
Cybereason said all the signs pointed to APT10 — the nickname often applied to a notorious cyberespionage group 
that US authorities and digital security experts have tied to the Chinese government.
But Div said the clues they found were so obvious that he and his team sometimes wondered whether they might 
have been left on purpose.
“I thought: ‘Hey, just a second, maybe it’s somebody who wants to blame APT10,’” he said.
Chinese authorities routinely deny responsibility for hacking operations. The Chinese Embassy in London did not 
immediately return a request seeking comment.
Div said it was unclear whether the ultimate targets of the espionage operation were warned, saying that 
Cybereason had left it to the telecom firms to notify their customers. Div added he had been in touch with “a 
handful” of law enforcement agencies about the matter, although he did not say which ones.
The FBI in Washington did not immediately return a message from the Associated Press seeking comment on 
the topic.
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Hackers steal data from telcos in espionage campaign: cyber firm
Ari Rabinovitch, Tova Cohen

Hackers broke into the systems of more than a dozen global telecom firms and stole huge amounts of data in a 
seven-year spying campaign, researchers from a cyber security company said, identifying links to previous Chinese 
cyber-espionage activities.

 

Lior Div, chief executive of U.S.-Israeli cyber security firm Cybereason, speaks during Cyber Week conference in 
Tel Aviv, Israel June 25, 2019. REUTERS/Corinna Kern

Investigators at U.S.-Israeli cyber firm Cybereason said on Tuesday the attackers compromised companies in more 
than 30 countries and aimed to gather information on individuals in government, law-enforcement and politics.

The hackers also used tools linked to other attacks attributed to Beijing by the United States and its Western allies, 
said Lior Div, chief executive of Cybereason.

“For this level of sophistication it’s not a criminal group. It is a government that has capabilities that can do this 
kind of attack,” he told Reuters.

Div later presented a step-by-step breakdown of the breach at a cybersecurity conference in Tel Aviv in the same 
session that the heads of U.S. and British cyber intelligence units and the head of Israel’s Mossad spy agency spoke.

“Right now we’re still tracking them,” he said. “On Saturday we debriefed more than 25 different telcos, the biggest 
telcos in the world.”

A spokesman for China’s Foreign Ministry said he was not aware of the report, but added “we would never allow 

anyone to engage in such activities on Chinese soil or using Chinese infrastructure.”

Cybereason declined to name the companies affected or the countries they operate in, but people familiar with 
Chinese hacking operations said Beijing was increasingly targeting telcos in Western Europe.

Western countries have moved to call out Beijing for its actions in cyberspace, warning that Chinese hackers have 
compromised companies and government agencies around the world to steal valuable commercial secrets and 
personal data for espionage purposes.

A spokesman for Deutsche Telekom, Europe’s biggest telco, said his company was not in contact with Cybereason 
prior to publication of the report.

Div said this latest campaign, which his team uncovered over the last nine months, compromised the internal IT 
network of some of those targeted, allowing the attackers to customize the infrastructure and steal vast amounts 
of data.

In some instances, they managed to compromise a target’s entire active directory, giving them access to every 
username and password in the organization. They also got hold of personal data, including billing information and 
call records, Cybereason said in a blog post.

“They built a perfect espionage environment,” said Div, a former commander in Israel’s military intelligence unit 
8200. “They could grab information as they please on the targets that they are interested in.”

Cybereason said multiple tools used by the attackers had previously been used by a Chinese hacking group 
known as APT10.

The United States indicted two alleged members of APT10 in December and joined other Western countries in 
denouncing the group’s attacks on global technology service providers to steal intellectual property from their 
clients.

The company said on previous occasions it had identified attacks it suspected had come from China or Iran but 
it was never certain enough to name these countries.

Cybereason said: “This time as opposed to in the past we are sure enough to say that the attack originated in China.”

“We managed to find not just one piece of software, we managed to find more than five different tools that this 
specific group used,” Div said.
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Hackers using telecoms like 'global spy system': report

Cellular site equipment in London, Tuesday, June 25, 2019. (AP Photo/Raphael Satter)

LONDON -- An ambitious group of state-backed hackers has been burrowing into telecommunications companies 
in order to spy on high-profile targets across the world, a U.S. cybersecurity firm said in a report published Tuesday.
Boston-based Cybereason said the tactic gave hackers sweeping access to VIPs' call records, location data and 
device information -- effectively turning the targets' cellular providers against them.
Cybereason Chief Executive Lior Div said that because customers weren't directly targeted, they might never 
discover their every movement was being monitored by a hostile power.
The hackers had turned the affected telecoms into "a global surveillance system," Div said in a telephone interview 
ahead of the report's launch.
"Those individuals don't know they were hacked -- because they weren't."
Div, who is presenting his findings at the Cyber Week conference in Tel Aviv, provided scant details about who 
was targeted in the hack, saying that Cybereason had been called in to help an unidentified cellular provider 
last year and discovered that the hackers had broken into the firm's billing server, where call records are logged.
The hackers were using their access to extract the call data of "around 20" customers, Div said.
Who those people were he declined to say, describing them as mainly coming from the world of politics and the 
military. He said the information was so sensitive he would not provide even the vaguest idea of where they or 
the telecom were located.
"I'm not even going to share the continent," he said.
Cybereason said the compromise of its customer eventually led it to about 10 other firms that had been hit in a 

similar way, with hackers stealing data in 100 gigabyte chunks. Div said that, in some cases, the hackers appeared 
to be tracking non-phone devices, such as cars or smartwatches.
The GSMA, which represents mobile operators worldwide, did not immediately return a message seeking comment.
Who might be behind such hacking campaigns is often a fraught question in a world full of digital false flags. 
Cybereason said that all the signs pointed to APT10 -- the nickname often applied to a notorious China-linked 
cyberespionage group.
But Div said the clues they found were so obvious he and his team sometimes wondered whether they might 
have been left on purpose.
"I thought: 'Hey, just a second, maybe it's somebody who wants to blame APT10,"' he said.
Chinese authorities have routinely denied responsibility for hacking operations. The Chinese Embassy in London 
did not immediately return a message seeking comment.
Div said that it was unclear whether the ultimate targets of the espionage operation were warned, saying Cybereason 
had left it to the telecom firms to notify their customers. Div added that he had been in touch with "a handful" of 
law enforcement agency about the matter, although he did not say which ones.
The FBI in Washington did not immediately return a message seeking comment.
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Hackers stole data from global telcos in espionage campaign, says 
cyber-security firm
TEL AVIV (REUTERS) - Hackers broke into the systems of more than a dozen global telecom firms and stole huge 
amounts of data in a seven-year spying campaign, researchers from a cyber-security company said, identifying links 
to previous Chinese cyber-espionage activities.
Investigators at US-Israeli cyber firm Cybereason said on Tuesday (June 25) the attackers compromised companies in 
more than 30 countries and aimed to gather information on individuals in government, law enforcement and politics.
The hackers also used tools linked to other attacks attributed to Beijing by the United States and its Western allies, 
said Mr Lior Div, chief executive of Cybereason.
"For this level of sophistication it's not a criminal group. It is a government that has capabilities that can do this 
kind of attack," he told Reuters.
Mr Div later presented a step-by-step breakdown of the breach at a cyber-security conference in Tel Aviv in the same 
session that the heads of US and British cyber intelligence units and the head of Israel's Mossad spy agency spoke.
"Right now we're still tracking them," he said. "On Saturday we debriefed more than 25 different telcos, the biggest 
telcos in the world."
A spokesman for China's Foreign Ministry said he was not aware of the report, but added "we would never allow 
anyone to engage in such activities on Chinese soil or using Chinese infrastructure".
Cybereason declined to name the companies affected or the countries they operate in, but people familiar with 
Chinese hacking operations said Beijing was increasingly targeting telcos in Western Europe.
Western countries have moved to call out Beijing for its actions in cyberspace, warning that Chinese hackers have 
compromised companies and government agencies around the world to steal valuable commercial secrets and 
personal data for espionage purposes.
A spokesman for Deutsche Telekom, Europe's biggest telco, said his company was not in contact with Cybereason 
prior to publication of the report.
Mr Div said this latest campaign, which his team uncovered over the last nine months, compromised the internal IT 
network of some of those targeted, allowing the attackers to customise the infrastructure and steal vast amounts 
of data.
In some instances, they managed to compromise a target's entire active directory, giving them access to every 
username and password in the organisation. They also got hold of personal data, including billing information and 
call records, Cybereason said in a blog post.
"They built a perfect espionage environment," said Mr Div, a former commander in Israel's military intelligence unit 
8200. "They could grab information as they please on the targets that they are interested in."
Cybereason said multiple tools used by the attackers had previously been used by a Chinese hacking group known 
as APT10.
The United States indicted two alleged members of APT10 in December and joined other Western countries in 
denouncing the group's attacks on global technology service providers to steal intellectual property from their clients.
The company said on previous occasions it had identified attacks it suspected had come from China or Iran but it 
was never certain enough to name these countries.
Cybereason said: "This time as opposed to in the past we are sure enough to say that the attack originated in China."
"We managed to find not just one piece of software, we managed to find more than five different tools that this 
specific group used," Mr Div said.

A Real-Life Thriller: State-Sponsored Hackers Spy on Targets 
Through Their Cellular Providers, Report Says
By  Raphael Satter and The Associated Press
June 25, 2019
An ambitious group of suspected state-backed hackers has been burrowing into telecommunications companies in 
order to spy on high-profile targets across the world, a U.S. cybersecurity firm said in a report published Tuesday .
Boston-based Cybereason said the tactic gave hackers sweeping access to VIPs’ call records, location data, and 
device information—effectively turning the targets’ cellular providers against them.
Cybereason Chief Executive Lior Div said because customers weren’t directly targeted, they might never discover 
that their every movement was being monitored by a hostile power.
The hackers have turned the affected telecoms into “a global surveillance system,” Div said in a telephone interview. 
“Those individuals don’t know they were hacked—because they weren’t.”
Div, who presented his findings at the Cyber Week conference in Tel Aviv, provided scant details about who was 
targeted in the hack. He said Cybereason had been called in to help an unidentified cellular provider last year and 
discovered that the hackers had broken into the firm’s billing server, where call records are logged.
The hackers were using their access to extract the data of “around 20” customers, Div said.
Who those people were he declined to say, describing them as mainly coming from the world of politics and the 
military. He said the information was so sensitive he would not provide even the vaguest idea of where they or 
the telecom were located.
“I’m not even going to share the continent,” he said.
Cybereason said the compromise of its customer eventually led it to about 10 other firms that had been hit in 
a similar way, with hackers stealing data in 100 gigabyte chunks. Div said that, in some cases, the hackers even 
appeared to be tracking non-phone devices, such as cars or smartwatches.
Cybereason said it was in the process of briefing some of the world’s largest telecommunications firms on the 
development. The GSMA, a group that represents mobile operators worldwide, said in an email it was monitoring 
the situation.
Who might be behind such hacking campaigns is often a fraught question in a world full of digital false flags. 
Cybereason said all the signs pointed to APT10—the nickname often applied to a notorious cyberespionage group 
that U.S. authoritiesand digital security experts have tied to the Chinese government.
But Div said the clues they found were so obvious that he and his team sometimes wondered whether they might 
have been left on purpose.
“I thought: ‘Hey, just a second, maybe it’s somebody who wants to blame APT10,'” he said.
Chinese authorities routinely deny responsibility for hacking operations. The Chinese Embassy in London did not 
immediately return a request seeking comment.
Div said it was unclear whether the ultimate targets of the espionage operation were warned, saying that Cybereason 
had left it to the telecom firms to notify their customers. Div added he had been in touch with “a handful” of law 
enforcement agencies about the matter, although he did not say which ones.
The FBI in Washington did not immediately return a message from The Associated Press seeking comment on 
the topic.
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Hackers steal data from telcos: cyber firm
More than a dozen global telecom firms have lost data as a result of a seven-year spying 
campaign by hackers, researchers from a cyber security company say.

Hackers have broken into the systems of more than a dozen global telecom firms and stole huge amounts of data 
in a seven-year spying campaign, researchers from a cyber security company said, identifying links to previous 
Chinese cyber-espionage activities.
Investigators at US-Israeli cyber firm Cybereason said on Tuesday the attackers compromised companies in more 
than 30 countries and aimed to gather information on individuals in government, law-enforcement and politics.
The hackers also used tools linked to other attacks attributed to Beijing by the United States and its Western allies, 
said Lior Div, chief executive of Cybereason.
"For this level of sophistication it's not a criminal group. It is a government that has capabilities that can do this 
kind of attack," he told Reuters.
Div later presented a step-by-step breakdown of the breach at a cybersecurity conference in Tel Aviv in the same 
session that the heads of US and British cyber intelligence units and the head of Israel's Mossad spy agency spoke.
"Right now we're still tracking them," he said. "On Saturday we debriefed more than 25 different telcos, the biggest 
telcos in the world."
A spokesman for China's Foreign Ministry said he was not aware of the report, but added "we would never allow 
anyone to engage in such activities on Chinese soil or using Chinese infrastructure."
Cybereason declined to name the companies affected or the countries they operate in, but people familiar with 
Chinese hacking operations said Beijing was increasingly targeting telcos in Western Europe.
Western countries have moved to call out Beijing for its actions in cyberspace, warning that Chinese hackers have 
compromised companies and government agencies around the world to steal valuable commercial secrets and 
personal data for espionage purposes.
Div said this latest campaign, which his team uncovered over the last nine months, compromised the internal IT 
network of some of those targeted, allowing the attackers to customise the infrastructure and steal vast amounts 
of data.
SOURCE AAP

Netanyahu touts Israeli cyber prowess at Tel Aviv Cyber Week 
conference
June 26, 2019, 12:06 PM - latest revision June 26, 2019, 01:20 PM

Israeli PM Benjamin Netanyahu will speak live at the annual National Cyber Security Forum at 11:30 am (IST)
Israeli Prime Minister Benjamin Netanyahu addressed Tel Aviv's  9th annual Cyber Week conference on Wednesday, 
touting his country as a leader in a field "revolutionizing" the automotive, aviation, healthcare, and agriculture 
industries.
The world's largest cyber security conference kicked off on Tuesday at Tel Aviv University. 
Organized in partnership between three Israeli academic institutions, and supported by Israel's Ministry of Foreign 
Affairs, it is set to last for five days, and will bring together over 8,000 participants from 80 different countries.
Investment in cybersecurity companies in Israel exceeded $1 billion in 2018, and by the end of the year the Jewish 
State had 450 active cybersecurity companies, 60 which were created in 2017. 
Israel is home to more than 10% of cybersecurity companies in the world.
A new report by Start-Up Nation Central, which tracks Israel's new technology sector, has revealed a surge from 
foreign investors.
But the expertise goes both ways, with Israeli companies such as NSO implicated in selling controversial surveillance 
technology to repressive governments NSO was named by media investigations as one of the ways the Saudi 
government spied on journalist Jamal Khashoggi before his murder.
At the previous CyberTech conference in Tel Aviv held at the beginning of the year, Netanyahu said that Israel foils 
Iranian-directed cyber attacks against it “on a daily basis."
Last week, the US reportedly launched cyber attacks against Iranian missile control systems and a spy network, 
and experts suggest the US has tremendous power to wage a cyberwar that would seriously hamper Iranian 
military and technological capabilities. 
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The company said on previous occasions it had identified attacks it suspected had come from China or Iran but 
it was never certain enough to name these countries.
Cybereason said: “This time as opposed to in the past we are sure enough to say that the attack originated in China.”
“We managed to find not just one piece of software, we managed to find more than five different tools that this 
specific group used,” Div said. (Additional reporting by Jack Stubbs in London and Douglas Busvine in Frankfurt. 
Editing by Jane Merriman and Mark Potter)

UPDATE 2-Hackers steal data from telcos in espionage campaign - 
cyber firm

TEL AVIV — Hackers broke into the systems of more than a dozen global telecom firms and stole huge amounts 
of data in a seven-year spying campaign, researchers from a cyber security company said, identifying links to 
previous Chinese cyber-espionage activities.
Investigators at U.S.-Israeli cyber firm Cybereason said on Tuesday the attackers compromised companies in more 
than 30 countries and aimed to gather information on individuals in government, law-enforcement and politics.
The hackers also used tools linked to other attacks attributed to Beijing by the United States and its Western allies, 
said Lior Div, chief executive of Cybereason.
“For this level of sophistication it’s not a criminal group. It is a government that has capabilities that can do this 
kind of attack,” he told Reuters.
Div later presented a step-by-step breakdown of the breach at a cybersecurity conference in Tel Aviv in the same 
session that the heads of U.S. and British cyber intelligence units and the head of Israel’s Mossad spy agency spoke.
“Right now we’re still tracking them,” he said. “On Saturday we debriefed more than 25 different telcos, the biggest 
telcos in the world.”
A spokesman for China’s Foreign Ministry said he was not aware of the report, but added “we would never allow 
anyone to engage in such activities on Chinese soil or using Chinese infrastructure.”
Cybereason declined to name the companies affected or the countries they operate in, but people familiar with 
Chinese hacking operations said Beijing was increasingly targeting telcos in Western Europe.
Western countries have moved to call out Beijing for its actions in cyberspace, warning that Chinese hackers have 
compromised companies and government agencies around the world to steal valuable commercial secrets and 
personal data for espionage purposes.
A spokesman for Deutsche Telekom, Europe’s biggest telco, said his company was not in contact with Cybereason 
prior to publication of the report.
Div said this latest campaign, which his team uncovered over the last nine months, compromised the internal IT 
network of some of those targeted, allowing the attackers to customize the infrastructure and steal vast amounts 
of data.
In some instances, they managed to compromise a target’s entire active directory, giving them access to every 
username and password in the organization. They also got hold of personal data, including billing information and 
call records, Cybereason said in a blog post.
“They built a perfect espionage environment,” said Div, a former commander in Israel’s military intelligence unit 
8200. “They could grab information as they please on the targets that they are interested in.”
Cybereason said multiple tools used by the attackers had previously been used by a Chinese hacking group 
known as APT10.
The United States indicted two alleged members of APT10 in December and joined other Western countries in 
denouncing the group’s attacks on global technology service providers to steal intellectual property from their 
clients.
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risk associated with doing business with third parties and fourth parties,” Team8 CEO Nadav Zafrir told Reuters on 
the sidelines of a Tel Aviv University cyber conference.
“We believe that not only is that already slowing down the economy, but that we are going to see this slant 
continuing to deteriorate,” Zafrir, an ex-commander of Israel’s elite 8200 military intelligence unit, added.
The cyber health of companies has in the past had an impact on credit ratings as well. In March, Standard & Poor’s 
downgraded Atlanta-based credit bureau Equifax (EFX.N) reflecting the possible fallout from a 2017 data breach. 
Moody’s in May revised its outlook of Equifax citing the breach.
Moody’s said the new cyber rating product was not related to its credit ratings service.
The new company will be based in New York and in Israel and will initially have a dozen employees, but is expected 
to grow to hundreds in coming years.
A creator of cyber defense startups, Team8 is backed financially by Moody’s and other major companies like 
Microsoft (MSFT.O), Airbus (AIR.PA) and Qualcomm (QCOM.O).
Companies are well aware of growing cyber threats, and total spending on information security products and 
services is expected to reach $124 billion in 2019, according to a report from advisory company Gartner which 
estimated spending surpassing $114 billion in 2018.
A coordinated global cyber attack, spread through malicious email, could cause economic damages of between 
$85 billion and $193 billion, one hypothetical scenario developed as a stress test for risk management showed.
In this scenario, claims paid by the insurance sector are estimated at $10 billion-$27 billion, the report produced 
by insurance market Lloyd’s of London and Aon said.
Vadala said the company was building its model and expected to have beta customers in a year. The idea is to 
engage thousands of companies so the index becomes the global standard, he said.

Moody's, Israel's Team8 to create cyber risk standard for businesses
Tova Cohen, Ari Rabinovitch

TEL AVIV (Reuters) - Ratings agency Moody’s Corp (MCO.N) and Israeli cyber group Team8 launched on Thursday 
a joint venture to assess how vulnerable businesses are to cyber attacks and create what they hope will become 
a global benchmark.
Cyber attacks are in focus after a virus from Ukraine spread around the globe in 2017, crippling thousands of 
computers, disrupting ports from Los Angeles to Mumbai and even halting production at a chocolate factory in 
Australia.
Similar to the way that banks can check their stability with a stress-test, Moody’s and Team8 are developing a 
framework to measure companies’ defenses and preparedness for such attacks in comparison to other businesses 
and over time.
The service will be a tool for companies engaging in mergers and acquisitions or when purchasing cyber insurance 
policies, said Derek Vadala, chief executive of the joint venture who most recently served as head of Moody’s 
cyber risk group.
The venture did not disclose financial details.
“Companies doing business with each other are spending more and more resources on understanding what is the 

Derek Vadala, the chief executive of a joint venture between Moody's Corp and Israeli cyber 
group Team8, and Nadav Zafrir, CEO of Team8, smiles during an interview with Reuters at a cyber 
conference at Tel Aviv University, Israel June 25, 2019. Picture taken June 25, 2019. REUTERS/
Corinna Kern



In cooperation with:

3736

expect it to grow to hundreds in coming years.
A creator of cyber defense startups, Team8 is backed financially by Moody's and other major companies like 
Microsoft, Airbus and Qualcomm.
Companies are well aware of growing cyber threats, and total spending on information security products and 
services is expected to reach US$124 billion in 2019, according to a report from advisory company Gartner which 
estimated spending surpassing US$114 billion in 2018.
A coordinated global cyber attack, spread through malicious email, could cause economic damages of between 
US$85 billion and US$193 billion, one hypothetical scenario developed as a stress test for risk management showed.
In this scenario, claims paid by the insurance sector are estimated at US$10-27 billion, the report produced by 
insurance market Lloyd's of London and Aon said.
Mr Vadala said the company was building its model and expects to have beta customers in a year. The idea is to 
engage thousands of companies so the index becomes the global standard, he said.

Moody's and Israel's Team8 to create cyber risk index for businesses

Moody's and Team8 are developing a framework to measure 
companies' defenses and preparedness for such attacks in 
comparison to other businesses and over time.PHOTO: REUTERS

TEL AVIV (REUTERS) - Ratings agency Moody's Corp and Israeli cyber group Team8 launched on Thursday (June 
27) a joint venture to assess how vulnerable businesses are to cyber attacks and create what they hope will 
become a global benchmark.
Cyber attacks are in focus after a virus from Ukraine spread around the globe in 2017, crippling thousands of 
computers, disrupting ports from Los Angeles to Mumbai and even halting production at a chocolate factory in 
Australia.
Similar to the way that banks can check their stability with a stress-test, Moody's and Team8 are developing a 
framework to measure companies' defenses and preparedness for such attacks in comparison to other businesses 
and over time.
The service will be a tool for companies engaging in mergers and acquisitions or when purchasing cyber insurance 
policies, said Derek Vadala, chief executive officer (CEO) of the joint venture who most recently served as head 
of Moody's cyber risk group.
They did not disclose financial details.
"Companies doing business with each other are spending more and more resources on understanding what is the 
risk associated with doing business with third parties and fourth parties," Team8 CEO Nadav Zafrir told Reuters on 
the sidelines of a Tel Aviv University cyber conference.
"We believe that not only is that already slowing down the economy, but that we are going to see this slant 
continuing to deteriorate," Zafrir, an ex-commander of Israel's elite 8200 military intelligence unit, added.
The new company will be based in New York and in Israel and will initially have a dozen employees, but they 
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“This particular incident I can talk about because it was leaked to the media,” Netanyahu said. “If you multiply that by 
50, it will give you an idea of the contribution that Israel has made to prevent major terrorist operations, especially 
from ISIS, in dozens of countries. Most of those cases were foiled because of our cybersecurity operations.”

The prime minister said that the world is in the midst of a cyber revolution due to new trends in big data, artificial 
intelligence and connectivity.

He said that Israel is thriving by being at the forefront of applying these areas to industries, from the auto industry 
to health to agriculture.

Netanyahu said Israel was too small to compete in the car industry in the past, but as cars become mostly 
computers, it is penetrating the industry.

He credited much of Israel’s punching above its geographic size to the country’s primacy in cyberdefense, which 
in turn stems from Israel’s unique investment in its Military Intelligence, Mossad and Shin Bet sectors.

Moreover, he said cooperation with the US is unbelievable and better than ever before.

The prime minister and his national security adviser, Meir Ben-Shabbat, also met with US Deputy Secretary of 
Energy Dan Brouillette to discuss the Iranian threat and cybersecurity cooperation.

Following Netanyahu, Israel National Cyber Directorate chief Yigal Unna introduced a new cybersecurity defense 
system to detect attempts to deface websites called Trackzilla.

Unna said that the new system is staggeringly successful, reducing the number of effective attacks by OpIsrael 
in April 2019 to 134, as opposed to 1,145 from OpIsrael in April 2018.

OpIsrael is identified with the international anarchic group Anonymous, and with pro-Palestinian hacker groups, 
and seeks to hack Israeli Internet sites with the goal “to disconnect Israel from the cyber world.” It has been a 
recurring annual coordinated series of cyberattacks against Israel in the spring in recent years.

Yaron Wolfsthal, head of IBM’s Cyber Security Center of Excellence, and Dana Ohayon, security sales manager for 
IBM Security, came to Cyber Week with the intention of learning and contributing to the growth of the cybersecurity 
community in Israel.

“Israel is an ecosystem of security innovation,” Wolfsthal said. “We are here to see the latest from people and to 
hear interesting new developments.”

At the end of the panel, Herel noted that the listeners – who come from dozens of security teams, universities, 
and other institutions – have their work cut out for them. 

NETANYAHU: ISRAEL USED CYBER INTEL. TO THWART AROUND 50 ISIS 
TERROR ATTACKS
Prime Minister Benjamin Netanyahu said that cooperation with the US is unbelievable and 
even better than ever before.
BY YONAH JEREMY BOB     

Israel has used its cyber intelligence capabilities to thwart around 50 ISIS terrorist attacks in dozens of countries 
worldwide, Prime Minister Benjamin Netanyahu said at the Cyber Week conference at Tel Aviv University on 
Wednesday.

While Israel previously disclosed that it had provided the intelligence to thwart an ISIS plot to bomb a United Arab 
Emirates Etihad Airways flight from Sydney to Abu Dhabi, Netanyahu revealed that the intelligence that broke the 
case was obtained through cyber tools.
He said that while he could not give specifics, the audience could “multiply by about 50” the Sydney airline terrorist 
plot, and that would be the number of terrorist plots worldwide (mostly by ISIS) that Israel has helped to prevent 
thanks to its cyber intelligence powers.

“The plane from Sydney to Abu Dhabi was not going to be hijacked but exploded in midair,” he said. “We used our 
cyber tools to discover that ISIS was going to do this, and so we alerted the Australian police and they stopped 
it before it could happen.
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in which everything from agriculture to health to cars was becoming connected. Israel can play a major part in 
this revolution, he said, because of its tech prowess. But none of it is possible if the cyber sphere is not secured.
Israel has made an “enormous investment” in human capital, mainly via its military training programs, and has 
created a group of people with skills who “can deal with the ramifications of this revolution,” he said.
“Cyber is essential to the growth of anything we are talking about,” he said. “Nothing of this… growth is possible 
without the accompanying cybersecurity and we intend to be world leaders in that field.”
To achieve this, Israel must keep investing in its national cyber capabilities and at the same time must not stymie 
businesses through over-regulation.
As the cybersecurity industry grows, so will the need for regulation, similar to the weapons industry, he acknowledged. 
“but my principal role has been not to over-regulate.
“I think we have to take a risk, and it is a considerable risk, of regulating less in order to to grow more and that is 
a decision that I and Israel have taken.”

Yigal Unna, director general of the Israel National 
Cyber directorate, said at the conference that 
the Middle East is a “magnet for cyberattacks,” 
with Iran identified as one of the five most active 
players all over the world, targeting mainly Gulf 
states for attacks because they are less protected 
than Israel.
“Israel is prepared for cyber threats; we have the 
capability to respond forcefully to cyberattackers, 
and not necessarily on the same vector as the 
attacks,” he said.
The Iranians work not only to collect data, or 
intelligence, but to cause damage by wiping out 
it out, he said.
The new threats the world is witnessing include attacks on supply chains, targeted ransom attacks on large 
corporations, a substantial increase in revelations of vulnerabilities in various technological infrastructures, and a 
substantial decrease in the amount of time between the discovery of a vulnerability and its exploitation.
He said the Cyber Net, set up by the National Cyber Directorate, has some 1,000 active users, among whom are 
government agencies and private firms. The Net  acts like a sort of “social media” for cybersecurity, connecting 
relevant officials at firms and government entities to shared information and updates on how to foil attacks.
Unna added that a new system to detect website defacement, called Trackzilla, set up by the Directorate has 
been shown to be effective in lowering the number of hacks. The system does passive scanning of all the major 
websites in Israel and if it sees a defacement, it engages with it, and fixes the attacked website.
According to data he presented, in the past half-year alone, 40 Israeli cybersecurity firms raised a total of $850 
million in funding compared to a total of $1.1 billion in 2018. In the first half of the year, Israeli cybersecurity firms 
recorded seven exits totaling $1.5 billion, he said.

Israel cyber spying helped foil terror attacks in ‘dozens’ of 
countries, PM says
Netanyahu reveals intel was used to thwart midair explosion of Sydney-Abu Dhabi flight, says 
case can be multiplied by 50 to show Israel’s contribution to cybersecurity
By SHOSHANNA SOLOMON

Israel has used cyber-intelligence to help foil “major” terror attacks planned by the Islamic State terror group 
and others in “dozens” of countries, Prime Minister Benjamin Netanyahu said at a cybersecurity conference on 
Wednesday in Tel Aviv.
Netanyahu said at the conference that Israel had, for example, helped foil an IS attack on an Etihad Airways flight 
from Sydney to Abu Dhabi, and alerted Australian officials, helping thwart an explosion in the air. Etihad is the 
national airline of the United Arab Emirates.
“That plane from Sydney to Abu Dhabi was going to be exploded in midair,” he said. “We found out through our 
cyber activities, we found out that ISIS was going to do this and so we alerted the Australian police and they 
stopped this, before it happened.”

“This particular incident, I can talk about,” Netanyahu said. “If you multiply that 50 times, that will give you an idea 
of the contribution that Israel has made to prevent major terrorist operations, especially from ISIS, in dozens of 
countries and most of those cases were foiled because of our activities in cybersecurity.”

“This affects every country in the world, every person in the world,” he added.
Israel shares information about cyberthreats and attacks with 85 countries, he said.
In his speech at the Cyber Week conference, Netanyahu said that the world and Israel were undergoing a “revolution” 
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Netanyahu: Israel helped foil ISIS attack on Australian plane
PM addresses cyber conference at Tel Aviv University, says Israel foils terror attacks around 
the world.

Prime Minister Binyamin Netanyahu said Wednesday that Israel had helped Australia foil an attack on a civilian 
aircraft.

Speaking at the national Cyber Week at Tel Aviv University, Netanyahu said: "Israel helped the Australian police 
thwart an ISIS attack on a plane. If we multiply this case by 50, it will give you an idea of Israel's contribution to 
preventing terrorist acts in dozens of countries."

"We are in the midst of a revolution in which cybersecurity is at its core - creating enormous challenges and 
enormous opportunities," the prime minister said.

"50 years ago, the Israeli automotive industry was just the Sussita, the fiberglass car, and we could not compete 
because it was an industry based on economies of a scale that Israel does not have. Today the automotive industry 
has changed - soon 85 percent of the value of the vehicle will be software. Cars are starting to become computers 
on wheels, and there we can compete. One of the leading Israeli companies in the field is MobilEye, and most of 
these companies did not exist just seven years ago.

"A second example of changing industries is digital health. Israel has a very diverse medical dataset because many 
of its residents come from different places, and we have a digital connection between hospitals, which allows 
preventive medicine and a lot of learning. We have to decide to put a billion shekels in this project and it will 
make a revolution. Another example is more accurate artificial intelligence (AI) and Big Data agriculture that will 
allow us to monitor the water and fertilizer used in this field.

"Who are the 10 largest companies in the world? Ten years ago there were five energy companies among them. 
Today these are IT companies, and all of them have development centers in Israel, some of which are even the 

main development centers. These are opportunities that Israel must grasp.

"It is important to understand that Israel has invested more [per capita] than any other country in the West and 
more than any other country except the United States in absolute terms in IT, which are huge sums invested in 
intelligence, Mossad and the Shin Bet. It is a huge investment in human capital, people who can deal with the 
Internet and with the consequences of the revolution both as entrepreneurs and as employees.

"We have seen great growth in all of these industries, and Cyber is the vital factor in this growth. We intend to be 
global leaders. A few years ago, I said we would be among the top 5 countries in the world and I think we have 
reached that point.

"The number of cyber security companies in Israel has increased significantly, as have the private investment in 
these companies and the exits. I would like fewer exits and more companies to grow but I let these [exits] take 
place. I believe that the market is smarter than politicians and even the prime minister. We also need to know 
what not to interfere with. It's hard not to create regulation, and it's not that there's no need, but you have to take 
the risk and do less regulation and that's the decision I made to allow this industry to grow.

"We encourage connections between companies and governments, we have better cooperation than ever with 
our good friend the United States on cyber, and we encourage international companies to come here, and we 
even have a curriculum for companies that come here, and they become ambassadors of the start-up world Ups 
when they leave.

"To give an example of cyber security: a plane from Sydney to Abu Dhabi was supposed to explode on the way 
from an ISIS attack, we warned the Australian police, and the incident was handled. If we double this case by 
50, it will give you an idea of Israel's contribution to the prevention of terrorist acts in dozens of countries, and 
many of these events do not happen because of Israeli actions. This affects not only aviation and transportation, 
but everything."
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Netanyahu: Israel foiled attack on airplane heading to Gulf

Israel’s security services have used cyber security to thwart 50 Daesh attacks around the world, Prime Minister 
Benjamin Netanyahu said at the Cyber Week conference at Tel Aviv University on Wednesday.
They included a plot to bomb a United Arab Emirates Etihad Airways flight from the Australian city of Sydney to 
Abu Dhabi, he added.
“The plane from Sydney to Abu Dhabi was not going to be hijacked but exploded in midair,” he said. “We used our 
cyber tools to discover that ISIS [Daesh] was going to do this, and so we alerted the Australian police and they 
stopped it before it could happen.”
“This particular incident I can talk about because it was leaked to the media,” Netanyahu said. “If you multiply that by 
50, it will give you an idea of the contribution that Israel has made to prevent major terrorist operations, especially 
from ISIS, in dozens of countries. Most of those cases were foiled because of our cybersecurity operations.”
An Australian court on 1 May found a man guilty of plotting to blow up an Etihad Airways flight out of Sydney at the 
behest of the Islamic State in Iraq and Syria (ISIS) militant group, by hiding a bomb in the luggage of his brother.

United Arab Emirates Etihad Airways

Cyber Week 2019: PM Says Israel’s Cyber Efforts Helped Foil Terror 
Attacks In Dozens Of Countries
By Francine Levy and Anjali Berdia, NoCamels June 

Israel’s cyber activities helped thwart terror attacks in dozens of countries across the world, Israeli Prime Minister 
Benjamin Netanyahu revealed on Wednesday at the 9th annual Cyber Week conference at Tel Aviv University.

Netanyahu referenced Israel’s role in helping foil a 2017 plot by the Islamic State to blow up a plane headed from 
Sydney to Abu Dhabi, and said, “if you multiply that times 50, that would give you an idea of the contribution that 
Israel has made in protecting against terrorist activities, especially by ISIS [Islamic State] in dozens of countries. 
And most of those contributions were made with cybersecurity.”

Israeli had previously disclosed that its intelligence agencies had passed on information on intercepted 
communications between Sydney and Islamic State terrorists in Syria to Australian authorities, who stepped in to 
stop the attempted attack. Reports in 2018 said Israel’s IDF Unit 8200, the Military Intelligence Directorate’s main 
information gathering unit, provided the information.

On Wednesday, Netanyahu divulged that the intelligence was obtained using cybersecurity tools.

The Israeli premier gave his yearly address on the state of Israel’s cybersecurity sector, hailing international cyber 
collaborations particularly with its top ally, the United States, and encouraging further cooperation to defend 
against cyber threats.

“We’re encouraging international associations. Both government to government in cooperation on the questions 
of cybersecurity, a very complex issue. We have today cooperation first with our great and irreplaceable ally the 
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United States of America. We cooperate in cybersecurity as never before and in many other fields of intelligence,” 
the Israeli prime minister said.

Cyber threats, he said, affects “every country in the world, it affects every person in the world. It affects them not 
only in aviation and transportation, it affects them in everything. Israel has seized the opportunities and is meeting 
the dangers and we invite you to do the same with us in partnership.”

same with us in partnership.”

The world is “in the midst of a revolution,” and this revolution “has the heart of a machine, and that machine is 
cybersecurity,” he went on, elucidating that this ongoing cyber revolution presents “enormous challenges and 
enormous opportunities” that The prime minister also praised the Israeli cybersecurity ecosystem, considered a 
powerhouse the world over. Last week, Israel signed an agreement with the World Bank’s Digital Development 
Partnership to support cybersecurity programs in developing nations, helping to prepare countries in Africa, Latin 
America, and Eastern Europe to face challenges in cyberspace.

When it comes to cybersecurity, Netanyahu said, “Israel has invested more than any other country proportionally.”

“We invest vast sums of money, probably number two in the western world, in our military intelligence, which 
goes to the army, the Mossad, to the Shin Bet [Israel Security Agency], and to other arms as well,” he noted.

Netanyahu credited Israel’s top-notch reputation in the field to its “enormous investment in human capital, 
people, who can deal with the internet, can deal with the ramifications of this revolution, both as workers and as 
entrepreneurs.”

Netanyahu was among 400 notable speakers at Cyber Week, a five-day conference featuring 40 diverse cybersecurity-
related events throughout the Tel Aviv University campus. Over 8,000 participants from 80 different countries are 
attending the conference, which began on Sunday.

Other speakers included industry leaders such as Yigal Unna, the director of the Israel National Cyber Directorate, 
Mike Rogers, the former director of the NSA, and Muriel E. Bowser, Mayor of Washington, DC, just to name a few.

Unna, who spoke before Netanyahu and introduced the premier, said that 68 percent of companies in the Israeli 
economy experienced at least one cyber attack or attempted cyber attack over the past year, according to a survey 
conducted by the Israel National Cyber Directorate of more than 300 companies.

The survey also showed that 84 percent of the participating firms maintain a cyber-defense budget, and 80 percent 
said that the issue of cyber-defense rated highly on their order of priorities, particularly companies in the fields 
of information and communications and those that operate internationally.

In his speech, Unna also noted that the Israeli cybersecurity industry was well on its way to breaking new records 
in capital raising in 2019. Over the past six months, 40 Israeli cybersecurity firms raised a total of $850 million, 
compared to $1.1 billion in 2018, he emphasized.

Participants at the 9th annual Cyber Week event. Photo by Anjali Berdia

Israel has over 450 currently active cybersecurity companies and startups. It is also home to the second-largest 

number of cybersecurity deals globally in recent years, second only to the US, according to a 2018 report compiled 
by New York data firm CB Insights.

And since the beginning of 2019, Israeli cybersecurity firms recorded seven exits totaling some $1.5 billion.

Speaking about recent global cyber threats, Unna said Israel was prepared to defend itself against cyber attacks 
from any nation or state, singling out arch-foe Iran.

“Iran and its proxies continue to pose a main cyber threat to the Middle East,” he said. “Israel is prepared for cyber 
threats; we have the capability to respond forcefully to cyberattackers, and not necessarily on the same vector 
as the attack.”

Unna also presented data that showed that Iran was among the five most active state actors in cyberspace.

“The Iranians are and have been continuously active for a long period of time deploying broad attacks, including 
attacks to gather intelligence, attacks to cause shifts in mentality, as well as attacks intended to cause harm and 
destruction to systems. Iran is one of the only countries to execute destructive attacks, primarily against Gulf 
states,” he said.

Earlier this year, Netanyahu told thousands of participants at the annual Cybertech conference that Iran virtually 
attacks Israel every day.

“Iran is attacking Israel with cyber [attacks] on a daily basis. We follow it and prevent it every day,” Netanyahu said.

“The main issue is that every country can be attacked and respectively, every country needs the combination 
of defense and attack capabilities and Israel has such capabilities. Many countries want to be exposed to our 
knowledge of the cyber industry,” he claimed at the time.
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Israeli Cyber Intel Helped Foil Attacks in “Dozens” of Countries

Israeli cyber intelligence has helped thwart “major” terrorist attacks in “dozens” of countries, Israeli Prime Minister 
Benjamin Netanyahu said at a cyber-security conference in Tel Aviv on Wednesday.

Israel alerted Australian authorities about a planned Islamic State attack on an Etihad Airways flight from Sydney 
to Abu Dhabi, foiling an explosion in the air. Etihad is the national airline of the United Arab Emirates.

“That plane from Sydney to Abu Dhabi was going to be exploded in midair,” Netanyahu said. “We found out through 
our cyber activities, we found out that ISIS was going to do this and so we alerted the Australian police and they 
stopped this, before it happened.”

Israel shares information about cyber-threats and attacks with 85 countries, he explained.

“This particular incident,” Netanyahu said, referencing the Etihad terror plot, “if you multiply that 50 times, that 
will give you an idea of the contribution that Israel has made to prevent major terrorist operations, especially 
from ISIS, in dozens of countries and most of those cases were foiled because of our activities in cyber-security.”

Last month, Israeli intelligence services tipped off the United States on an impending Iranian attack on “U.S. 
interests in the Gulf.” In November, Israel’s intelligence agency, Mossad, provided Denmark and Sweden with the 
information to stop the attempted assassination of the leader of the Danish branch of an Iranian opposition group.

It was the second time in just a few months that Iran has been accused of planning a terrorist attack against an 
exiled Iranian opposition group on European soil. In June 2018, France, Germany, and Belgium foiled a planned 
attack against a meeting of thousands of Iranian opposition supporters just north of Paris that was also attended 
by leading U.S. figures. An Iranian diplomat, accredited to Tehran’s mission in Austria, was implicated in the plot.

Following the thwarting of the Paris terror plot, Israeli media reported that the Mossad provided crucial intelligence 
that led to the arrest of the cell planning the attack.

Australian cyber leaders head to Tel Aviv

Australian cyber, business and education leaders have travelled to Israel to see how Australia can tap into the 
country’s global cyber success.
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Australia's cybersecurity warning with attacks on the rise 
Fiona WIllan	

© Or Tsfati AustCyber’s Owen Pierce has travelled to Israel with other Australian 
delegates to learn the secrets to the country’s cyber success.

Australian cyber experts have warned of the critical need to boost the country’s cybersecurity workforce as they 
turn to high-tech powerhouse Israel for lessons in how to build the crucial industry.
With cyber attacks expected to skyrocket with the development of new technologies, it’s widely acknowledged 
the Australian cybersecurity industry is falling short when it comes to manpower.
Owen Pierce, AustCyber’s Program Director in National Workforce Development, told 9News an estimated 19,000 
cybersecurity professionals were needed over the next eight years to fill vacancies in technical areas.
Cybersecurity expert Brett Biddington said filling those vacancies would be a major challenge.
“(Cybersecurity workers) are difficult to find, they’re difficult to educate... we don’t have enough people who are 
trained in this area,” he said.
Business and cyber experts say there’s a crucial need to fill workforce shortages in order to tackle growing threats.
This week, Mr Pierce was among a delegation of Australians from business, government and the education sector 
who travelled to Israel to attend CyberWeek - a global conference at Tel Aviv University attracting 8000 people 
from 80 countries.
Mr Pierce said the aim was to see how Australia could learn from the success of Israel’s cybersecurity eco-system.
“They’ve invested very heavily in building a cybersecurity eco-system and are reaping the rewards from that,” 
he said.
“Quite simply, there is a large economic opportunity for Australia to tap into.”
Israel has become known as the “start-up nation” for its booming tech and innovation sector, with high-tech 

contributing around 50 percent of its exports - worth around A$71 billion a year.
Each year, its government-funded Israel Innovation Authority pumps around A$722 million into grants for high-risk 
startups and research and development projects.
There are currently around 6000 startups operating in Israel, and more than 520 of them are cyber-based.
Professor Michael Blumenstein, Associate Dean (Research Strategy and Management) in Engineering at the 
University of Technology Sydney, said Australia should follow Israel’s example and invest heavily in cyber.
“What I think we can learn from their meteoric rise is they actually invested as a country into a focus area,” he said.
“When we talk about the investment Israel has made to make their industry one of the best in the world, we’re 
talking billions.
“Unfortunately in Australia the amount of investment is probably not commensurate with the priority.”
Trans-Tasman Business Circle CEO Tanya Oziel said there was also need to change the reputation of cybersecurity 
and entrepreneurship in Australia.
“Israelis view cyber as a badge of honour,” she said.
“If you’ve got a career in cybersecurity in this country, you’re one of the top one percent.”
“We need to educate Australian kids that cyber and technology careers are something they should be looking for.”
But Israel’s success in cyber is partially due to a unique set of national circumstances.
The government leans on military conscription to build its cyber workforce with the best and brightest high school 
graduates recruited into the elite 8200 intelligence unit.
Israel-Australia Chamber of Commerce Executive Director Paul Israel told 9News those who served in 8200 were 
often snapped up by the cyber industry or launched cyber startups of their own.
“If you think of the region we’re living in and the security issues we have to deal with, cyber now is a big part of 
how life here is relatively calm and quiet and safe,” Mr Israel said.
“It’s hard to copy and paste it, it’s more likely that Australia can be inspired by what we’re doing here.”
Australian Cyber Ambassador Tobias Feakin - who also attended CyberWeek in Tel Aviv - said Australia had been 
through an “absolute transformation in cybersecurity response in the last four years” - including a A$260 million 
investment in its 2016 Cybersecurity Strategy.
“Israel is clearly very effective in dealing with cybersecurity for its nation, but Australia punches pretty hard in 
this area too,” he said.
“Could we do better? Absolutely.
“Is there more we could do to punch into the economic powerhouse that is the Asia Pacific? Yes. And that’s 
something the government is working hard on to try and address.”
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Experts warn Australia needs to boost cybersecurity workforce as 
attacks rise
Fiona WIllan	

Australian cyber experts have warned of the critical need to boost the country’s cybersecurity workforce as they 
turn to high-tech powerhouse Israel for lessons in how to build the crucial industry.

With cyber attacks expected to skyrocket with the development of new technologies, it’s widely acknowledged 
the Australian cybersecurity industry is falling short when it comes to manpower.

Owen Pierce, AustCyber’s Program Director in National Workforce Development, told 9News an estimated 19,000 
cybersecurity professionals were needed over the next eight years to fill vacancies in technical areas.

Cybersecurity expert Brett Biddington said filling those vacancies would be a major challenge.

“(Cybersecurity workers) are difficult to find, they’re difficult to educate... we don’t have enough people who are 
trained in this area,” he said.

Business and cyber experts say there’s a crucial need to fill workforce shortages in order to tackle growing threats.

This week, Mr Pierce was among a delegation of Australians from business, government and the education sector 
who travelled to Israel to attend CyberWeek - a global conference at Tel Aviv University attracting 8000 people 
from 80 countries.

 Mr Pierce said the aim was to see how Australia could learn from the success of Israel’s cybersecurity eco-system.

“They’ve invested very heavily in building a cybersecurity eco-system and are reaping the rewards from that,” he 
said.

“Quite simply, there is a large economic opportunity for Australia to tap into.”

Israel has become known as the “start-up nation” for its booming tech and innovation sector, with high-tech 
contributing around 50 percent of its exports - worth around A$71 billion a year.

Each year, its government-funded Israel Innovation Authority pumps around A$722 million into grants for high-risk 
startups and research and development projects.

There are currently around 6000 startups operating in Israel, and more than 520 of them are cyber-based.

Professor Michael Blumenstein, Associate Dean (Research Strategy and Management) in Engineering at the 
University of Technology Sydney, said Australia should follow Israel’s example and invest heavily in cyber.

“What I think we can learn from their meteoric rise is they actually invested as a country into a focus area,” he said.

“When we talk about the investment Israel has made to make their industry one of the best in the world, we’re 
talking billions.

“Unfortunately in Australia the amount of investment is probably not commensurate with the priority.”

Trans-Tasman Business Circle CEO Tanya Oziel said there was also need to change the reputation of cybersecurity 
and entrepreneurship in Australia.

“Israelis view cyber as a badge of honour,” she said.

“If you’ve got a career in cybersecurity in this country, you’re one of the top one percent.”

“We need to educate Australian kids that cyber and technology careers are something they should be looking for.”

But Israel’s success in cyber is partially due to a unique set of national circumstances.

The government leans on military conscription to build its cyber workforce with the best and brightest high school 
graduates recruited into the elite 8200 intelligence unit.

Israel-Australia Chamber of Commerce Executive Director Paul Israel told 9News those who served in 8200 were 
often snapped up by the cyber industry or launched cyber startups of their own.

“If you think of the region we’re living in and the security issues we have to deal with, cyber now is a big part of 
how life here is relatively calm and quiet and safe,” Mr Israel said.

“It’s hard to copy and paste it, it’s more likely that Australia can be inspired by what we’re doing here.”

Australian Cyber Ambassador Tobias Feakin - who also attended CyberWeek in Tel Aviv - said Australia had been 
through an “absolute transformation in cybersecurity response in the last four years” - including a A$260 million 
investment in its 2016 Cybersecurity Strategy.

“Israel is clearly very effective in dealing with cybersecurity for its nation, but Australia punches pretty hard in 
this area too,” he said.

“Could we do better? Absolutely.

“Is there more we could do to punch into the economic powerhouse that is the Asia Pacific? Yes. And that’s 
something the government is working hard on to try and address.”
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World experts call for combating cyber attacks

Government officials, experts and business leaders from around the globe have called for combating cyber-
attacks during the Cyber Week security conference held in Tel Aviv, stressing that the future war zone would be 
in cyberspace. 

Delivering a speech at the annual cyber security event which closed on Thursday, Israeli Prime Minister Benjamin 
Netanyahu said that Israel had prevented, mostly via cyberspace, about 50 major terrorist operations, especially 
by the elements of the Islamic State (IS), in dozens of countries. 

He urged for "international associations." 

More than 8,000 cybersecurity experts, business representatives, academics, government officials and others 
from more than 80 countries took part in the event to exchange knowledge, methods and ideas, according to the 
organizers. 

Cyber warfare is evolving into a more complicated, dangerous and faster playground with the enormous capabilities 
of artificial intelligence, new cyber tools and viruses. 

Darren Shou, vice president of strategy and research at Symantec, told Xinhua that one of the challenges is 
ensuring artificial intelligence's ability to respect privacy and regulations. 

Shou emphasized the threat of increasingly intelligent malware. Computers operate at a tremendous scale 
unimaginable to human capacity. This technology, if used wrongly, could be incredibly dangerous. 

Stevan Bernard, former executive vice president for Global Protection Services at Sony Pictures Entertainment, 
said combating large cyber-attacks is a kind of war, and the company has recruited many specialists to win this 
crucial battle.

CHECK POINT CEO: COMPANIES MUST SHIFT FROM CYBER DETECTION TO 
PREVENTION
Shwed highlighted the challenge faced by enterprises when trying to identify the right 
technologies offered by thousands of different vendors.
BY EYTAN HALON   

Check Point Software CEO and founder Gil Shwed 
addresses the Cyber Week Tel Aviv University 
Conference, June 26, 2019. (photo credit: CHEN GALILI)

Enterprises must change their cybersecurity priorities from investing in cyberattack detection technology to 
investing in prevention technology, according to Check Point Software CEO and founder Gil Shwed.

Addressing the Cyber Week Tel Aviv University Conference on Wednesday, Shwed said that approximately 80% 
of current cybersecurity investments focus on detection, while just 20% on prevention. The ratio, he claimed, 
ought to be flipped.

“We need to be able to block the attack before it occurs, and that’s how we’ll reduce risk surface and block 
them,” said Shwed, who co-founded global cybersecurity leader Check Point in 1993 with Shlomo Kramer and 
Marius Nacht. “Companies should focus most energy on prevention and the rest of it on analyzing, processing 
and knowing what’s happening.”

Committing resources to prevention is critical, said Shwed, as damage caused by cyberattacks can be immediate. 
In 2018, Check Point blocked over 100 million unknown attacks, and its ThreatCloud Managed Security Service 
exceeded 86 billion compromise queries per day – compared with six billion daily searches on Google.
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“If in the physical world we can collect intelligence, process it and run faster than the bad guys, in cyber space we 
have no time,” said Shwed, adding that “you can’t rely on human beings to be faster than the bots and machines. 
Because we are fighting machines, we need to have electronic warfare that will fight automatically and prevent 
damage before it happens.”

Emphasizing that companies need to urgently step up their capabilities to combat fifth-generation cyberattacks, 
potentially devastating large-scale and multi-vector assaults, Shwed highlighted the challenges faced by enterprises 
in trying to identify the right technologies offered by thousands of different vendors. Cloud infrastructure applications 
in particular, he added, are often the weakest link for companies.

“You can’t build a solution by looking at 3,000 vendors,” said Shwed, Israel’s eighth-richest person. “You need 
to build an architecture based on fewer specialized technologies, and consolidate and simplify. If you have a 
firewall, use the advanced capabilities. If you use an end-point system, do the same to protect against previous 
four generations and also fifth-generation threats.”

Highlighting potential dangers posed by cyber vulnerabilities, Check Point Research – the threat intelligence arm 
of Check Point Software – announced on Wednesday that along with Petah Tikva-based CyberInt, the company 
had identified a chain of vulnerabilities in the Origin gaming client developed by video game giant Electronic Arts 
(EA). If exploited, the vulnerabilities would have likely lead to player account takeover and identity theft.

Games developed by EA such as Fifa, The Sims, and Medal of Honor to name a few, leverage the Origin client 
gaming platform, which allows users to purchase and play EA’s games across PC and mobile.

Researches disclosed the vulnerabilities to EA, ensuring that an update be rolled out before threat actors exploited 
them. Vulnerabilities found in the platform did not require users to hand over login details, but instead took 
advantage of abandoned sub-domains and EA’s use of authentication tokens, in conjunction with the OAuth Single 
Sign-On (SSO) and TRUST mechanism built into the user login process.

“EA’s Origin platform is hugely popular, and if left unpatched, these flaws would have enabled hackers to hijack 
and exploit millions of users’ accounts,” said Oded Vanunu, head of products vulnerability research at Check Point. 
He added that “along with the vulnerabilities we recently found in the platforms used by Epic Games for Fortnite, 
this shows how susceptible online and cloud applications are to attacks and breaches. These platforms are being 
increasingly targeted by hackers because of huge amounts of sensitive customer data they hold.”

Enterprises must change their cybersecurity priorities from investing in cyberattack detection technology to 
investing in prevention technology, according to Check Point Software CEO and founder Gil Shwed.

Addressing the Cyber Week Tel Aviv University Conference on Wednesday, Shwed said that approximately 80% 
of current cybersecurity investments focus on detection, while just 20% on prevention. The ratio, he claimed, 
ought to be flipped.

“We need to be able to block the attack before it occurs, and that’s how we’ll reduce risk surface and block 
them,” said Shwed, who co-founded global cybersecurity leader Check Point in 1993 with Shlomo Kramer and 
Marius Nacht. “Companies should focus most energy on prevention and the rest of it on analyzing, processing 
and knowing what’s happening.”

Committing resources to prevention is critical, said Shwed, as damage caused by cyberattacks can be immediate. 

In 2018, Check Point blocked over 100 million unknown attacks, and its ThreatCloud Managed Security Service 
exceeded 86 billion compromise queries per day – compared with six billion daily searches on Google.

“If in the physical world we can collect intelligence, process it and run faster than the bad guys, in cyber space we 
have no time,” said Shwed, adding that “you can’t rely on human beings to be faster than the bots and machines. 
Because we are fighting machines, we need to have electronic warfare that will fight automatically and prevent 
damage before it happens.”

Emphasizing that companies need to urgently step up their capabilities to combat fifth-generation cyberattacks, 
potentially devastating large-scale and multi-vector assaults, Shwed highlighted the challenges faced by enterprises 
in trying to identify the right technologies offered by thousands of different vendors. Cloud infrastructure applications 
in particular, he added, are often the weakest link for companies.

“You can’t build a solution by looking at 3,000 vendors,” said Shwed, Israel’s eighth-richest person. “You need 
to build an architecture based on fewer specialized technologies, and consolidate and simplify. If you have a 
firewall, use the advanced capabilities. If you use an end-point system, do the same to protect against previous 
four generations and also fifth-generation threats.”

Highlighting potential dangers posed by cyber vulnerabilities, Check Point Research – the threat intelligence arm 
of Check Point Software – announced on Wednesday that along with Petah Tikva-based CyberInt, the company 
had identified a chain of vulnerabilities in the Origin gaming client developed by video game giant Electronic Arts 
(EA). If exploited, the vulnerabilities would have likely lead to player account takeover and identity theft.

Games developed by EA such as Fifa, The Sims, and Medal of Honor to name a few, leverage the Origin client 
gaming platform, which allows users to purchase and play EA’s games across PC and mobile.

Researches disclosed the vulnerabilities to EA, ensuring that an update be rolled out before threat actors exploited 
them. Vulnerabilities found in the platform did not require users to hand over login details, but instead took 
advantage of abandoned sub-domains and EA’s use of authentication tokens, in conjunction with the OAuth Single 
Sign-On (SSO) and TRUST mechanism built into the user login process.

“EA’s Origin platform is hugely popular, and if left unpatched, these flaws would have enabled hackers to hijack 
and exploit millions of users’ accounts,” said Oded Vanunu, head of products vulnerability research at Check Point. 
He added that “along with the vulnerabilities we recently found in the platforms used by Epic Games for Fortnite, 
this shows how susceptible online and cloud applications are to attacks and breaches. These platforms are being 
increasingly targeted by hackers because of huge amounts of sensitive customer data they hold.”
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SECRET TO ISRAELI CYBERSECURITY INNOVATION AT TAU’S CYBER WEEK
When responding to cyber attacks, humans also deal with difficulties identifying attacker 
sources.
BY DAVID DIMOLFETTA, REBECCA ARATEN

Hands are seen on a keyboard in front of a displayed cyber code in this 
picture illustration taken October 4, 2018. (photo credit: DADO RUVIC/
REUTERS)

Cyberattacks remain a serious threat despite a trend of growing awareness in the field, according to Esti Peshin, 
general manager of Israel Aerospace Industries Cyber Division.
“Cybercrime is growing,” she said on Wednesday at Tel Aviv University’s 9th annual Cyber Week, centered around 
industry experts’ understanding of innovating and adapting to security challenges. “Cyberattacks on critical 
infrastructures are growing.”
Peshin mentioned that cybercrime in recent years has taken many forms, including influences on human behavior.
“Cyber attackers are trying to cause us to do things that we initially did not intend to do,” she said in reference to 
disinformation campaigns.
When responding to cyberattacks, humans also deal with difficulties identifying attacker sources. Peshin said that 
without locating the attacker, there is no way to retaliate – and “if we cannot retaliate, there is no deterrence.”
Establishing cyber dominance is key, according to Peshin, who said that the current responses to attacks tend to 
mitigate damage rather than fully prevent it. In her view, securing the web means establishing “full authentication” 
for users so that people would not be able to falsify their identities online.

“The web is a very dangerous place,” she said. “Your children, your grandchildren are utilizing the web, and we 

know for a fact that there is anonymization going on – that there are bad guys that can hide themselves.”
Darren Shou, head of global research labs at Symantec, cited timing in human thinking versus computer thinking, 
where attack times are more fit for machines but not for humans.
“What about an attack that can take down shipping around the world in under seven minutes?” he asked the 
audience at a panel discussion titled “The Formula for Cyber Innovation,” moderated by Dr. Yaniv Harel of Tel Aviv 
University.
Shou said machine speed would continue to increase while humans would continue to operate on their respective 
scales.
Shou advocated for a cross-disciplinary approach to machine learning and artificial intelligence in the security 
domain, which would pull knowledge from a variety of fields in order to figure out how to incorporate it into society.
“Is it only going to be in technology?” he asked. “No. Is it going to have to involve sociology? Yes. Psychology, 
behavioral economists, graphic designers, even fields and disciplines that we’re not so familiar with or haven’t 
even invented yet.”
MATT SWANN, chief security architect for Microsoft’s OneDrive and SharePoint, emphasized human elements in 
security work spaces. “I want to hire humans who are creative, who are hungry, who will drive with that sense of 
accountability to win any engagement they find themselves in,” he said.
Swann said he equips his teams of employees with necessary skills by putting them through attack simulations. 
Using Microsoft’s One Hunt exercises, employees can gain familiarity with the tools that are needed to stop real-
life attacks.
Herel said that “thinking out of the box” is a necessary tool for innovation, and that it’s important for cyber 
strategists to think in this way.
“If you drive in Israel, you can get an idea of what is ‘out-of-the-box thinking’ in driving,” he said. “When the lane 
is stuck, let’s find the other one. When the door is closed, let’s come from the window.”
Herel also discussed collaboration as a tool Israeli companies can use to boost their innovation, particularly due 
to the proximity of many of the security companies’ offices.
“If you are familiar with the geography of Israel, it will not take you more than two hours to reach from one company 
to the other,” he said. “This is the potential for collaboration and for working together in this hub.”
Yoav Lebens, a business developer at application security company Checkmarx, was impressed with the vast 
international growth he’s seen in the digital security field.
“Something like this 20 years ago would have been niche,” he said, looking around the conference space. 
“Cybersecurity is now probably the biggest growing sector within hi-tech globally, and certainly Tel Aviv is 
emblematic of that.”
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US fintech firm Intuit to grow R&D presence in Israel
Financial software giant to set up a new campus in Petah Tikva with space for 500 staff; 
looking to acquire additional Israeli startups
By SHOSHANNA SOLOMON

Vijay Anand, senior vice president of Global Development Centers at Intuit 
Inc. speaking at Cyber Week, on June 25, 2019 (Intuit)

The US fintech firm Intuit Inc. is planning to almost triple its research and development team in Israel, Vijay Anand, 
the company’s senior vice president for global development centers, told The Times of Israel.

The firm has signed a lease to set up a new R&D campus in Petah Tikva that has the capacity to increase staff to 
500, up from its current employee count of 180.

“We leased a space (for) up to 500 today, but of course, the sky is the limit,” Anand said, speaking at the sidelines 
of a cybersecurity conference last month at Tel Aviv University.

Intuit provides financial management and compliance software and services for small businesses, consumers, 
self-employed and accounting professionals in the United States, Canada and elsewhere. The firm, founded in 
1983, went public 10 years later with a share sale on the Nasdaq and today employs 9,000 workers in 19 locations 
in nine countries.

The $69 billion company had revenue of $6 billion in 2018, and has seen its shares traded on the Nasdaq advance31% 
in the past 12 months, compared to a 9.32% return of the Nasdaq Composite Index. 

The company started its activities in Israel via the acquisition of two startups — Check, in 2014, a developer of an 
app that allows users to pay all their bills in one place, and in 2015 Porticor, a developer of data encryption and 
cloud management tools. Intuit’s work in Israel focuses on artificial intelligence, machine learning, data science 
and information security developments.

“These two acquisitions have been the foundation for our operations in Israel,” Anand said. But “I think we can 
do much bigger things in Israel…I think this can be a strategic pillar for us” because the firm is transitioning from 
being US-based to global.

To do that “we need the world’s best talent,” he said. “We need to go to the world’s biggest talent hotspots where 
the world’s best engineers, data scientists, product managers and designers live and figure out how to attract them.”

Israel, Anand said, is the firm’s second global development center after Bangalore, “and we want to grow this 
significantly.”

To grow, Intuit must be able to tap into a talented pool of workers, for which competition is steep. Israel faces 
an annual shortfall of 12,000 to 15,000 engineers a year, according to Start-Up Nation Central, which tracks the 
industry. And as more multinationals set up R&D centers in the so-called Startup Nation, the pinch grows.

A key to address this shortage, Anand said, is to work with the local ecosystem “to grow talent sources.”

“We work with universities,” he said, and the firm has also made it a priority to attract a diverse pool of people 
into its fold, especially reaching out to women.

In fact, Anand leads the Tech Women initiative at the firm globally.

“We have a similar talent situation in Bangalore,” he said. Women there find it very difficult to enter the tech 
workforce. So, Intuit set up a program in which girls from underprivileged backgrounds are matched in primary 
school with women sponsors, so they can have someone to cheer them on and to look up to as role models, he 
explained.

Diversity is important, he said, not only to grow the talent pool but to meet the demands and needs of a diverse 
customer base.

“We cannot actually deliver the best product experiences unless we actually have that diversity in our employee 
workforce,” he said.

Anand also believes Intuit will make additional acquisitions in Israel.

“I certainly hope so,” he said. “As a company, we made a bunch of big bets that are going to be the way we deliver 
great benefit for our customers. So, in all of those areas, technology, we know, is what is going to power all of that.”

“And so we’ll be looking at a broad range of areas, not just the areas we have today,” he continued. “We are 
constantly in touch with startups, and we are constantly interested in startups that have the same mission that 
we have: how to power prosperity, and bring unique technology that can make a difference.”
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MOSSAD CHIEF YOSSI COHEN: CYBER INTEL IS MAIN TOOL AGAINST 
TERRORISM
The comments from the head of the Mossad are unique in that he rarely addresses public 
events.
BY YONAH JEREMY BOB 

Cyberintelligence has become the main tool in the world of counter-terrorism, according to Mossad head Yossi 
Cohen, and that the direction of the Internet of Things, or IoT, was redesigning the threat constellation that Israel 
and the West face.

In a rare public appearance for the Mossad chief, Cohen told the Cyber Week Tel Aviv University Conference on 
Tuesday that as a result, society is becoming increasingly vulnerable and more exposed. This risk, he added, is 
becoming more substantial as the vulnerabilities are being discovered by malicious elements.

The Mossad has addressed the challenge by creating a unique venture capital company called Libertad to give 
seed money to new potential dot-coms focusing on solving specific spy-industry solutions.

Accordingly, Cohen – who received an award for achievement in cyber – said that greater cooperation between 
governments, companies and societies is needed.

Former US National Security Agency and Cyber Command chief Mike Rogers said earlier at the same conference 
that Iran’s and the United States’ cyberattacks on each other in the middle of the nuclear standoff show that 
hacking attacks between countries in conflict will be on the rise.

Following Iran shooting down a US drone at the end of last week, Rogers said, “We see cyber, which has been an 

ongoing part of daily competition between states, will be part of the conflict between nations. The US and Iran 
both viewed cyber as a potent response option that offered lower risk than a kinetic or military strike. So we will 
see more of this. It is less escalatory. It sends a message, but does not necessarily trigger a response from the 
other side.”

The former top US intelligence and cyber official pointed out “the targets they went after. The US used cyber to 
respond against military targets [of Iran]. Iran chooses the cyber-response option to go not only after US government 
entities, but also entities in the private sector. In the West, we have drawn a line between the government and 
commercial sectors. Another takeaway is that I am not sure every nation in the world recognizes those same 
lines,” he said.

Rogers appeared to suggest that though experts have worried cyber could be used as an Armageddon-style 
weapon to destroy whole economic and infrastructure sectors that it is currently being used conservatively, such 
as in the ongoing US-Iran nuclear standoff.

Asked by Team8 CEO and former Unit 8200 commander Nadav Zafrir about the public-private sector issue in 
coping with cyber threats, Rogers said that the West must increase its knowledge of its defense structure.

Governments and the private sector together, he said, must do a better job of understanding what “our connectivity 
and interconnectedness is... what our critical processes are... and who are your key targets. As capable as government 
is, it can’t do it by itself, so who are their key partners that can help?” 
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Mossad Chief Accepts Cyber Defender Award At Annual Cyber Week 
Confab
By Anjali Berdia and Francine Levy, NoCamels June 

Israel’s national intelligence agency, known as the Mossad, was awarded the Cyber Defender Award on Tuesday 
during the opening plenary of the 9th annual Cyber Week conference, hosted at Tel Aviv University. Mossad 
Director Yosef “Yossi” Cohen accepted the award on behalf of the spy organization with a discussion about the 
future of cybersecurity.  

“We are surrounded on all sides by the cyber world. As a result, we are beginning to be increasingly vulnerable and 
more exposed to targeted cyber attacks. The links between cyber and physical dimensions create vulnerabilities 
of an unprecedented scale. This risk is becoming more and more substantial as vulnerabilities are discovered by 
malicious entities. Therefore we need cooperation between governments and companies,” Cohen said.

Cyber intelligence has become the main tool in the world of counter-terrorism, he said

Cohen remarked that the Mossad responds to cybersecurity threats by cultivating cyber access, and developing 
and sustaining relationships with other countries. 

He concluded his acceptance speech by promoting Libertad, the venture capital arm of the Mossad. Libertad, 
launched in June 2017,  invests in cutting-edge Israeli technologies in a variety of fields including robotics, energy, 
encryption, web intelligence, personality profiling, and big data text analysis using machine learning. Cohen 
explained that Libertad is “a unique investment” and invited the audience to “all to be a part of it.” 

Cyber Week has been underway at Tel Aviv University since Sunday and is set to conclude on Thursday. The five-
day conference made up of 50 events with over 9,000 participants from 80 countries. Prime Minister Benjamin 
Netanyahu is scheduled to give his annual address on cybersecurity on Wednesday at the event.

Cohen has been in the Mossad since 1983, serving as deputy Mossad director and head of the Operations Directorate 
from 2011 to 2013. In January 2016, he began his term as the 12th Mossad director.

PM Netanyahu Meets with US Deputy Energy Secretary Danny 
Brouillette at Tel Aviv University Cyber Week

Prime Minister Benjamin Netanyahu, today (Wednesday, 26 June 2019), at Tel Aviv University Cyber Week, met with 
US Deputy Energy Secretary Danny Brouillette. Energy Minister Dr. Yuval Steinitz and National Security Adviser and 
National Security Council Chairman Meir Ben-Shabbat also attended the meeting. Among the issues discussed 
were the economic pressure on Iran and the strengthening of bilateral cooperation in cyber defense and energy 
infrastructures.

Yigal Unna, Director General of the Israel National Cyber Directorate, at Cyber Week: Iran is a main cyber threat 
in the Middle East

“Iran and its proxies continue to pose a main cyber threat in the Middle East,” said Yigal Unna, Director General of 
the Israel National Cyber Directorate, today at the Cyber Week conference held at the University of Tel Aviv. “Israel 
is prepared for cyber threats; we have the capability to respond forcefully to cyber-attackers, and not necessarily 
on the same vector as the attack.”

Unna presented data according to which the Iranians are among the five most active state actors in cyberspace. 
“The Iranians are and have been continuously active for a long period of time deploying broad attacks, including 
attacks to gather intelligence, attacks to cause shifts in mentality, as well as attacks intended to cause harm and 
destruction to systems. Iran is one of the only countries to execute destructive attacks, primarily against Gulf states.”

 

Some of the newest and most widespread trends in attack surfaces in the cyberworld today that Unna presented 
include an additional focus on attacks on the supply chain, targeted ransom attacks on large corporations, a 
substantial increase in revelations of vulnerabilities in various technological infrastructures, and a substantial 
decrease in the amount of time between the discovery of a vulnerability and its exploitation.

According to the data presented by Unna at the conference, being held this week under the direction of the Cyber 
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Directorate and the Blavatnik Center at Tel Aviv University, the Israeli cyber industry is on its way to breaking new 
records in raising capital this year. In the past half-year alone, 40 Israeli cyber firms raised a total of 850 million $, 
compared to 1.1 billion $ in the year 2018 (total). Likewise, in the past half-year Israeli cyber firms recorded seven 
exits totaling a sum of 1.5 billion dollars.

Furthermore, Unna presented at the conference for the first time the results of a new survey led by the National 
Cyber Directorate among companies in the private sector. According to the survey it appears that 68% of companies 
in the economy experienced at least one cyber attack or attempted cyber attack in the past year (of any kind) 
against their organizations. 63% of those who reported cyber incidents also noted that no damage was incurred 
as a result.

The survey also indicates that 84% of firms have a dedicated cyber-defense budget, and some 80% state that that 
the issue of cyber-defense rates highly on their order of priorities, particularly among companies in the fields 
of information and communications, as well as companies who operate internationally. Additionally, 75% of firms 
already have a cyber trustee. Likewise, some 60% of the organizations are accustomed to providing a cyber-defense 
update to their board of directors at least once a quarter.

The survey’s findings also indicate that the primary reason for investment in cyber is the high level of awareness 
among management of the issue. High management awareness of cyber issues was observed with relatively high 
prevalence among companies operating internationally.

300 companies answered the survey, forming a representative sample of the private sector in Israel and all 
companies from the various industries. The survey was performed by the MIS polling firm and commissioned by 
the National Cyber Directorate.

[17:54, 6/26/2019] Gpo What’s up group: Following is an excerpt from Prime Minister Benjamin Netanyahu’s remarks 
today (Wednesday, 26 June 2019), at Tel Aviv University Cyber Week:

“We’re encouraging international associations. Both government to government in cooperation on the questions 
of cybersecurity, a very complex issue. We have today cooperation first with our great and irreplaceable ally the 
United States of America. We cooperate in cybersecurity as never before and in many other fields of intelligence.

The way we protected against the hijacking of planes in the past was to put armed guards or have security forces 
ready to burst into hijacked planes. Later a whole industry that developed in Israel for mechanized locks on doors 
for pilots, separating the pilots and maintaining the security of the cockpit and so on. That’s one way to deal with 
hijacking. It was not ineffective. It was good. It was effective but it’s very expensive.

Here’s another way. That plane leaving from Sydney to Abu Dhabi was going to be exploded in midair. And we 
found out through our cyber activities we found out that ISIS was going to do this so we alerted Australian police 
and they stopped this before it happened. That’s a more effective way of doing this.

This particular incident leaked in the press so I can talk about it. If you multiply that 50 times, that will give you 
an idea of the contribution that Israel has made to prevent major terrorist operations, especially by ISIS in dozens 
of countries. And most of those cases were foiled because of our activities in cybersecurity.

This affects every country in the world. It affects every person in the world. It affects them not only in aviation 
and transportation, it affects them in everything. Israel has seized the opportunities and is meeting the dangers 
and we invite you to do the same with us in partnership.”

Attached photo credit: Haim Zach (GPO)

[19:55, 6/26/2019] Gpo What’s up group: PM Netanyahu Meets with Chilean President Sebastian Piñera

(Communicated by the Prime Minister’s Media Adviser)

Prime Minister Benjamin Netanyahu, this evening (Wednesday, 26 June 2019), at the Prime Minister’s Office in 
Jerusalem, met with Chilean President Sebastian Piñera.

Also attending the meeting were Transportation Minister Bezalel Smotrich, Deputy Health Minister Yaakov Litzman, 
Science Ministry Director General Ran Bar and additional senior officials. Attending for the Chilean side were 
Science, Technology, Knowledge and Innovation Minister Andres Couve, Foreign Ministry director general Patricio 
Torres and additional senior officials.

Prime Minister Netanyahu:

Israel and Chile have a lot in common. We share values of democracy and human rights. We share a belief in 
market economies and both of us have done a few things to promote these values in our respective countries. We 
believe in entrepreneurship. We believe in creativity. We have relatively small, not so small, but relatively small, 
very vibrant economies. It’s recognized by the countries in Latin America, Chile’s capacity in this regard just as 
the countries of the Middle East and the world recognize Israel’s capacities as an innovation nation.

We’re both relatively new members of the OECD. Our achievements have attracted much interest in foreign 
investments from all over the world. So we’ve achieved a lot separately but I believe that we can achieve a lot 
more together.

We just spent a few minutes now as we did in Brasilia, we discussed how we can increase the cooperation and 
exchanges between Chile and Israel, both on the governmental level and no less important on the company to 
company level, on the private sector level. When we last saw each other at the inauguration of President Bolsonaro 
in Brazil, we made a commitment to upgrade that cooperation and we are fulfilling that today.

We have already signed five agreements and we’re going to sign now another three with our respective ministers. 
This will push forward the capacities, the opportunities that we have to seize the opportunities and meet the 
challenges that we will do and we can do it better together.

I look forward to continuing this in our discussions with your delegation downstairs and then having you and your 
wife Cecilia at our residence today so that we can continue to forge new heights for our friendship.

Welcome, friend.”

Prime Minister Netanyahu and Chilean President Piñera attended the signing ceremony for various bilateral 
agreements:

1. An MOU on a scientific cooperation program between the Science Ministry and the Chilean National Authority 
for Scientific and Technological Research;

2. An aviation services agreement between the governments; and

3. A declaration of intent on health and medical cooperation between the two countries’ health ministries.



In cooperation with:

6968

Netanyahu Boasts of Israel's Cyber Intelligence
Kacy Zurkus News Writer

At Israel’s Cyber Week 2019 being held at Tel Aviv University, Prime Minister Netanyahu boasted that Israel learned 
of and was able to stop an attacker from hijacking a flight from Sydney to Abu Dhabi because of the country’s 
cyber-intelligence capabilities, according to today’s press release.

“We alerted the Australian police, and they were able to prevent it. If you multiply that times 50, that would give 
you an idea of the contribution that Israel has made in protecting against terrorist activities, and most of those 
contributions were made with cybersecurity,” Netanyahu reportedly said.

“Israel has invested more than any other country proportionally,” he continued. “We invest vast sums of money, 
probably #2 in the western world, in our military intelligence, which goes to the army, the Mossad, to the Shin Bet 
[Israel Security Agency] and to other arms as well. We have created an enormous investment in human capital, 
people, who can deal with the internet, can deal with the ramifications of this revolution, both as workers and as 
entrepreneurs.”

Recognizing the challenges that Israel had to overcome to become a competitor in industries that require large-
scale operations, Netanyahu spoke of the benefits of collaboration, adding, “We’re encouraging international 
associations. We have today unbelievable cooperation, first with our great and irreplaceable ally the USA, we’re 
collaborating on cybersecurity and on many other things.” 

Following Netanyahu, Yigal Unna, director general of the Israel National Cyber Directorate(INCD) took to the stage, 
stressing, "Iran and its proxies continue to pose a main cyber threat on the Middle East. Israel is prepared for 
cyber-threats and we have the capability to respond forcefully to cyber-attackers.”

Reporting on a survey conducted by INDC, in which more than 300 companies across Israel participated, Unna 
noted that 68% of companies reported that they had experienced at least one attempted or actual cyber-attack in 
the past year; however, in the majority (63%) of those incidents, the organizations said they incurred no damage. 

Unless we're careful, AI's strength could be its greatest weakness
OPINION by Major Gen. (Ret.) Prof. Isaac Ben-Israel
AI techniques travel, making everything vulnerable. False data inserted into systems will 
provide 'false' AI training. Activity of systems must be examined 'out-of-the-box', & ML used 
to identify activity matching malware.

Artificial intelligence (AI) is already being used in a wide variety of industries, from medicine to manufacturing. 
Success breeds success, and as AI proves its capabilities in the industries where it is already being used – the 
"natural" ones where a great deal of data is generated and machine learning would be expected – it will be adapted 
for use in many others as well.

For example, a group of university researchers is using big data and machine learning to develop a system that will 
track animal species in danger of extinction or major losses, alerting authorities of dangers that could jeopardise 
animal populations.

Society will come to depend on AI more and more, providing us with greater capabilities to develop solutions for 
a wide variety of problems that just a few years ago seemed insoluble. And we're just at the beginning of the AI 
revolution; the development of quantum computing, and other so-far undiscovered innovations in technology 
promise to enhance AI far beyond what we already have. The days of super-intelligent systems that anticipate and 
fulfill our every need may be closer than we think.

While that may be a boon for the many industries that will now be able to capitalise on a wealth of data to improve 
performance and results, it opens the door to a mass form of hacking that the world has never experienced. The 
manufacturing of shoes and the preservation of species, for example, have historically had little to do with each 
other, but if both are using machine learning to parse data and intelligent algorithms to predict patterns, they 
suddenly have a great deal in common.

One of the strengths of AI has been that the techniques "travel" easily between industries. But, if all these industries 
are basing themselves on AI for future growth, they now all become vulnerable to disruption if their algorithms are 
attacked. What could be our greatest strength and asset quickly turns into a major weakness and disadvantage.

Designers of future technologies in industries where machine learning and AI are being implemented – and that, as 
we've seen, could be potentially any industry – need to take this into account when deciding how AI will be used. 
We've seen that hackers have been able to standardise their attacks to compromise systems; malware, ransomware, 
and the like all work fine, regardless of whether the victim database or network is in a retail store, bank, university 
lab, driver's licence office, hotel, etc. With AI soon to be standard almost everywhere, cyber-security experts need 
to get on the ball and develop ways to protect the advanced analytics systems.
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One way of fighting back is to get educated on the techniques hackers use to compromise AI. One method involves 
hackers' inserting false data into a system, with the expectation that the false data will be observed and analysed 
by the AI system – thus compromising the results. A hacker might insert a slew of network connections to a port 
that is generally unused, and doesn't actually do anything, in order to train the AI system into believing that the 
connections are part of the routine running of the system.

Once they do that, hackers can use the connections as they wish, safe in the knowledge that they’ve been 
"approved" by the system. Apply that to any aspect of machine-learning – the amount of rubber that optimally 
should be in a shoe sole, how many milligrams of flour need to be in a manufactured cookie, the signals an ECU 
in a self-driving vehicle is supposed to get from the braking and steering system – and you have the makings of 
a massive security problem.

Hardening security could help prevent this. One method for doing that is to examine the activity of a system – 
manufacturing, vehicle, financial, etc - "out of the box," ie, when it is initially set up and before it goes online. The 
relationships, dependencies, and activities in this state are all "normal," and any change to them would be evaluated 
by a security system that vets every incoming connection, signal or command that generates data. If something 
that does not fit the expected pattern shows up, the data is put aside for further analysis or examination, thus 
preventing corruption of data – and preventing the corruption of the machine-learning system.

Another method of protecting machine-learning systems is to use – machine learning. Security systems that learn 
the activities of malware as they are taking place could upload the data and behaviour to a central server where 
other users of security applications could retrieve the data in order to protect their systems.

If activity patterns partially match malware profiles used by security applications – ie, if the activity patterns have 
half the attributes of known malware – the security application would flag the source of that activity as possible 
malware. The machine-learning based security application would evaluate the code of that possible malware and 
analyse it against other applications, connections, user accounts, etc - any place malware would attempt to attack.

If the security application determines that the program is attempting to do too many "questionable" things, it 
would label that application as malware, and upload its findings to a server that other users could refer to. Thus, 
the knowledge base of malware in the wild continues to expand, and more users are protected from attacks.

These are just a few examples of approaches that experts can take, but deal with threats to AI and machine 
learning we must. AI is coming at us faster than we realise, and it's going to be far more ubiquitous than it is now. 
In a sense, AI will be the go-to technology for practically any business or industry one can think of. The time to 
secure AI is now.

Contributed by Major Gen. (Ret.) Prof. Isaac Ben-Israel, director of the ICRC - Blavatnik Interdisciplinary Cyber 
Research Center and chairman of Cyber Week (Israel).

*Note: The views expressed in this blog are those of the author and do not necessarily reflect the views of SC 
Media UK or Haymarket Media.

Why Israel is spearheading a global cyber security campaign
BY: ENOCH DARFAH FRIMPONG

In the next 10 years, experts predict that the use of technology for various activities in the cyberspace in many 
countries around the globe is going to increase tremendously.

Examples such as the use of artificial intelligence (AI), blockchain (distributed database existing on multiple 
computers at the same time), cyberspace technology in aviation, financial technologies (Fintech), digital health 
care and smart cities where buildings and vehicles will run on technologies in the cyberspace are going to be 
the main thing.

For instance, an aeroplane could fly without a human pilot in the cockpit and vehicles could move without human 
drivers behind the wheel.

Cybercrime

These technologies are supposed to make life very comfortable for humans. However, it may be coming with 
sophisticated criminal activities which require concerted efforts at the national level to fight.

According to experts, 15 years ago, before the advent of social media such as Facebook, Twitter and WhatsApp, 
there were little problems with criminal activities in the cyberspace as communication in the cyberspace was 
mainly through emails.

But in the next 10 years, as new devices are going to enter the lives of people, the experts say they foresee criminal 
activities increasing through hackable devices, with smart people going to be behind it.

Ghana News Headlines

For latest news in Ghana, visit Graphic Online news headlines page Ghana news page

Currently, many people have been associating cybercrime with the leakage of credit card numbers, theft of 
passwords for access to e-mail and other frauds which are fairly easy to neutralise.

But in the future, criminals can also break into the network of railway lines, airports, refineries, media organisations, 
car manufacturing companies, power plants and many others and demand ransom or use it to influence campaigns 
or for destruction. In such cases, the damage could be devastating.

Modus operandi

Cybercriminals are said to be currently working closely together, constantly exchanging information about their 
potential victims, and if countries and their citizens were to survive, cybersecurity must be simply better than the 
criminals, and for that there ought to be a global exchange of information.

At last week's 2019 Cyber Week conference in Tel Aviv in Israel, which discussed cybersecurity issues, experts 
such as Mr Yigal Unna, the Director-General of the Israel National Cyber Directorate (INCD); Mr Mike Rogers, a 
former Director of the National Security Agency (NSA), a national-level intelligence agency of the United States 
Department of Defence, who was also a former Head of the US Cyber Command; and Mr Nadav Zafrir, also a 
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former Commander of Israel’s elite Intelligence Unit, 8200, said they foresee influence campaigns, spying, stealing, 
terrorism through hacking devices and demanding ransom going up in the next 10 years.

For instance, it was noted at the conference that the wave of recent crime perpetrated by smart people such as 
robbing banks in the cyberspace by hacking into automated teller machines (ATM), bank accounts and electronically 
transferring funds into dubious accounts was gradually increasing.

Major threats

Gone were the days when criminals stormed banks with guns and forced tellers and bank managers to open 
vaults and made away with their booty. They are said to be perpetrating such criminal activities in recent times 
in the cyberspace.

Mr Rogers, for instance, said during a panel discussion at the conference that “the threat is clearly going to get more 
complicated. The attack surface is growing. You look at the power of AI and machine learning and they’re going 
to offer great defensive capabilities but also offer attackers many more options. I find myself in the private sector 
now and one of my takeaways is – why aren’t we using more integrated solutions between the government and 
the private sector? ….Why don’t we learn from every instance in cybersecurity? We need a model in cybersecurity 
where the pain of one leads to the benefit of the many”.

Israel’s proposal

Israel, for example, is proposing cooperation at State levels in the exchange of information to combat cybercrime 
and not leave it to individual organisations or companies to handle things by themselves.

The Israeli Prime Minister, Mr Benjamin Netanyahu, in his presentation at the Cyber Week Conference, which is 
a large annual international cybersecurity event organised and hosted since 2010 at Tel Aviv University, stressed 
the need for all stakeholders to brainstorm and exchange knowledge on how to secure the cyberspace going 
into the future.

He said, "We’re encouraging international associations... We have today cooperation first with our great and 
irreplaceable ally, the United States of America (USA). We cooperate in cybersecurity as never before and in many 
other fields of intelligence.

Changes in strategy

Mr Netanyahu said the way countries protected against the hijacking of planes in the past was to put armed 
guards or have security forces ready to burst into hijacked planes.

“Later, a whole industry developed in Israel for mechanised locks on doors for pilots, separating the pilots and 
maintaining the security of the cockpit and so on. That's one way to deal with hijacking. It was not ineffective. It 
was good. It was effective but it's very expensive,” he said.

In addition, he said a plane leaving from Sydney to Abu Dhabi was going to be exploded in mid-air by ISIS but 
Israel, through its cyber activities, alerted Australian police and they stopped it.

“This particular incident leaked in the press so I can talk about it. If you multiply that 50 times, that will give you 
an idea of the contribution that Israel has made to prevent major terrorist operations, especially by ISIS in dozens 
of countries. And most of those cases were foiled because of our activities in cybersecurity,” he said.

He maintained that that affected every country and person in the world not only in aviation and transportation 

but everything.

“Israel has seized the opportunities and is meeting the dangers and we invite you to do the same with us in 
partnership," he added.

Fighting cybercrime in Israel

The Israeli Cybersecurity Board has launched the "Cyber Net" platform, which helps Israeli companies fight 
cybercrime.

It has also set up the emergency hotline 119, which is meant for the public to report cybercrimes for prompt 
assistance at the State level, something that is the first of its kind globally.

When people in Israel think they may be dealing with computer security threats or intrusions, they can just dial 119.

It has also set up the Israel National Cyber Directorate (INCD), responsible for all aspects of cyber defence in the 
civilian sphere, from formulating policy and building technological power to operational defence in cyberspace. 
The INCD also provides incident handling services and guidance for all civilian entities, as well as all critical 
infrastructure in the Israeli economy, and works towards increasing the resilience of the civilian cyberspace.
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JOE LIEBERMAN: TRUMP MUST STRIKE IRAN TARGETS THAT ARE VISIBLE 
AND PUBLIC
Lieberman said that “in war” as sad as that may be, “unfortunately people are killed, that’s 
just the way of the world.”

Joe Lieberman. (photo credit: MARC ISRAEL SELLEM/THE JERUSALEM POST)

Former democratic US senator Joe Lieberman criticized US President Donald Trump's pulling out of the Iran strike 
last Friday, in an interview he gave Army Radio on the sidelines of Israel Cyber Week Monday.  
Lieberman said he was “troubled” by Trump’s decision to back down from the military strike against Iran, after the 
operation was already in motion on Friday and that he hoped that Trump will “resume to be what he was, strong 
on Iran.”
He further expressed his conviction that  the US must “strike targets that are visible and public” and not restrain 
itself to cyber attacks against the Islamic Republic.  
Lieberman defended the social media habits of Trump, who is famous for tweeting his views even when they are 
not conventional, and said that Trump “does more than just tweeting” when it comes to Iran. 
He didn't  agree with Trump's reasoning for his last-minute decision to  halt the strike, namely the risk of killing 
up to 150 people, as he was informed by his advisors shortly before the strike. Trump voiced on Friday that, in his 
view, it isn't proportional to risk killing people on the ground in response to an unmanned drone being shot down. 
Lieberman said that “in war” as sad as that may be, “unfortunately people are killed, that’s just the way of the world.” 
Lieberman is in Israel to take part in the Tel Aviv University Cyber Week which opened on Sunday and will take 
place until Friday. 

U.S. MUST BE ON ALERT FOR IRAN CYBERATTACKS, SAYS TOP CYBER 
OFFICIAL
Top cyber official discusses cyber wars escalation with ‘Post’
BY YONAH JEREMY BOB

Christopher Krebs. (photo credit: CHEN GALILI)

Iran’s aggressive cyber operations multiplied in recent weeks and then again this past week, the US Department 
of Homeland Security’s Cybersecurity and Infrastructure Security Agency (CISA) director Christopher Krebs told 
The Jerusalem Post on Wednesday.

While Krebs leaves questions to the Pentagon about how successful the US or Iranian cyberattacks were against 
one another in the unusually public recent cyberwarfare exchange (and the Pentagon is not commenting), he 
made it clear that the Islamic republic had escalated twice compared to its normal activity.

He said “The roll of my agency is to help the private sector enable risk management efforts.”

To accomplish that goal and encourage “threat information sharing with the private sector,” he noted his agency’s 
unusual public statement this past weekend warning of Tehran’s increased cyber operations.

Next, he said that there is “enough information from the private sector, plus geopolitical tensions are rising. There 
has been shipping interference and the shooting down of the drone. We need to make sure that the private sector 
understands the escalating risk.”

He said the message needed to get through not only to CISOs, but also to more general security officials, executive 
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boards and the American people more broadly.

Krebs spoke to the Post on the sidelines of Tel Aviv University’s Cyber Week conference.

Krebs has been quoted as saying that all Americans are now potential cyber targets of Iran in one form or another.

These attacks are particularly vicious because they are sometimes not mere attacks to deface websites or collect 
information, but also sometimes to completely wipe out a target’s hard drive.

This means that it is crucial to “increase resilience among the American people, to draw attention to the techniques 
used by Iran,” he said.

To avoid “spear phishing,” targeted personalized emails designed to get people to give away their personal 
information, he said to “be on the lookout for anything that is a bit off – language, spelling, like the use of British-
style spelling. Scrutinize what comes in and use multifactor authentication.”

Not all multifactor authentication is equal though, and while Krebs is not advertising particular brands, he did say 
positive things about azure, Google and hardkey authentication.

Moving on to the question of how ready the US is to combat Russian attempts to hack future US elections like it 
did in 2016, he said that the US had improved a lot, but was in a race without end (paraphrasing an official from 
Vermont).

Asked if smaller US states with fewer resources and weaker tech-knowhow could help to fend off Russia’s powerful 
hacking apparatus, he said, “We work with those states and counties to provide as much information as possible 
about the threat.”

He added that a “number of partnerships and governance mechanisms” are being used to increase small states’ 
“resources and tools, which they do not have yet… We need to help them get to a place of auditability,” so that 
these authorities can better understand and plug their holes.

Krebs noted that his agency is pushing as much as possible to get to paper-based systems without as much 
electronic (read: hackable) involvement and that US President Donald Trump has been supportive of the paper 
ballot push.

The US cyber official cited Trump’s support for paper ballots and his affirmation that Russia tried to hack the 2016 
election when asked about differences between the president and his intelligence and cyber staff over the nature 
of Moscow’s intervention.

He stayed away from any of the allegations in the media that Trump’s denial of Russia’s attempt to help him in 
2016 have sometimes interfered with an otherwise generally resilient US cyber apparatus.

KREBS COMPLIMENTED the US Congress for working hand-in-hand with his office to up the government’s 
cyberdefense game.

One major goal of the US cyber official has been to align with US policy in the trade war with China and to minimize 
perceived US vulnerabilities to Chinese technology and parts both in the short-term and long-term.

Acknowledging that in some areas, Chinese parts were deeply embedded in US infrastructure and could not be 
replaced for years, he said that this project would be ongoing.

Pressed that Israel does not view China as a threat the way the US does and that Jerusalem continues to elevate 
its economic and technological exchanges with Beijing, Krebs said Israel “should be careful how close you bring 
them in.”

While there is some debate in Israel about whether to grant China the highly sensitive job of managing its Haifa 
port, generally Israeli cyber and intelligence professionals are far more positive about China and less threatened 
by its technology than their US counterparts.

Despite his reservations, Krebs also did say he believed there would same day be a trade deal and resolution 
between the US and China.

Regarding US-Israel cyber cooperation, he said that “Israel’s National Cyber Directorate [INCD] is one of our strongest 
partners. We work very close with [INCD chief] Yigal Unna and his team…in a number of areas, including aviation, 
cyber security, infrastructure cyber security and information sharing.”

He said he had brought a large team with him to Israel, had made sure to attend the Cyber Week conference at 
TAU two years in a row and that the US-Israel relationship was expressed as a “top priority” through personnel 
exchanges in both directions.
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EX-NSA CHIEF: IRAN-U.S. CYBER WARS MEANS HACKING ATTACKS TO 
INCREASE
“We see cyber, which has been an ongoing part of daily competition between states, will be 
part of the conflict between nations.”
BY YONAH JEREMY BOB 

Iran and the US cyber attacks on each other in the midst of the nuclear standoff show that hacking attacks 
between countries in conflict will be on the rise, former US National Security Agency and Cyber Command chief 
Mike Rogers said Tuesday.

Speaking from the Cyber Week conference at Tel Aviv University, Rogers said that following Iran shooting down a 
US drone at the end of last week, “We see cyber, which has been an ongoing part of daily competition between 
states, will be part of the conflict between nations.”

“The US and Iran both viewed cyber as a potent response option that offered lower risk than a kinetic or military 
strike. So we will see more of this. It is less escalatory. It sends a message, but does not necessarily trigger a 
response from the other side,” said the former top US intelligence and cyber official.

Continuing, he said, “Look at the targets they went after – the US used cyber to respond against military targets 
[of Iran]. Iran chooses the cyber response option to go not only after US government entities, but also entities in 
the private sector.”

“In the West, we have drawn a line between the government and commercial sectors. Another takeaway is that I 
am not sure every nation in the world recognizes those same lines,” he said.

Rogers appeared to suggest that though experts have worried cyber could be used as a an Armageddon-style 
weapon to destroy whole economic and infrastructure sectors, that it is currently being used conservatively, such 
as in the ongoing US-Iran nuclear standoff.  

US, Iran tensions show cyberattacks becoming part of warfare — ex-
NSA chief
Speaking at Tel Aviv conference, Mike Rogers says unlike the US, Iran does not limit itself to 
public sector targets; Mossad head warns connected world makes us more vulnerable
By SHOSHANNA SOLOMON

Rogers, right, a former director of the NSA and a former head of the US Cyber 
Command, speaks at Cyber Week conference in Tel Aviv, with Nadav Zafrir, 
CEO of, Team8 and former commander of IDF's elite 8200 tech unit, June 25, 
2019 (Shoshanna Solomon/Times of Israel)

The recent tensions between the US and Iran and its spillover into mutual cyberattacks point to such warfare 
becoming an expected part of hostilities, Mike Rogers, a former director of the US National Security Agency and 
a former head of the US Cyber Command, said Tuesday at a conference in Tel Aviv.

“We see that cyber, which has been an ongoing part of daily competition between states, will be part of the conflict 
between nations,” Rogers said at the Cyber Week conference at Tel Aviv University.

An Iranian minister said Monday that the US was unsuccessful in its cyberattacks against Iran after Tehran downed 
an American surveillance drone late last week.

On Sunday the New York Times reported US military and intelligence officials were drafting plans for additional 
cyberattacks against Iranian targets.

Current and former officials told the Times the White House was drafting a wide range of covert operations that 
include disabling Iranian boats used to conduct shipping attacks in and around the Strait of Hormuz, as well as 
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unspecified efforts to stoke unrest inside the Islamic Republic. The White House may also be exploring ways 
weaken Iranian proxy groups in the region, the officials said.

Tensions between Washington and Tehran have flared since Iran on Thursday shot down the US drone. Iran said 
the drone violated its airspace — a claim the US denies — near the strategic Strait of Hormuz.

In response to the drone’s destruction, the US was ready to carry out a military strike against Iran but US President 
Donald Trump said he called it off at the last minute after being told some 150 people could die.

After the drone’s downing, Trump secretly authorized US Cyber Command to carry out a retaliatory cyberattack 
on Iran, The Washington Post reported Saturday.

The attack crippled computers used to control rocket and missile launches, according to the Post, which cited 
people familiar with the matter.

Tehran is believed to have stepped up its own cyber capabilities in the face of US efforts to isolate the regime.

Cyberattacks seen as less risky than active warfare

At the conference in Tel Aviv, Rogers, who emphasized he no longer worked for the government and all of his 
comments were based on what he had learned via the media, said that in the recent US-Iran tensions, both 
nations were using cyberattacks “as a potential response option that offers lower risk” than active warfare or a 
military strike.

“That suggests to me that we are going to see more of this,” he said, because a cyberattack has the potential to 
send a message without provoking more violence. “It is not likely to trigger an escalatory response from the other 
side,” he said.

A third insight that can be gleaned from the recent US-Iran events is that both nations and companies could 
face the threat of cyberattacks.

“In the West we have always drawn this line between what is government and what is commercial,” but Iran has 
not been respecting this distinction, which presents “another interesting challenge” for cybersecurity firms along 
with potential targets, he said.

Rogers added that cyberattacks are growing globally both in complexity and scale. Technologies such as AI and 
machine learning are a double-edged sword, offering “great defensive capabilities” but at the same time serving 
as a handy tool for malicious players. The huge amount of data available today and the convergence of networks 
makes it harder for both humans and machines to identify all kinds of threats. So, he said, the key is to prioritize 
the most critical data and processes to be protected, and identify the best possible partners to work with.

The way forward, he said, is to use “more integrated solutions.”

“Doing more of the same and expecting a different response is just not going to work,” he said. “I don’t understand 
why we are not using more integrated solutions between the government and the private sector,” which should 
be working together to learn from each other’s experiences.

Unlike the aviation industry, for example, where every incident is analyzed and widely reported, he said, “in 
cybersecurity we don’t learn from every incident. We need a new model, where the pain of one benefits many. 

But today, the pain of one is constantly repeated over and over again. ”

Becoming more ‘vulnerable’

At the conference, Yossi Cohen, the head of the Mossad spy agency, said that “cyber-collection” — or gleaning 
information from the cyber-sphere —  has become “one of the main tools used by intelligence organizations in 
the war against terror,” and makes it possible for agencies like the Mossad to provide significant warnings to avert 
immediate threats to lives.

A world in which everything is becoming more and more connected is “redesigning the threat of the nation,” he 
said. “We are surrounded on all sides by the cyber threat and as a result we are becoming increasingly vulnerable 
and more exposed to attacks.”

The intersection of the cyber sphere with the physical world “creates vulnerabilities of an unprecedented scale” 
that are being discovered by malicious players.

To avert this threat, he said, cooperation is needed between governments and companies and societies.

The Mossad was presented by the organizers of Cyber Week with an Award for Achievement in Cyber.

The intelligence agency has set up a technology innovation fund, Libertad, that seeks to invest in technologies 
in a wide variety of fields, including AI, machine learning, natural language processing and remote personality 
analysis, to tap into cutting edge developments.

Modeling cybersecurity like human immune system

Michal Braverman-Blumenstyk, chief technology officer, Cloud & AI Security, at Microsoft, said in her talk that a key 
challenge ahead for cybersecurity firms is to find a balance between security and devices’ usability and privacy, 
and to ensure that security does not become too costly.

By making objects and devices too secure, she said, you may make them unusable. The same goes for privacy: 
sometimes more security comes at the cost of privacy. Regarding costs, she said, because not everything can be 
secured, only the “prime jewels” should be identified and secured. 

“We should model our security system like our immune system,” she said. The human immune system is transparent 
and non-intrusive. “It doesn’t bother you,” she said; nor should cybersecurity systems.

The immune system also has a high detection rate — it identifies infections and averts them in a timely manner, 
and also has very few false positives — meaning it knows when to send in the the heavy artillery.

“That is the way we should build security systems,” she said.

Cyber Week is a conference attended by some 8,000 people from 80 nations and hosts experts from around the 
world in the field of cybersecurity and intelligence.

The conference is hosted by the Blavatnik Interdisciplinary Cyber Research Center (ICRC), Yuval Ne’eman Workshop 
for Science, Technology and Security, Tel Aviv University, the Ministry of Foreign Affairs, and the National Cyber 
Directorate at the Prime Minister’s Office.
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'Iran is the main threat to cybersecurity in the Middle East'
Most Israeli companies are aware of cyber threats, have not suffered damage from attacks.

Israel National Cyber Directorate (INCD) Director-General Yigal Unna spoke on Wednesday at Tel Aviv University's 
Cyber Week.
"Iran and its emissaries continue to be the main cyber threat to the Middle East," Unna said. "Israel is prepared 
for cyber threats. We have the ability to respond with strength against the attacks, not necessarily in the same 
medium they attacked.
Showing proof that the Iranians were among the politically active players in cyberspace, Unna proved that Iran 
works constantly and consistently to attack a range of targets for the purpose of gathering intelligence, changing 
mindset, and harming or destroying systems Iran is also one of the only countries which launches attacks of 
destruction, especially against the Gulf States, he said.
Among the newer and more common trends are: additional focus on attacking the supply chain, ransom attacks 
on large companies, significant increases in revealing weaknesses and various technological infrastructures, and 
significant reduction in the time between the revelation of these weaknesses and their exploitation.
At the conference, which is being held thanks to Tel Aviv University and the Blavatnik Center, Unna presented 
the results of a new INCD survey of companies in the private sector. According to the survey, 68% of companies 
have experienced at least one cyber attack or attempted cyber attack on their organization. Sixty-three percent 
of those reporting cyber events said the events did not cause damage.
The survey also showed that 84% of companies have a budget for cybersecurity, and 80% say cybersecurity is a 
high priority for them. This is especially true among information and communications companies and companies 
with international activity. In addition 75% of companies have a cybersecurity expert, and 60% of organizations 
update their directorate on cybersecurity at least once each quarter.
The main reason for investment in cyber is the management's awareness of the issue. This awareness was more 
prevalent among organizations with international activities.
A total of 300 companies participated in the survey, which was conducted by MIS for the INCD. These companies, 
all from the private sector, are representative of the various fields of business.

“We need to up our game”—DHS cybersecurity director on Iran and 
ransomware
Talking with Ars, Christopher Krebs shares the to-do list: Iran, ransomware—and elections.
SEAN GALLAGHER 

Christopher Krebs, director of the Department of Homeland Security's 
Cybersecurity and Infrastructure Security Agency, at a recent Senate hearing. 
Krebs issued a warning earlier this week on a surge in Iranian state-sponsored 
"malicious cyber activity."

Last weekend, Cybersecurity and Infrastructure Security Agency Director Christopher Krebs issued a statement 
warning about elevated malicious Internet activity from state-sponsored actors in Iran. The notice corresponded 
to new warnings from private security research firms, including Recorded Future, of a surge in preparatory activity 
over the past three months by APT33, a threat group connected to the Iranian government and Iranian Revolutionary 
Guard Corps (IRGC, Iran's military).

In an interview with Ars, Krebs explained that the reason for the warning went beyond that "regional activity"—
attacks on Saudi Arabian companies and other organizations in the Persian Gulf and South Asia.

"Over the course of the last couple of weeks, and in particular last week I'd say, [the activity] became specifically 
directed," he said. A "sense of the community"—reports from US intelligence and other agencies, as well as private 
sector cybersecurity vendors—showed a significant leap in spear-phishing attacks connected to infrastructure 
associated with APT33 against targets in the US over the past week, Krebs said. "So you combine that increase in 
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activity with a historic intentionality and demonstrated ability, after previous destructive campaigns, and it was 
time to make a statement and say, 'Hey look, everybody, this is heating up. And politically it is also heating up... 
We need to step up our game.'"

Watching out for phishes

CISA is a very new agency within DHS created last year by Congress and charged with taking on domestic 
cybersecurity and critical infrastructure security activities. Formed out of the Department of Homeland Security's 
National Protection and Programs Directorate and the US Computer Emergency Readiness Team, CISA has a wide 
mandate that includes efforts to coordinate protection of the security of US election systems and to help federal, 
state, and local agencies better secure themselves against other information security and infrastructure risks.

But CISA's role is, outside of the federal government, largely advisory. The agency has cybersecurity advisors 
who work with major industry groups associated with critical infrastructure, of which election infrastructure is 
just a small part. As Krebs put it, the agency (including its US CERT component) is an "integrator" of information 
from multiple sources, including the Office of the Director of National Intelligence and the components of the 
intelligence community and private information security partners.

While Krebs' statement warned of wiper attacks, he noted, "We haven't seen any malicious payloads yet, but my 
primary concern was that this is more than just an uptick—this is a dramatic increase in activity." Previous spikes 
in activity have been associated with attacks, Krebs continued, "whether you're talking about data deletion attacks, 
wiper attacks, or classic ransomware. And there has also been a pretty dramatic increase in ransomware activity 
in the US—now, I'm not attributing that to Iran, but the bigger trend I think, and this is kind of my sense of the 
community, is that ransomware attacks are on the rise."

Both the Iranian malicious activities and ransomware attacks are largely dependent on exploiting the same sorts 
of security issues. Both rely largely on the same tactics: malicious attachments, stolen credentials, or brute-force 
credential attacks to gain a foothold on targeted networks, usually using readily available malware as a foothold 
to use those credentials to then move across a network.

When asked if the recent ransomware attacks on cities across the US (including three recent attacks in Florida 
with dramatically larger ransom demands) were indicative of a new, more targeted set of campaigns against US 
local governments, Krebs said that the attacks were likely not targeted—at least not initially.

"I still think these [ransomware campaigns] are fairly expansive efforts, where [the attackers] are initially scanning, 
looking for certain vulnerabilities, and when they find one that's when they start to target," he said. "Again, I'm not 
sure we have the information right now saying they were specifically targeted. There was probably a down-select 
on the bigger target that they had pulled a little extra on it based on what they found in initial scanning. But I 
think you're right in that we're seeing a change in the M.O.—they're going for the higher payout."

Those bigger payouts are in turn helping ransomware operators to further develop their capabilities, Krebs explained. 
"That money is going back into the business model to increase the sophistication and the capabilities—these 
guys aren't just saying, 'Boom, I'm done,' and moving the arrow. These guys are investing in themselves; they're 
building their capabilities. They're highly sophisticated operations with things customer service. It's really, truly 
turning into a line of business."

We're going to need a bigger boat

That surging threat is, in many ways, just as big a threat as a state actor—if not larger—as more state and local 
agencies are affected. "That's where I think we've got a lot to do—work in the federal government, to state, local 
governments, and work in Congress," Krebs said. "What are we going to do here to make it harder for the bad 
guys to be successful? How are we going to shore up these systems, and do it in a way that is reasonable to the 
people that actually own the network to do it with their own resources with help from the federal government? 
So, we are engaging at the state and local level with governments."

In 2018, that engagement took the form of a ransomware awareness campaign, which Krebs said CISA was 
"reinvigorating over the summer." So far, there has been increased buy-in from state and local leaders—Mayor 
Muriel Bowser of Washington, DC, was with Krebs in Israel this week for the CyberWeek conference at Tel Aviv 
University, for instance.

But there are limits to what CISA can do—limits driven largely by manpower. "I need to be able to push more 
a dedicated focus of resources, and that starts with people," Krebs said. "It starts with [cybersecurity] advisors 
reaching out to state and local governments. What I would like to see is one of my cyber security advisors [CSAs] 
in every state capital, someone who maintains a direct relationship with state governments but also works with 
jurisdictions, whether that's city or county. Now we've got only about two dozen [CSAs], but they have to focus 
on private sector, not just state and local government."

The recent ransomware explosion is just the latest reason that additional manpower is needed around CISA. With 
2020 around the corner, election security is another. "These coordinators, these state-focused coordinators, would 
work with election jurisdictions, too," Krebs said. "The demand is just off the charts for our help right now. We're 
not talking about getting in there and developing networks for them, we're talking about just basic awareness 
and helping them develop their strategies and roadmaps for investments."

Currently, doing that will require action from Congress—and so far, that has been a non-starter. Earlier this week, 
Republicans in the Senate blocked action on a bill intended to boost the investment in election infrastructure 
security.

Still, Krebs said, he and his agency will continue to advocate for that kind of an investment more broadly for state 
and local information security. "If Congress wants to down the road decide to have a stronger security grant 
program for state and local governments and help them build their investment justifications and figure out where 
to put that money, that's how I see our engagement playing out over the next couple years," Krebs said.
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Netanyahu: Israel Foiled Islamic State Plot to Blow Up Plane
By Dov Benovadia

Islamic State terrorists planned to blow up an airplane in mid-air– but the plot was foiled by Israeli cyberexperts, 
Prime Minister Binyamin Netanyahu said at a cybersecurity conference at Tel Aviv University Wednesday. Israel, 
he said, was at the forefront of providing support to governments around the world in cyber-security issues. “This 
is a very complicated issue,” Netanyahu said, referring to the difficulty in preventing cyberattacks.

Netanyahu spoke before thousands of cybersecurity experts, corporate and government officials, defense experts 
and others who gathered in Tel Aviv for an annual conference on cybersecurity. Among those attending and 
speaking at the event were Washington DC Mayor Muriel E. Bowser, Christopher C. Krebs, Director, Cybersecurity 
and Infrastructure Security Agency (CISA) of the Department of Homeland Security (DHS), former U.S. Senator Joe 
Lieberman, US Federal Trade Commissioner Rohit Chopra, Shinichi Urakawa of Sompo Japan Nipponkoa Insurance, 
and many others.

The plot to blow up a plane was one of dozens of Islamic State-sponsored terror attempts, Netanyahu said. The 
flight in question was one between Sydney and Abu-Dhabi, and Israel used intelligence from close examination of 
online communications and activities to discover and thwart the plot. And there were many similar incidents, he 
said. Although he could not share details, Netanyahu said that there were as many as “fifty times more incidents” 
that Israel has foiled. The Sydney flight incident was reported in the media, Netanyahu said, which was why he 
was mentioning it.

Israel is working with governments all over the world on this, Netanyahu said. “We’re encouraging international 
associations, and we have today unbelievable cooperation first with our great and irreplaceable ally – the U.S., 
we’re collaborating on cybersecurity and on many other things.”

Israel is considered one of the biggest producers of cybersecurity products and services in the world; some 
10% of the world market for those products and services is provided by Israeli companies, government statistics 
show. Much of that cybersecurity work is being done in the Be’er Sheva area. “We’re creating in the Negev 
this cybersecurity complex,” Netanyahu said. “There’s a cyber park, and the University right across the tracks 
connected to Tel Aviv. What you see is military, academic, and business institutions aligned very closely to enable 
this fermentation to take place.”
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Tailing hackers, with Israel’s help: Meet the FBI’s man in Tel Aviv
Terrorism, hacking, ransomware, Dark Web drugs are among the challenges faced by 
cybersecurity attaché Raysyn Roach-Vaden, new to the US embassy; ‘It’s been a very busy 
month’
By SHOSHANNA SOLOMON

 Raysyn Roach-Vaden. assistant legal attache for cybersecurity at the 
FBI in Tel Aviv, working within the US Embassy, at Cyber Week, June 
2019 (David Azagury/U.S. Embassy Jerusalem)

Raysyn Roach-Vaden is a Federal Bureau of Investigation agent recently posted to Israel.

He works within the US embassy as the FBI assistant legal attaché for cybersecurity, collaborating with local police, 
security and government agencies to share vital information about cyber threats to public or private entities.

Collaboration among governments, agencies and private companies globally are crucial to keep hackers at bay, 
he said. In an ideal world, to counter the growing cybersecurity threat, some kind of a cyber-UN would be set up, 
in which all relevant information is shared in real time among trusted partners. He has been at his post in Israel 
only since May, and in that “very busy” short time he has already worked on cases involving national security 
threats, ransomware, hackers and online fraud.

As with any investigator, he says, his days don’t follow a pattern. The one good thing about working for the FBI is 
that he’s “never had a normal day,” 

Roach-Vaden has been with the FBI since 2010, starting off as cybersecurity investigator and special agent on 
a variety of investigations, and supervising the management of complex cases relating to the Dark Web and 
ransomware. Then he was posted to Israel.

Roach-Vaden spoke to The Times of Israel last month, on the sidelines of the Cyber Week cybersecurity conference 
at Tel Aviv University. Excerpts of his quotes have been edited for brevity and clarity.

What do you do in your role?

I am the FBI cyber assistant legal attaché. The FBI has a presence in almost every embassy as a legal attaché. I 
concentrate on building relationships in the cyber space with cyber investigators in multiple agencies, including 
the security agencies, the Israel Police, and I am now building relationships with the National Cyber Directorate.

I arrived in May, and as soon as I arrived, there have been a lot of opportunities to work side by side with the 
Israel Police and agencies to investigate and combat the cyber threat. In general, I’ve been able to coordinate on 
national security threats, ransomware, I’ve been able to work on hackers, online fraud. Those are the types of cyber 
investigations that we’ve been working very closely with, but we are prepared to work even closer, as needed.

Do your investigations mainly affect the US?

We normally concentrate on anything that affects the United States, either victims, subjects, or someone using 
something in the US infrastructure. There has to be some US nexus or the FBI cannot be involved. But we do work 
closely with sharing information on threats that we see. We share information, as we see it, because we realize 
that everyone is a victim here. We work with the Israel Police, when we see a cyber threat, maybe it hasn’t reached 
Israel yet, but we want to provide the information when we can.

Are you the first FBI cyber assistant legal attaché?

I’m not the first. For about two to three years there has been someone slowly building the relationships. I have to 
admit that my predecessors have done a really good job. I feel very lucky that I can now pick up the phone and 
make a phone call to the Israel Police or the other agencies and know that there is someone that’s already worked 
with the FBI, that relationship has been fostered. And my role here is to continue to build those relationships.

What is needed for this relationship to work?

It has to be a partnership, not just with the police and the government. It also has to be with the private industries. 
I, as the FBI, still need to work with the Israel Police or INCD. But through them, I would want to work with the 
tech companies here. So that they and we understand the threats that they are seeing, and how we can interact. 
This is something that I am taking from my headquarters as a mandate.

We have a program called Infra Guard that we developed in the United States, which is basically a private-public 
partnership, and that is a model that I’m using to help build relationships here.

I would want to know the CISO (Chief Information Security Officer) at companies, I would want to know the CEO, 
I would want to know their chief technician, before they have a problem.

And it pays dividends. If there’s a threat, I know I can call them and start working it because it’s easier than just 
calling them off the street.
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We are lucky that our brand, the FBI, is well known. So, when we knock on someone’s door, they know we are we 
are coming to help. For some people, when we knock on their door, there is a certain knock that we do, and they 
know they’re in trouble.

But we also knock to say hey, there’s a threat. We’ve seen a cyber threat against your company. We’re here to help. 
And we need to promote that not just in the US, but we also want to share that with our partners here in Israel.

There have also been cases where our foreign partners call us and say “Hey, we see a threat, and it may be affecting 
your companies.” That has happened. I’m not allowed to give specifics. They let us know when something is wrong.

How can we fight the cybersecurity threat?

It has to be a joint effort, there has to be the trust, to be able to share information. There has to be that understanding, 
or relationship, with not just the public, but the private sector in order to combat the future cyber threat, because 
we don’t know how it’s going to change.

Why would people not want to collaborate?

It is just the complexity of it. Not too many people in policy understand cyber. They didn’t come from this world. 
And it’s becoming more and more complex. There are so many layers now. We are trying to work on those layers, 
but we need to work on it collaboratively. It’s getting better. Even in the FBI, when I first came in, we did not share 
as much. It was like ‘Oh, thank you.’ We took information. Now, I can tell you emphatically, when we have a threat 
and we have an investigation, if we can share that information so we can help other people, we do. That’s what 
we need to do, moving forward to be a success.

We may not be ahead of the hackers, but we can try to stay as close as possible, because soon as they attack one 
company, that company shares the information. So, I can share it with another company. Maybe they won’t talk, 
because they are competitors, but they will talk to us.

And that’s the thing we bring. We bring like a sort of a cyber-Switzerland, where you can share, a place where 
everyone can come together. We are neutral. We don’t do this for profit. We do it to catch the bad guys.

What kind of cyber-partnership network do you have?

The US is slowly building a network of partners of law enforcement agencies across the globe. Because basically, 
this is no longer just a US threat. There are actors in other countries, there are actors in the US targeting outside 
countries. They think that they can avoid us because they live somewhere else.

For example, the US, Brazil and Israel authorities worked closely together to foil the sale of drugs online, on the 
Dark Web.

Anything that touches a computer enabled crime is something that I work with, across the spectrum, be it terrorism, 
hacking, ransomware, drugs on the Dark Web.

What would you like to see, in an ideal world, when it comes to cybersecurity?

In an ideal world, we would have almost like a cyber-UN. A real time ability to collect information, identify threats, 

and help the victims. That is one thing that we all can work towards: we need to build those collaborations and 
trust to identify the bad guys and help protect the victims.

How far are we from that?

That’s a good question. It has to deal with different laws, different policies affecting different countries. I know 
that we are working closely, we have initiatives in the US in this cyber arena that are making this more and more 
seamless. We work closely with the Israel Police almost in real time to share information. They have my number, I 
have theirs. We can work as quickly as my investigators can give me information from the US. I can get it to them. 
We are trying to find ways to do that on a global scale.

What does your day look like?

As with any investigator, my day changes. My role is to be a conduit for information sharing for law enforcement 
and national security matters. So, every day, that could be different. I may wake up planning to go to this meeting, 
go to this interview. When we finish our interview, I may actually have a call that I have to now wake somebody up 
in DC and say, ‘Hey, there’s a threat. There’s something going on. There’s now a new cyber ransomware spreading 
across the world. What do we do?’

So again, the day in the life changes. That’s the one good thing about working with the FBI. In my career, I’ve 
never had a normal day.

Has your work in Israel been more on counterterrorism, organized crime or half and half?

It fluctuates. I’ve been here a month., and it’s been very busy. I can’t even break it down. One minute, I’m spending 
all my time with the Israel Police. And then I work with the security agencies. And it’s constantly changing. It’s 
dynamic, just like cyber, cyber is constantly changing. We have to adapt and change with it.

What can you tell me about the elections?

I can’t speak about it.
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New US-Israel R&D center to get $16 million for advancing energy 
tech
Run by the BIRD Foundation, the joint initiative will be funded by the private and public 
sectors in Israel and the US over five years
By SHOSHANNA SOLOMON

Dan Brouillette , Deputy Secretary at the US Department of Energy, left, at a 
press briefing on the sidelines of Cyber Week at Tel Aviv University, June 26. 2019 
(Shoshanna Solomon/Times of Israel)

A new R&D center set up by Israel and the US will tackle finding tech solutions to challenges facing the energy, 
water, cybersecurity and fossil fuel sectors, Dan Brouillette, Deputy Secretary at the US Department of Energy, 
said on Wednesday.

Speaking on the sidelines of the Cyber Week conference in Tel Aviv, Brouillette said that the center, announced 
earlier this week, will be financed by funds injected jointly by private and public financing from Israel and the US 
and will be run by the Israel-US Binational Industrial Research and Development (BIRD) Foundation.

“We have fully funded the US share of the center,” Brouillette said at a press briefing.

The US government will put up $4 million into a fund and that will be matched by another $4 million by the private 
sector in the United State. A similar amount will be injected into the center’s activities by Israel’s public and private 
sectors, he added, bringing the total amount of funding to $16 million over a period of five years.

“We are establishing an R&D Excellence Center with the US to focus on oil and gas efficiencies,” Israel’s Energy 
Minister Yuval Steinitz said at a conference in Tel Aviv on Monday at the announcement of the center.

In November the Israeli government issued a tender for the licensing of oil and gas exploration rights off the 
Israeli coast in the Mediterranean.

Brouillette said at the briefing there is a lot of interest among US firms about the tender and the Department of 
Energy has “reached out” to these firms to “let them know about the tender and the importance of this in the region.”

“We are very interested in promoting the opportunity to American companies,” he said. “We see the development 
of these types of fields, and more importantly the delivery of gas to the markets around the world, as an important 
competitive aspect. We think the more competition there is in the market place the better pricing you will see 
for consumers.”

For nations like those in Europe, he said, this gas supply “presents new options and new diversity of energy supply 
and sources and that is good for everyone.”

Traditionally devoid of natural resources, Israel has found a bonanza of natural gas off its shores, seeing in it a 
path to energy independence.

The Tamar natural gas field has been producing the gas mainly for local consumption since 2013, while at the end 
of this year the even larger Leviathan field is expected to start production both for the local market and exports.

Geologist estimates there are more undiscovered reserves in the Eastern Mediterranean basin.

Israel is tendering 19 new offshore blocks to oil and gas companies. Brazil’s state-run oil firm Petrobras will take 
part in the tender, Steinitz, the energy minister said in March. Exxon Mobil Corp, in a major policy shift, is also 
reportedly considering bidding in the auction. 
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Israel cybersecurity sector hamstrung by shortage of labor, report 
says
Israel cybersecurity sector hamstrung by shortage of labor, report says
By SHOSHANNA SOLOMON

Israel’s cybersecurity industry is starved for workers, with the industry in need of 800 new workers a year in order 
to keep up its pace of growth. Manpower is the main challenge facing the sector, a new report shows.
Ninety percent of managers surveyed by the IVC Research Center for a report on the state of Israel’s cybersecurity 
industry said that a shortage of workers is the most significant problem the sector is facing today, with competition 
for skilled personnel coming mainly from the foreign R&D centers operating in Israel.
IVC compiled the report for the Israel National Cyber Directorate ahead of Cyber Week, which opened this week 
at Tel Aviv University, with cybersecurity experts, industry leaders, startups, investors, academics, diplomats, and 
government officials from all over the globe convening to discuss the challenges ahead.

The shortage of workers in the industry reflects a general malaise in the nation’s tech industry, which is lacking 
some 15,000 skilled workers annually, mainly software engineers and data scientists. This shortage is causing local 
salaries to surge and is pushing firms to seek workers abroad, according to a report by Start-Up Nation Central 
and the Israel Innovation Authority published in December.

By the end of 2018, Israel had 752 cybersecurity companies, of which 421 were active, 213 had ceased to operate 
and 118 had been acquired, the IVC-Cyber Directorate report said.
As of end 2018, the industry employed some 20,500 people, half of whom worked for private sector startups. 
Some 4,500 were employed in R&D centers set up by foreign firms, and some 5,900 were employed by the public 
sector. The figures did not include those who work in cybersecurity at defense firms. The rate of employment in 
the cybersecurity industry has grown by 12% annually since 2015, the report said.
In the past five years, the cybersecurity industry has raised $3.9 billion, and in 2017 exports totaled $5.5 billion-$6 
billion. Revenues from cybersecurity startups in Israel are estimated to be $500 million-$600 million for the last 
two years. In the US, Israeli firms account for 34% of the data security market, and in Europe 27% of the network 
security market and 17% of the data security market, the IVC-Cyber Directorate report said.
Investments in cybersecurity firms in Israel crossed the $1 billion mark for the first time in 2018 as interest by 
foreign investors surged, a report by Start-Up Nation Central, which tracks Israel’s tech industry, said in January.
Israel’s cyber industry is second only to that of the US, taking 20 percent of the overall venture-backed cyber 
investments worldwide, according to an analysis of PitchBook and Start-Up Nation Central databases.
As the world becomes more digitalized and home and office gadgets smarter, the threat of cybersecurity breaches 
grows. The global cybersecurity market is expected to grow to $248 billion in 2023, from some $153 billion in 2018, 
according to data firm MarketsandMarkets.

TEAM8, MOODY'S TO CREATE CYBER RISK STANDARD FOR BUSINESS
Moody’s said the new cyber rating product was not related to its credit ratings service.

Ratings agency Moody’s Corp (MCO.N) and Israeli cyber group Team8 launched on Thursday a joint venture to 
assess how vulnerable businesses are to cyber attacks and create what they hope will become a global benchmark.
Cyber attacks are in focus after a virus from Ukraine spread around the globe in 2017, crippling thousands of 
computers, disrupting ports from Los Angeles to Mumbai and even halting production at a chocolate factory in 
Australia.
Similar to the way that banks can check their stability with a stress-test, Moody’s and Team8 are developing a 
framework to measure companies’ defenses and preparedness for such attacks in comparison to other businesses 
and over time.
The service will be a tool for companies engaging in mergers and acquisitions or when purchasing cyber insurance 
policies, said Derek Vadala, chief executive of the joint venture who most recently served as head of Moody’s 
cyber risk group.
The venture did not disclose financial details.
“Companies doing business with each other are spending more and more resources on understanding what is the 
risk associated with doing business with third parties and fourth parties,” Team8 CEO Nadav Zafrir told Reuters on 
the sidelines of a Tel Aviv University cyber conference.
“We believe that not only is that already slowing down the economy, but that we are going to see this slant 
continuing to deteriorate,” Zafrir, an ex-commander of Israel’s elite 8200 military intelligence unit, added.
The cyber health of companies has in the past had an impact on credit ratings as well. In March, Standard & Poor’s 
downgraded Atlanta-based credit bureau Equifax (EFX.N) reflecting the possible fallout from a 2017 data breach. 
Moody’s in May revised its outlook of Equifax citing the breach.
Moody’s said the new cyber rating product was not related to its credit ratings service.
The new company will be based in New York and in Israel and will initially have a dozen employees, but is expected 
to grow to hundreds in coming years.
A creator of cyber defense startups, Team8 is backed financially by Moody’s and other major companies like 
Microsoft (MSFT.O), Airbus (AIR.PA) and Qualcomm (QCOM.O).
Companies are well aware of growing cyber threats, and total spending on information security products and 
services is expected to reach $124 billion in 2019, according to a report from advisory company Gartner which 
estimated spending surpassing $114 billion in 2018. 
A coordinated global cyber attack, spread through malicious email, could cause economic damages of between 
$85 billion and $193 billion, one hypothetical scenario developed as a stress test for risk management showed.
In this scenario, claims paid by the insurance sector are estimated at $10 billion-$27 billion, the report produced 
by insurance market Lloyd’s of London and Aon said.
Vadala said the company was building its model and expected to have beta customers in a year. The idea is to 
engage thousands of companies so the index becomes the global standard, he said. 
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 Moody’s, Israel’s Team8 to Offer Business Cyber Risk 
Moody’s said the new cyber rating product was not related to its credit ratings service.

Ratings agency Moody’s Corp (MCO.N) and Israeli cyber group Team8 launched on Thursday a joint venture to 
assess how vulnerable businesses are to cyber attacks and create what they hope will become a global benchmark.
Cyber attacks are in focus after a virus from Ukraine spread around the globe in 2017, crippling thousands of 
computers, disrupting ports from Los Angeles to Mumbai and even halting production at a chocolate factory in 
Australia.
Similar to the way that banks can check their stability with a stress-test, Moody’s and Team8 are developing a 
framework to measure companies’ defenses and preparedness for such attacks in comparison to other businesses 
and over time.
The service will be a tool for companies engaging in mergers and acquisitions or when purchasing cyber insurance 
policies, said Derek Vadala, chief executive of the joint venture who most recently served as head of Moody’s 
cyber risk group.
The venture did not disclose financial details.
“Companies doing business with each other are spending more and more resources on understanding what is the 
risk associated with doing business with third parties and fourth parties,” Team8 CEO Nadav Zafrir told Reuters on 
the sidelines of a Tel Aviv University cyber conference.
“We believe that not only is that already slowing down the economy, but that we are going to see this slant 
continuing to deteriorate,” Zafrir, an ex-commander of Israel’s elite 8200 military intelligence unit, added.
The cyber health of companies has in the past had an impact on credit ratings as well. In March, Standard & Poor’s 
downgraded Atlanta-based credit bureau Equifax (EFX.N) reflecting the possible fallout from a 2017 data breach. 
Moody’s in May revised its outlook of Equifax citing the breach.
Moody’s said the new cyber rating product was not related to its credit ratings service.
The new company will be based in New York and in Israel and will initially have a dozen employees, but is expected 
to grow to hundreds in coming years.
A creator of cyber defense startups, Team8 is backed financially by Moody’s and other major companies like 
Microsoft (MSFT.O), Airbus (AIR.PA) and Qualcomm (QCOM.O).
Companies are well aware of growing cyber threats, and total spending on information security products and 
services is expected to reach $124 billion in 2019, according to a report from advisory company Gartner which 
estimated spending surpassing $114 billion in 2018. 
A coordinated global cyber attack, spread through malicious email, could cause economic damages of between 
$85 billion and $193 billion, one hypothetical scenario developed as a stress test for risk management showed.
In this scenario, claims paid by the insurance sector are estimated at $10 billion-$27 billion, the report produced 
by insurance market Lloyd’s of London and Aon said.
Vadala said the company was building its model and expected to have beta customers in a year. The idea is to 
engage thousands of companies so the index becomes the global standard, he said. 
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Moody’s in May revised its outlook of Equifax citing the breach.
Moody’s said the new cyber rating product was not related to its credit ratings service.
The new company will be based in New York and in Israel and will initially have a dozen employees, but is expected 
to grow to hundreds in coming years.
A creator of cyber defense startups, Team8 is backed financially by Moody’s and other major companies like 
Microsoft (MSFT.O), Airbus (AIR.PA) and Qualcomm (QCOM.O).
Companies are well aware of growing cyber threats, and total spending on information security products and 
services is expected to reach $124 billion in 2019, according to a report from advisory company Gartner which 
estimated spending surpassing $114 billion in 2018. 
A coordinated global cyber attack, spread through malicious email, could cause economic damages of between 
$85 billion and $193 billion, one hypothetical scenario developed as a stress test for risk management showed.
In this scenario, claims paid by the insurance sector are estimated at $10 billion-$27 billion, the report produced 
by insurance market Lloyd’s of London and Aon said.
Vadala said the company was building its model and expected to have beta customers in a year. The idea is to 
engage thousands of companies so the index becomes the global standard, he said. 
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World experts call for combating cyber attacks

Government officials, experts and business leaders from around the globe have called for combating cyber-
attacks during the Cyber Week security conference held in Tel Aviv, stressing that the future war zone would be 
in cyberspace.

Delivering a speech at the annual cyber security event which closed on Thursday, Israeli Prime Minister Benjamin 
Netanyahu said that Israel had prevented, mostly via cyberspace, about 50 major terrorist operations, especially 
by the elements of the Islamic State (IS), in dozens of countries.

He urged for "international associations."

More than 8,000 cybersecurity experts, business representatives, academics, government officials and others 
from more than 80 countries took part in the event to exchange knowledge, methods and ideas, according to the 
organizers.

Cyber warfare is evolving into a more complicated, dangerous and faster playground with the enormous capabilities 
of artificial intelligence, new cyber tools and viruses.

Darren Shou, vice president of strategy and research at Symantec, told Xinhua that one of the challenges is 
ensuring artificial intelligence's ability to respect privacy and regulations.
Shou emphasized the threat of increasingly intelligent malware. Computers operate at a tremendous scale 
unimaginable to human capacity. This technology, if used wrongly, could be incredibly dangerous.

Stevan Bernard, former executive vice president for Global Protection Services at Sony Pictures Entertainment, 
said combating large cyber-attacks is a kind of war, and the company has recruited many specialists to win this 
crucial battle.
 

Krebs talks supply chain in Israel, Thompson probes Iran response, 
and election plans explained
Charlie Mitchell

CISA and other top players on supply-chain security are in Israel for the massive annual “Cyber Week” conference 
in Tel Aviv, while a key lawmaker is interested in CISA's role protecting critical infrastructure if confrontation with 
Iran leads to cyber aggression against the U.S., and the Trump administration expounded on its election-security 
plans this week.
Cybersecurity and Infrastructure Security Agency Director Christopher Krebs delivered the keynote today in Israel, 
focusing on “CISA’s multilayered approach to managing risk in supply chains,” an official told Inside Cybersecurity.
“Israel is a close partner for CISA on cybersecurity issues, including the cybersecurity of aviation; critical infrastructure 
protection; and the protection of our global supply chains,” the official said. “While in Tel Aviv, Director Krebs is 
meeting with several international allies to discuss cyber threats to our critical infrastructure, including the recent 
rise of malicious cyber activity from Iranian actors as well as the need to secure 5G networks.”
The official said Krebs was joined by officials from the Department of Energy, the State Department, the National 
Security Council and National Institute of Standards and Technology.
At home, CISA's work on supply-chain and related 5G issues has a deadline coming on Friday, when it's scheduled 
to produce a first draft of the information and communications technology supply-chain risk assessment under 
President Trump's May 15 executive order.
The DHS ICT Supply Chain Risk Management Task Force has been the point of engagement with industry on the 
risk assessment, but the group has a broader mandate and late last week approved a plan for identifying counterfeit 
products and components that could pose a risk to communications and IT systems. That was a major milestone 
for the task force which is central to government efforts on countering foreign and other cyber threats to crucial 
networks and data.
The task force is being managed by CISA's National Risk Management Center.
Congress and CISA
Recent developments in the Middle East carry significant cyber implications and a key lawmaker wants to know 
more about CISA's role in protecting critical infrastructure amid the escalation in tensions with Iran.
House Homeland Security Chairman Bennie Thompson (D-MS) issued a statement Monday calling for more 
information on the Iranian threat and whether CISA has adequate resources to respond.
As the U.S.-Iran situation grew increasingly intense, DHS provided a statement on related cyber threats that was 
distributed to industry-sector Information Sharing and Analysis Centers by the National Council of ISACs, with a 
public version issued Saturday.
But the level of detail on the threat indicators was uncertain. According to sources, industry ISACs have been 
monitoring and sharing info around the Iran cyber threat, but it's unclear how much detail was added by DHS.
“This weekend, Director Krebs issued an alert putting critical infrastructure owners and operators on notice that 
they need to remain vigilant in defending their networks as Iran increases its use of cyber exploits,” Thompson 
said in a statement issued Monday. “I echo that warning, and I urge CISA to assess whether it has the capacity to 
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meet the increased demand for its services that this alert is likely to spur.”
CISA and elections
Senior administration officials briefed reporters Monday on election security, offering some more insight into 
efforts being run out of CISA as well as other agencies. CISA's work is moving through “three primary channels,” 
a senior administration official said.
“The first is our continued and ongoing work to protect the election infrastructure by partnering with our state 
and local officials who own and operate those systems,” the official said. “Currently, we are working with all 50 
states and more than 1,700 jurisdictions to share information and to help manage risks and threats to the election 
infrastructure.”
Part of that, the official said, is emphasizing the need for auditable data. “And we've continued with Director 
Krebs to stress and push the importance of auditability in that regard,” the official said in response to a reporter's 
question. “So I think that's been consistent across the board with DHS as we've gone out and talked with state 
and local officials about the importance of that auditable record and that need to have good, consistent audits 
after the election.”
More broadly, the official said “we're focused on increasing our information-sharing and support across the 
board through our intelligence-sharing partners. … [W]e're engaged and continue to engage in understanding 
-- broadening our understanding to the threats targeting election infrastructure, as well as campaigns and 
disinformation.”
And, the official said, “We're also engaged with the private sector, including all major social media companies, and 
sharing information and working to understand the scope and nature of disinformation attempts across the board, 
as well as academia and other private sector or government-based entities, to share information.”
As for priorities “specific to election infrastructure” under the whole-of-government “Protect 2020” effort, the 
official said: “So there are over 8,800 jurisdictions in the United States that run elections, and working with the 
states, we'd like to find a way to reach as many of those as possible with not just our support and services, but 
signing up for things like the Election Infrastructure Information-Sharing and Analysis Center so that they can 
have, at the tip of their fingers, information regarding threats and risks to their systems that they own and operate.”
The official said that “we're prioritizing a better understanding of risk to these systems by working directly with 
the private sector and the states and counties to understand how they view risk, how their systems are configured 
and set up, and to help them better manage the risk to those systems.”
Finally, the official said, “our last priority is the increase of information-sharing of these state and local officials, as 
well as the political parties. Working with both the intelligence community as well as the private sector security 
firms, we're looking at ways to ensure that state and local officials, the private sector, and political parties have 
access to timely and actionable information to help them manage risk to their systems as well as understand the 
threat as we head into 2020.” – Charlie Mitchell (cmitchell@iwpnews.com)
 

Huawei enters Israel’s solar power market, hours after quitting US
As Chinese telecom giant announces new move, deputy US energy secretary, in Israel, warns 
that data collected off solar panels could be used by Chinese ‘for other things’
By SUE SURKES and SHOSHANNA SOLOMON

Chinese telecom giant Huawei, known in Israel for its competitively priced smartphones, is entering the Israeli 
solar power market to sell inverters, which help to convert solar power into energy for the electricity grid.
A company announcement in Israel on Wednesday came just hours after Huawei shut down its solar energy 
business in the US, amidst ongoing tensions between Washington and Beijing.
A US deputy secretary for energy, in Tel Aviv for a cyber conference, Cyber Week, warned Wednesday that “the data 
that is collected off of those solar panels could be used to determine other things…we would just urge caution.”

Dan Brouillette, of the US Department of Energy, told reporters that the solar panel industry was “innocent,” but 
that investments had to be “carefully considered and appropriately safeguarded.”

He also said, “We continue to urge countries, not only Israel, to be mindful and cautious when dealing with 
countries who would use infrastructure developments to develop intelligence sources or data sets that can be 
used against those countries.
“China is a particular concern for us, it has been for some time, but what I have seen so far in Israel and in other 
countries is that people are recognizing the threat and they are reacting to it, which is a great thing.” Israel, 
Brouillette continued, appeared to be moving towards establishing something like the Committee on Foreign 
Investment in the United States, which is an inter-agency body that reviews the national security implications of 
foreign investments.
Huawei opened a representative office in Israel last week, as reported by the Calcalist business daily. Zing Energy 
is equally owned by El-Mor Electric Installation and Services, which specializes in large-scale infrastructure and 
solar energy and by IEA Energy.
Huawei’s director for Europe and the Middle East, Kenneth Frey, arrived in Israel Tuesday and will spend several 
days visiting solar projects and meeting people involved in the field.
The company will be selling string inverters, which convert high voltage DC (direct current) into AC (alternating 
currents) that can be directed into the electricity grid. The company reports that it controls 56 per cent of the 
world market in string inverters.
It will initially be working with several 30-megawatt solar farms.
Huawei claims to have discovered a way of producing particularly large amounts of electricity from solar fields 
and of enabling the inverters to communicate with a central command via electrical communication lines — a 
feature that enables automatic identification of faulty functioning without any need for physical visits to the field.
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The Chinese have already penetrated Israel’s transport industry. Chinese companies are involved in building the 
Tel Aviv light rail, tunnels for the Acco-Carmiel railway and a port in Ashdod in the coastal south. In a move that 
has caused controversy in Israel, the Shanghai International Port Group will operate Haifa port in the north for 
25 years starting in 2021.

Apart from transport, a Chinese government company, PMEC, is currently included in a consortium bidding for 
an Israeli power station.
Earlier this year, US President Donald Trump reportedly warned Prime Minister Benjamin Netanyahu that if Israel 
does not curb its ties with China, its security relationship with the United States could suffer.
Similar messages have reportedly been relayed in recent months by top Trump administration officials, including 
National Security Adviser John Bolton and Secretary of State Mike Pompeo.
Last month, Trump said he would make sure that Huawei was shut out of American 5G networks because of 
concerns about potential spying.
In the case of solar energy, both Democrats and Republicans in Congress have warned that allowing Huawei 
access to the US solar grid could allow China to meddle with or even cut off electricity.
Asked on the sidelines of Cyber Week whether Israel was doing enough to allay US concerns about Chinese 
penetration into the Israeli market, Brouillette said, “I think they are. The Prime Minister has said, I think publicly, 
that he understands the concerns we have expressed about companies like Huawei. And he has agreed with us. 
So we are encouraged by that.”
He continued, “I think that if Israel takes appropriate steps to limit exposure to critical infrastructure, to the telecom 
networks, to the electricity grid, to those types of products, I think that is a good move.”
He said he was “encouraged” by what he saw.
Asked whether the prime minister had indicated any intention of restricting Chinese penetration, he said, “We 
didn’t talk about any specific actions the [Israeli] government may take. He has a recognition of the threat, and 
that is a first step in any of these activities, simply recognizing the threat and the fact that the PM has recognized 
the threat gives me great comfort.”
Huawei has spent a decade battling US accusations that it is a front for Chinese spying.
A Huawei spokesman told the Financial Times Tuesday that “over the past several months, we have been compelled 
to make moves to more closely align our business strategy with the unwelcoming climate being fostered in the 
United States. After a careful review of our operation in the United States, we have made the tough decision to 
eliminate several positions within our US representative office.”

In January, the US Justice Department unsealed criminal charges against Huawei, a top company executive and 
several subsidiaries, alleging the company stole trade secrets, misled banks about its business and violated US 
sanctions.
 

#CyberWeek Startup Day Interview: Matan Or-El, CEO, Panorays
Michael Hill 

Today, Cyber Week is hosting Startup Day, a event dedicated to showcasing Israel’s thriving startup ecosystem.

Startup Day, held at Tel Aviv University, provides entrepreneurs and innovators in the cybersecurity industry the 
opportunity to network with investors, CISOs and those with a thirst for creativity during an all-day exhibition 
featuring panel discussions with expert speakers.

Third party security management provider Panoraysis one of the 23 startups taking part in the event, and Infosecurity 
recently spoke to CEO Matan Or-El to learn more about the company and its involvement in Cyber Week’s Startup 
Day.

What are you hoping to achieve from taking part in the Cyber Week Start Up Day?

Cyber Week Tel Aviv is a very large and significant event in the cybersecurity world. It attracts thousands of 
cybersecurity professionals from around the globe, including security teams, policy makers, distributors, integrators, 
innovators and investors. We’ve been selected to exhibit as one of the top innovators in cybersecurity. Being a top 
innovator means that we’re uniquely addressing a trending issue that companies face on a regular basis and try 
to solve with solutions such as ours. We’re looking forward to meeting the companies that are coming to Cyber 
Week to see these innovative technologies, hearing more about their third party security and privacy management 
processes and building relationships with these companies.

What will Panorays bring to the event?

Panorays delivers an automated third party security lifecycle management platform. Companies using Panorays 
dramatically shorten their third party security evaluation process and gain continuous visibility while ensuring 
compliance with regulations such as GDPR and those imposed by the New York State Department of Financial 
Services (NYDFS). We are delighted to show how our platform enables companies to easily view, manage and 
engage with the security posture of their third parties, vendors, suppliers and business partners.

How important is it for startups to take part in networking/exposure opportunities such as Cyber Week Start Up Day?

Attendance is important at many events, however, this one is particularly important because it’s focused on Israeli 
cybersecurity and innovation. Considering Israel’s heavy involvement in cybersecurity and technology, people 
attend this event in particular to see the latest in innovation.

What are Panorays’ plans/visions for the next 12 months and beyond?

From day one, we have been in the process of mapping the world’s cyber-posture. Since our launch, we’ve added 
tens of thousands of companies and digital assets into our platform. This is causing a snowball effect, and we are 
expecting to see more industry verticals being included in our platform.
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#CyberWeek Startup Day Interview: Matan Or-El, CEO, Panorays
 Stephen Ndegwa In Tel Aviv  

The current conflict between Iran and United States is likely to culminate into an international cyber warfare.

According to Former US Director of the National Security Agency Mike Rogers, cyber space will become part of 
conflict between nations in a manner never witnessed before.

While speaking at the annual cyberweek conference in Tel Aviv University Israel, Mr Rogers said it is now quite 
alarming that the US is having to deploy cyber security measures to protect itself against persistent attacks while 
Iran is using cyber tactics to hit private business entities.

He cautioned business leaders to collaborate with government agencies to neutralise cyber attacks, because state 
sponsored criminals see international enterprises as extensions of the state and target them.

 “We must use more integrated approaches between government and private sector,” Rogers said.

“The entities should interact often not only during crisis moments. If I get to know you only when you are under 
attack, how will I effectively protect you and the business?”

The former head of US Cyber Command wondered why players in cyber security have refused to learn from each 
others’ attacks, despite knowing criminals use the same methods which succeed elsewhere.

Yosef Cohen, the director of Mossad said the constellation of cyber threats is building and nations are now more 
exposed to attacks because illegal militias are discovering more vulnerabilities.

“Everything is getting connected from the physical to the internet to make life convenient for everyone,” he said 
moments after receiving the cyber defender award for Mossad’s role in developing innovative technologies for 
defence of cyber threats.

Major general (rtd) Isaac Ben Israel, the conference chairman, told the delegates that computers are being used 
for everything in our lives while criminals want to use the dark side of computing to cause harm.

However, he said the challenges the world is facing should not be addressed only from a technological perspective 
but should consider the human elements in psychology, law, values system and other softer fields.

Chris Young, the CEO of McAfee said mobile phones are the worlds largest threat vector noting that a significant 
amount of web traffic now comes from bots. “We are drowning in cyber security threats. In McAfee alone. we 
receive thousands of threats per hour,” he said.

Israel is now a model nation on how countries should develop capabilities to deal with threats.

Senior figures in the cyber security of the country told journalists that they are seeking collaborations with friendly 
nations and industry leaders to build impenetrable systems.

Among them was Lior Div, Chief Executive of US-Israeli cyber security firm Cybereason.

Israel has an advanced cyber security ecosystem where many state agencies collaborate seamlessly to defend 
the country from cyber attacks. The cyber week for example is hosted by Tel Aviv university where more than 
8000 participant from around 80 countries are attending.

Lior Div, chief executive of US-Israeli cyber security firm Cybereason, speaks during Cyber 
Week conference in Tel Aviv yesterday. [Reuters]
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Recent Iran-US tensions signal of increase in Cyberattacks – former 
NSA Director
Enoch Darfah Frimpong

A former Director of the National Security Agency (NSA), a national-level intelligence agency of the United States 
Department of Defence, has suggested that recent tensions between the United States (US) and Iran were signals 
of increase in cyberattacks in the world.
According to Mr Mike Rogers, who is also a former Head of the US Cyber Command, there was therefore the need 
for closer cooperation between governments all over and the private sector to be able to fully combat the current 
cybersecurity threats.
Mr Rogers made the suggestion on Tuesday when he spoke at the 2019 Cyber Week conference in Tel Aviv in India.
Cybersecurity issues
Cyber Week is a large annual international cybersecurity event, organised and hosted since 2010 at Tel Aviv 
University in Israel and brings leading experts from around the world in the fields of cybersecurity, government, 
intelligence, professionals, policymakers, entrepreneurs, investors and academics together to brainstorm on the 
future of technology and how to secure operations.
This year’s weeklong conference featured panels, workshops, summits, and seminars on topics such as how to 
offer cybersecurity in artificial intelligence (AI), blockchain (Distributed database existing on multiple computers 
at the same time), aviation, financial technologies (fintech), digital healthcare, the cloud, smart cities, cybercrime 
and more.
This is because, according to experts, the wave of crime perpetrated by smart people in the cyberspace was 
gradually increasing and there was therefore the need for all stakeholders to brainstorm and exchange knowledge 

on how to secure the cyber space.
Over 8000 attendees from 80 countries were at the conference which was hosted by the Blavatnik Interdisciplinary 
Cyber Research Center (ICRC) in India, Yuval Ne’eman Workshop for Science, Technology and Security, Tel Aviv 
University, the Ministry of Foreign Affairs, and the National Cyber Directorate at the Israeli Prime Minister’s Office.
Cybersecurity role
In a fireside chat at the conference on Tuesday, between Mr Mike Rogers and Mr Nadav Zafrir, also a former 
Commander of Israel’s elite intelligence Unit 8200, the two discussed the recent tensions between the US and 
Iran and what role cybersecurity plays.
When Rogers was asked to comment on the cyberattacks that Iran and the US are carrying out on each other in 
the midst of the nuclear tensions, he said, “we see that cyber, which has been an ongoing part of daily competition 
between states, will be part of the conflict between nations.”
He added, “the US and Iran both view cybersecurity as a potential response option that offers lower risk than a 
kinetic or military strike. So we will continue to see more of this because it doesn’t necessarily trigger an escalatory 
response from the other side.”
Continuing, he said, “Look at the targets they went after – the US used cyber to respond against [Iranian] military 
targets. Iran chooses the cyber response option to go not only after US government entities, but also entities in 
the private sector.”
On the changing role that the private sector plays in cyberwarfare, Mr Rogers noted that, “in the West, particularly 
in the US, we’ve always drawn a line between government and the private sector. However, we see now that other 
countries don’t necessarily see this distinction. So for the private sector, this episode with the Iranian response, 
shows that they will be viewed by some as an extension of the nation state.”
Major threats
On major threats, Mr Rogers said, “the threat is clearly going to get more complicated. The attack surface is 
growing. You look at the power of AI and machine learning and they’re going to offer great defensive capabilities 
but also offer attackers many more options. I find myself in the private sector now and one of my takeaways is – 
why aren’t we using more integrated solutions between the government and the private sector? ….Why don’t we 
learn from every instance in cybersecurity? We need a model in cybersecurity where the pain of the one leads 
to the benefit of the many.”
At the end of the conversation, the roles were reversed and Mr Rogers asked Mr Zafrir: You were part of this 
ecosystem in Israel both for government and the private sector. How do you see the Israeli cybersecurity ecosystem 
changing in the next five years?
In his response, Mr Zafrir said, “Israel is a very small country, we’re about the size of New Jersey and it’s surrounded 
by very large countries, it’s a tough neighborhood. So we’ve learned to protect ourselves by having mandatory 
military service. It’s not about having the best technology, or more money, or more people - it’s about understanding 
we are in a learning competition. If we are to prevail it’s because we can learn faster, change faster. In my former 
unit, 8200 we can find the people that will learn things the fastest, that’s why we have the density of talent. Israel 
has a big part to play in this game - we’re leveraging some of our heritage and our problems to put trust back 
into the system and I’m certain we can prevail.”
Writer's email: enoch.frimpong@graphic.com.gh
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Iran is a main cyber threat on the Middle East - Israel says
Enoch Darfah Frimpong

Iran and its proxies are continuing to pose a main cyber threat on the Middle East according to the Director General 
of the Israel National Cyber Directorate (INCD), Mr Yigal Unna.
Speaking at a Cyber Week conference at the University of Tel Aviv in Israel on Wednesday, Mr Unna said, "Israel 
is prepared for cyber threats; we have the capability to respond forcefully to cyber-attackers, and not necessarily 
on the same vector as the attack."
Mr Unna presented data according to which stated that the Iranians were among the five most active state actors 
in cyberspace.
"The Iranians are and have been continuously active for a long period of time deploying broad attacks, including 
attacks to gather intelligence, attacks to cause shifts in mentality, as well as attacks intended to cause harm and 
destruction to systems. Iran is one of the only countries to execute destructive attacks, primarily against Gulf 
states," Mr Unna said.
Cybersecurity
Cyber Week is a large annual international cybersecurity event, organised and hosted since 2010 at Tel Aviv 
University in Israel and brings leading experts from around the world in the fields of cybersecurity, government, 
intelligence, professionals, policymakers, entrepreneurs, investors and academics together to brainstorm on the 
future of technology and how to secure operations.
This year’s weeklong conference featured panels, workshops, summits, and seminars on topics such as how to 
offer cybersecurity in artificial intelligence (AI), blockchain (Distributed database existing on multiple computers 

at the same time), aviation, financial technologies (fintech), digital healthcare, the cloud, smart cities, cybercrime 
and more.
This is because, according to experts, the wave of crime perpetrated by smart people in the cyberspace was 
gradually increasing and there was therefore the need for all stakeholders to brainstorm and exchange knowledge 
on how to secure the cyberspace.
Over 8000 attendees from 80 countries were at the conference which was hosted by the Blavatnik Interdisciplinary 
Cyber Research Center (ICRC) in India, Yuval Ne’eman Workshop for Science, Technology and Security, Tel Aviv 
University, the Ministry of Foreign Affairs, and the National Cyber Directorate at the Israeli Prime Minister’s Office.
Attack trends
Some of the newest and most widespread trends in attack surfaces in the cyberworld today which Mr Unna 
presented at the conference included an additional focus on attacks on the supply chain, targeted ransom attacks 
on large corporations, a substantial increase in revelations of vulnerabilities in various technological infrastructures, 
and a substantial decrease in the amount of time between the discovery of a vulnerability and its exploitation.
According to the data presented by Mr Unna at the conference, the Israeli cyber industry is on its way to breaking 
new records in raising capital this year.
In the past half-year alone, 40 Israeli cyber firms raised a total of US$850 million, compared to US$1.1 billion in 
the year 2018
He said in the past half-year Israeli cyber firms recorded seven exits totaling a sum of US$1.5 billion dollars.
Mr Unna presented at the conference for the first time the results of a new survey led by the National Cyber 
Directorate among companies in the private sector in Israel.
According to the survey it appears that 68 per cent of companies in the economy experienced at least one cyber 
attack or attempted cyber attack in the past year (of any kind) against their organizations.
63 per cent of those who reported cyber incidents also noted that no damage was incurred as a result.
The survey also indicated that 84 per cent of firms have a dedicated cyber-defense budget, and some 80 per cent 
stated that that the issue of cyber-defence rates highly on their order of priorities, particularly among companies 
in the fields of information and communications, as well as companies who operate internationally.
Additionally, 75 per cent of firms already have a cyber trustee.
Likewise, some 60 per cent of the organisations are accustomed to providing a cyber-defence update to their 
board of directors at least once a quarter.
The survey's findings also indicates that the primary reason for investment in cyber is the high level of awareness 
among management of the issue. High management awareness of cyber issues was observed with relatively high 
prevalence among companies operating internationally.
300 companies answered the survey, forming a representative sample of the private sector in Israel and all 
companies from the various industries. The survey was performed by the MIS polling firm and commissioned by 
the National Cyber Directorate.
Writer's email: enoch.frimpong@graphic.com.gh 
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US-Israeli Cyber Firm Names China Primary Suspect 
in Global Espionage Campaign

All eyes are on Beijing after a Tuesday release from a US-Israeli cybersecurity company said 
that state-sponsored spying and other cyber crimes were committed by state-supported 
hackers in China with the hopes of obtaining data pertinent to a number of high profile 
persons worldwide.

Following a nearly year-long cyber investigation, US-Israeli cyber firm Cybereason announced on June 25 that a 
number of “state-sponsored adversaries” had been utilizing private infrastructure companies around the world to 
carry out “state-sponsored espionage and cyber war.”

The investigation found that hackers were able to infiltrate cellular providers‘ IT networks and lift a number of 
records, including usernames, passwords, billing information and call records. According to the Times of Israel, 
targeted persons included individuals in government positions, law enforcement and politics.

“This isn’t one breach, but a series of sophisticated and targeted breaches. What is really troubling is this is an 
example of being hacked and not knowing it because the victims aren’t aware and have no way to trace the attack,” 
Mor Levi, Cybereason’s vice president of global security services, said in the release.

With said information, Cybereason claims hackers could even track the so-called high profile individuals’ meetings, 
mobile messages and active locations. Though only a select few are said to be targets of the attack, entire directories 
of information and credentials were allegedly stolen in these attacks.

The US-Israeli cybersecurity company claims China’s government may be behind the series of attacks, as the 
unknown hackers’ tactics, techniques and procedures (TTP) can be traced back to APT10, a Chinese cyberespionage 
group.

“There’s an asterisk, though,” Amit Serper, head of Cybereason’s Nocturnus security research team, informed SC 
Media. “All the tools are associated with APT10, but since they are all available online, someone else can get them, 
modify them and pretend to be APT10.”

Lior Div, the US-Israeli firm’s CEO, addressed the heads of both the UK and US cyber intelligence organizations, 

as well as Mossad Director Yossi Cohen, during Tel Aviv’s Cyber Week Conference on Tuesday and explained his 
company’s findings.

“Right now we’re still tracking them,” Reuters quotes the executive as saying. “On Saturday we debriefed more 
than 25 different telcos [telecommunications companies], the biggest telcos in the world.”

Cybereason has remained tight-lipped about the countries and particular individuals affected by the series of 
breaches.

The report comes nearly six months after the US indicted two Chinese nationals with “conspiracy to commit 
computer intrusions, conspiracy to commit wire fraud, and aggravated identity theft.” According to a release from 
the US Department of Justice, both Zhu Hua and Zhang Shilong were members of APT10.

 



In cooperation with:

113112

How a grim Eurovision Song Contest cyber attack was prevented at 
last second
By Fiona Willan • Political Reporter

As millions of people around the world tuned into this year’s Eurovision Song Contest final in Tel Aviv, little did 
they know they were within one second of witnessing a grim cyber attack.
Foreign hackers infiltrated the system broadcasting the event globally online and tried to insert a disturbing video 
into the live feed.
Yigal Unna, Director General of the Israeli National Cyber Directorate, told Nine News the attack was stopped in 
the nick of time.
"It was about as close as you can get without it going to air,” he said.
He described the video as “an ugly one”. Nine News has learned it was terror footage.
 

Fiona Willan talks to Yigal Unna (Nine)

A specialist cybersecurity team was standing guard at the venue that night - taking extra precautions, after an 
earlier attempt on the Eurovision semi-final was successful.
In that incident, a local online broadcast was interrupted with animated images of rockets raining down on Tel Aviv.
Speaking with Nine News during Cyber Week at Tel Aviv University, Mr Unna said the Eurovision attacks were 
examples of emerging threats at large-scale events.
“Mega events attract a lot of attention from all over the world and people want to abuse this attention,” he said.
“And the threats coming from cyberspace are getting more severe as we speak”.

 
Duncan Laurence of The Netherlands performs 'Arcade' during the Grand Final (AAP)
He said organisers needed to take cybersecurity risks into account when designing events, and a cyber response 
team should be physically present at the venue to deal with emergencies.
Nine News has confirmed the Australian government includes cybersecurity precautions when planning large 
events, such as the G20 Summit in Brisbane and the 2018 Commonwealth Games on the Gold Coast.

A spokesperson from the government's top cyber security agency, the Australian Cyber Security Centre, said they 
were "acutely aware that large-scale events are potential targets for malicious cyber actors"."
"We provide trusted advice and assistance to governments and businesses, including to the organisers of large 
scale events," the spokesperson said.
"Our level of support varies according to the size of the event and potential impacts of the malicious activity."
While the  ACSC would not provide details of security operations in Australia, leading international cybersecurity 
experts say cyber threats should be taken as seriously as physical threats.
Rami Frati, former head of the Civilian Division of the Israel National Cyber Bureau, said while he believed the 
Eurovision attacks were a case of “psychological warfare”, some cyber attacks had the potential to cause serious 
physical or financial harm.
“I don’t care if someone is going to attack Israel via computer, via hacking, or via a missile that somebody launched,” 
he said
“We take seriously every threat in the country.”
Professor Isaac Ben-Israel, Director of the Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv University, 
said cyber attacks caused ‘hundreds of trillions of US dollars’ worth of financial damage each year.
As the architect of Israel’s national cybersecurity initiative and founder of its National Cyber Bureau in the Prime 
Minister’s Office, Professor Ben-Israel is credited with transforming Israel into a world leader in cybersecurity.
He told Nine News that foreign governments, including Australia, needed to invest more in boosting their cyber 
workforce in order to better protect their countries from attacks.
With Australia’s cyber workforce facing a serious manpower shortage, business leaders have called for greater 
investment in the sector. Trans-Tasman Business Circle Chief Executive Tanya Oziel, who was in Tel Aviv for Cyber 
Week, said a strong cybersecurity workforce was “as important as having a fully charged army and navy and 
airforce.”
“Cyber is the fourth frontier, it shouldn’t be looked at just as a technology problem, it really is a security issue and 
we need people to drive that,” she said.
© Nine Digital Pty Ltd 2019
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World’s Largest Beer Brewer To Launch Cybersecurity Unit In Israel
By Anjali Berdia, NoCamels 

Anheuser-Busch InBev (AB InBev), the world’s largest beer brewer, has announced plans to open a cybersecurity 
unit in Tel Aviv after an upsurge in hacking attacks.

Headquartered in Leuven, Belgium, AB InBev provides 25 percent of the beer globally, making over 400 brands 
including Budweiser, Corona, Becks, and Stella Artois. The company has recently faced regular cybersecurity 
attacks, ranging from bothersome and disruptive to financially motivated, Luis Veronesi, AB InBev VP of global 
security and compliance, told Reuters.

The unit, dubbed the Beer Tech according to CTech by Calcalist, will be completely focused on “analyzing threats 
and potential attacks,” Veronesi said.

“With increasing digitalization, we have to be prepared to defend against anything coming,” he told Reuters.

Israeli is a widely recognized cybersecurity powerhouse, with over 450 active cybersecurity companies and 
startups as of 2018. It is also home to the second-largest number of cybersecurity deals globally in recent years, 
second only to the US, according to a 2018 report compiled by New York data firm CB Insights. Last year, Israeli 
cybersecurity ventures raised more than $1 billion in equity investment, setting a new record and marking a 47 
percent increase from 2017, according to a report on Israel’s cyber sector published earlier this year by Start-Up 
Nation Central (SNC).

AB InBev did not disclose financial details related to the launch of the cybersecurity unit.

Veronesi told CTech that AB InBev currently works with about five Israeli cybersecurity companies for solutions 
in a wide range of services including business intelligence, cyber defense, and privacy issues, and is in talks with 
about eight more firms.

Veronesi said the company started recruiting for the new center in March, and that “it is possible the hub will 
reach 100 employees in the future,” CTech reported.

AB InBev plans to expand operations in the future to tap into Israel’s know-how in a myriad of other technological 
industries, including agri-tech and food tech, according to CTech.

The Beer Tech is not AB InBev’s first venture in Israel. In 2018, the company acquired Israeli startup WeissBeerger 
Ltd., an analytics company that provides real-time data and feedback on beverage consumption and consumer 
behavior by connecting beer taps and registers to the internet.

 WeissBeerger now serves as AB InBev’s R&D center in Israel, employing approximately 100 people. The acquisition 
was valued at about $80 million, Globes reported at the time.

Israel is gearing up for one of the biggest cybersecurity events of the year next week, the 9th Cyber Week 
conference at Tel Aviv University. The event gathers thousands of leading cybersecurity researchers, entrepreneurs, 
and insiders from across the world for five days of discussions, panels, workshops, and a large exhibition.

Israeli Prime Minister Benjamin Netanyahu has been a guest speaker at the annual confab for several years. Last 
year, he opened his address with a simulated cyber attack on the conference itself.
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Hackers are turning our AI security systems against us — but they 
can be stopped
Hackers are "making friends" with our systems, it's time to break them up

With the use of AI growing in almost all areas of business and industry, we have a new problem to worry about – 
the “hijacking” of artificial intelligence. Hackers use the same techniques and systems that help us, to compromise 
our data, our security, and our lifestyle. We’ve already seen hackers try to pull this off, and while security teams 
have been able to successfully defend against these attacks, it’s just a matter of time before the hackers succeed.
Catching them is proving to be a challenge – because the smart techniques we’re using to make ourselves more 
efficient and productive are being co-opted by hackers, who are using them to stymie our advancements. It seems 
that anything we can do, they can do – and sometimes they do it better.
Battling this problem and ensuring that advanced AI techniques and algorithms remain on the side of the good 
guys is going to be one of the biggest challenges for cybersecurity experts in the coming years.
To do that, organizations are going to have to become more proactive in protecting themselves. Many organizations 
install advanced security systems to protect themselves against APTs and other emerging threats – with many of 
these systems themselves utilizing AI and machine-learning techniques. By doing that, organizations often believe 
that the problem has been taken care of; once an advanced response has been installed, they can sit back and 
relax, confident that they are protected.
However, that is the kind of attitude that almost guarantees they will be hacked. As advanced a system as they 
install, hackers are nearly always one step ahead. Conscientiousness, I have found, is one of the most important 
weapons in the quiver of cyber-protection weapons.
Complacency, it’s been said many times, is the enemy, and in this case, it’s an enemy that can lead to cyber-tragedy. 
Steps organizations can take include paying more attention to basic security, shoring up their AI-based security 
systems to better detect the tactics hackers use, and educating personnel on the dangers of phishing tactics and 
other methods used by hackers to compromise system.

Hackers have learned to compromise AI
How are hackers co-opting our AI? In my work at Tel Aviv University, my colleagues and I have developed systems 
that use AI to improve the security of networks, while avoiding the violation of individuals’ identities.
Our systems are able to sense when an invader tries to get access to a server or a network. Recognizing the patterns 
of attack, our AI systems, based on machine learning and advanced analytics, are able to alert administrators that 
they are being attacked, enabling them to take action to shut down the culprits before they go too far.
Here’s an example of a tactic hackers could use. Machine learning – the heart of what we call artificial intelligence 
today – gets “smart” by observing patterns in data, and making assumptions about what it means, whether on an 
individual computer or a large neural network.
So, if a specific action in computer processors takes place when specific processes are running, and the action 

is repeated on the neural network and/or the specific computer, the system learns that the action means that a 
cyber-attack has occurred, and that appropriate action needs to be taken.
But here is where it gets tricky. AI-savvy malware could inject false data that the security system would read – the 
objective being to disrupt the patterns the machine learning algorithms use to make their decisions. Thus, phony 
data could be inserted into a database to make it seem as if a process that is copying personal information is just 
part of the regular routine of the IT system, and can safely be ignored.
Instead of trying to outfox intelligent machine-learning security systems, hackers simply “make friends” with them 
– using their own capabilities against them, and helping themselves to whatever they want on a server.
There are all sorts of other ways hackers could fool AI-based security systems. It’s already been shown for example, 
that an AI-based image recognition system could be fooled by changing just a few pixels in an image. In one famous 
experiment at Kyushu University in Japan, scientists were able to fool AI-based image recognition systems nearly 
three quartersof the time, “convincing” them that they were looking not at a cat, but a dog or even a stealth fighter.
Another tactic involves what I call “bobbing and weaving,” where hackers insert signals and processes that have 
no effect on the IT system at all – except to train the AI system to see these as normal. Once it does, hackers can 
use those routines to carry out an attack that the security system will miss – because it’s been trained to “believe” 
that the behavior is irrelevant, or even normal.
Yet another way hackers could compromise an AI-based cybersecurity system is by changing or replacing log files 
– or even just changing their timestamps or other metadata, to further confuse the machine-learning algorithms.

Ways organizations can protect themselves
Thus, the great strength of AI has the potential to be its downfall. Is the answer, then, to shelve AI? That’s definitely 
not going to happen, and there’s no reason for it, either. With proper effort, we can get past this AI glitch, and stop 
the efforts of hackers. Here are some specific ideas:
Conscientiousness: The first thing organizations need to do is to increase their levels of engagement with 
the security process. Companies that install advanced AI security systems tend to become complacent about 
cybersecurity, believing that the system will protect them, and that by installing it they’ve assured their safety.
As we’ve seen, though, that’s not the case. Keeping a human eye on the AI that is ostensibly protecting organizations 
is the first step in ensuring that they are getting their money’s worth out of their cybersecurity systems.
Hardening the AI: One tactic hackers use to attack is inundating an AI system with low-quality data in order to 
confuse it. To protect against this, security systems need to account for the possibility of encountering low-quality 
data.
Stricter controls on how data is evaluated – for example, examining the timestamps on log files more closely to 
determine if they have been tampered with – could take from hackers a weapon that they are currently successfully 
using.
More attention to basic security: Hackers most often infiltrate organizations using their tried and true tactics – 
APT or run of the mill malware. By shoring up their defenses against basic tactics, organizations will be able to 
prevent attacks of any kind – including those using advanced AI – by keeping malware and exploits off their 
networks altogether.
Educating employees on the dangers of responding to phishing pitches – including rewarding those who avoid 
them and/or penalizing those who don’t – along with stronger basic defenses like sandboxes and anti-malware 
systems, and more intelligent AI defense systems can go a long way to protect organizations. AI has the potential 
to keep our digital future safer; with a little help from us, it will be able to avoid manipulation by hackers, and do 
its job properly.
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US warns Israel of ‘Chinese threat’ as Huawei enters solar power 
market
 Stephen Ndegwa In Tel Aviv  

The US has advised Israel to think twice before letting Huawei help develop the country’s solar power infrastructure, 
right after the Chinese firm was forced to close its energy operations in the United States.

Immediately after Huawei Technologies signed a deal with Israeli-based Zing Energy to supply solar inverters for 
energy farms across the country, a senior US official beat the drums over Chinese company’s penetration into 
the “innocent”Israeli market.

“China is a particular concern for us, it has been for some time.”
“We continue to urge countries, not only Israel, to be mindful and cautious when dealing with countries who 
would use infrastructure developments to develop intelligence sources or data sets that can be used against 
those countries,” Deputy Secretary at the US Department of Energy Dan Brouillette said on the sidelines of the 
Cyber Week conference in Tel Aviv.

Huawei announced its entry into the Israeli solar energy market on Wednesday, one day after confirming the 
closure of its inverter supply operations across the Pacific, citing “unwelcoming climate” towards the firm in the 
United States.

For now, the company plans to focus on supplying inverters for multiple 30-megawatt solar farms across Israel. 
They are pretty basic yet crucial components in solar energy systems as they convert the direct current (DC) 
output generated by a solar panel into alternating current (AC), used by all commercial appliances.

The US official did not elaborate on how exactly the Chinese participation on such a minor scale is supposed to 
undermine Israel’s security, but claimed that the “data that is collected off of those solar panels could be used to 
determine other things.”
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Israel desarrolla un Silicon Valley de ciberseguridad en Beerseba
Una quinta parte de la inversión en ciberseguridad en 2018 llegó a Israel y por eso las 
autoridades decidieron levantar un Silicon Valley de la industria en esta ciudad al sur del 
país, muy cerca de la franja de Gaza.
Rodrigo Riquelme

UrielRaviv, consejero económico de la Embajada de Israel en México.Foto: Cortesía de la 
Embajada de Israel en México

El gobierno israelí desarrolla un ecosistema de ciberseguridad en la ciudad de Beerseba, al sur del país de Medio 
Oriente. De acuerdo con Uriel Raviv, consejero económico de la Embajada de Israel en México, una quinta parte 
de los 114,000 millones de dólares que se invirtieron en 2018 —según la firma Gartner— en ciberseguridad llegó 
a Israel y por eso las autoridades decidieron levantar un Silicon Valley de la industria en esta ciudad del desierto 
del Néguev, muy cerca de la franja de Gaza.  

En Israel, operan 400 empresas de ciberseguridad en donde trabajan 13,000 empleados en esta materia. Para Raviv, 
este es un ecosistema que incluye al gobierno y al ejército israelíes, a la academia y a la iniciativa privada, además 
de organizaciones internacionales. Como ejemplo presentó a la unidad 8200, que forma parte de los cuerpos de 
inteligencia del ejército israelí y cuya base se encuentra a 30 kilómetros de Beerseba, la cual es un referente en 
el desarrollo de herramientas de ciberseguridad y ciberataques.   

Lo mismo sucede con el Equipo de Respuesta ante Amenazas Informáticas (CERT, por sus siglas en inglés) de 
Israel, que depende directamente del National Cyber Directorate, adscrito a la oficina del primer ministro israelí, 
un esquema que ha sido sugerido en repetidas ocasiones en México. Dicho equipo envía cada semana una lista 

de amenazas a los funcionarios gubernamentales como Raviv, así como a los sectores de infraestructuras críticas 
y financiero. 

“Se trata de que la unidad 8200 y la Universidad de Ben Gurión, en Beerseba, tengan la facultad de investigar y 
desarrollar herramientas en ciberseguridad; además de generar los incentivos en el sector privado para que las 
compañías decidan asentarse en el sur de Israel”, dijo Raviv a El Economista y añadió que un ejemplo de esto es 
la adquisición de la empresa de ciberseguridad CyActive por parte del gigante de los pagos electrónicos PayPal, 
que decidió establecer la sede de la compañía en el hub de Beerseba. 

“La Unidad de Innovación del Ministerio de Economía israelí cree que la manera de crear innovación y de generar 
un intercambio de información, que es lo más importante en ciberseguridad, es mantener a las personas cerca unos 
de otros. Es lo que creemos y es lo que funciona”, dijo. Este tipo de hubs de innovación están siendo replicados 
en todo el país; en el norte, cerca de la frontera con Líbano, el gobierno está impulsando la creación de un centro 
especializado en tecnología alimentaria o food tech, que junto con la medicina digital y la ciberseguridad integran 
los segmentos más importantes de la economía de Israel.

Cyber Week 2019
Raviv habló con El Economista a propósito de la Conferencia Internacional de Ciberseguridad 2019 (Cyber Week), 
que tendrá lugar del 23 al 28 de junio en Tel Aviv y que es una iniciativa de la Universidad de Tel Aviv y del gobierno 
israelí para promover la ciberseguridad en el mundo. Cyber Week consiste en una semana de conferencias, 
talleres y espacios de relacionamiento que funcionan como una oportunidad para expertos, académicos y jefes 
de Seguridad de la Información (CISO, por su sigla en inglés) para conocer las nuevas tendencias y retos en esta 
materia. Se espera que el evento congregará  a más de 8,000 invitados.

El funcionario israelí adelantó que este año la delegación mexicana que acudirá al Cyber Week estará integrada 
por 10 representantes de empresas mexicanas integradoras de telecomunicaciones y tecnología, —como Sergio 
Rosengaus, CEO de KIO Networks—, así como de compañías tecnológicas de bebidas y alimentos, entre otras.

Desde hace al menos tres años, el gobierno de Israel ha buscado establecer alianzas y delegaciones comerciales, 
especialmente en materia de ciberseguridad. Para Raviv esto se debe a que México es el segundo país más atacado 
en América Latina, después de Brasil y a que se trata de un mercado muy grande que además forma parte de la 
cadena de proveeduría de Estados Unidos. “Estados Unidos quiere que la ciberseguridad sea una parte integral 
de su cadena de proveeduría”, dijo Raviv.    

“Lo que vemos es que hay cada vez más delegaciones de negocios y delegaciones oficiales mexicanas que van a 
Israel para ver lo que hay en tema de soluciones de ciberseguridad y vemos también a los vendedores israelíes 
estableciéndose en México para ofrecer sus productos”, dijo. De las 400 empresas de ciberseguridad israelíes, 
sólo 35 tiene más de 10 millones de dólares de ingresos anuales y de estas, 30 operan en México, ya sea a través 
de distribuidores o con una sucursal en el país.  
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El intercambio comercial entre Israel y México oscila alrededor de 700 millones de dólares en productos y 200 
millones en servicios y abarca la exportación de dispositivos médicos y productos agroalimentarios, así como la 
oferta de servicios de seguridad. En el caso de la ciberseguridad los sectores a los que apuntan las empresas 
israelíes en México son el energético y el financiero.                       

Herramientas requieren aprobación del ejército
Respecto del uso de herramientas cibernéticas que han vulnerado el derecho a la privacidad de personas, como 
es el caso del malware Pegasus, desarrollado por la empresa de origen israelí NSO Group, el cual fue utilizado 
por el gobierno mexicano para llevar a cabo actividades de vigilancia en contra de civiles mexicanos, entre 
periodistas, defensores de derechos humanos y organizaciones de la sociedad civil, Raviv advirtió que para Israel 
es importante que las herramientas de ciberseguridad sean utilizadas de acuerdo con la ley internacional y sin 
violentar los derechos humanos.

Aseguró que el Ministerio de Defensa controla la venta de muchas de estas herramientas tecnológicas. “El Ministerio 
de Defensa controla algunas de las herramientas de acuerdo con sus características. Es decir que el ministerio 
controla estas soluciones según el objetivo para el que van a ser utilizadas y según el cliente al cual se le van 
a vender”, dijo Raviv, aunque añadió que los detalles de las características de estas soluciones corresponden al 
propio Ministerio de Defensa israelí.

Nunca engañes a los medios de comunicación sobre tu 
ciberseguridad: Rami Efrati
Para Rami Efrati, socio director de Strategic Consulting Partners, es necesario que la regulación 
en materia de ciberseguridad considere la diseminación de información sobre ciberataques.
Rodrigo Riquelme

Rami Efrati, ex jefe de la división civil de la Oficina Cibernética Nacional de Israel dentro 
de la Oficina del Primer Ministro. Foto EE: Rodrigo Riquelme

Tel Aviv. “Nunca engañes a los medios de comunicación sobre tu ciberseguidad”, dijo Rami Efrati, ex jefe de la 
división civil de la Oficina Cibernética Nacional de Israel, acerca de la forma en la que las compañías privadas 
deben abordar el haber sido víctimas de ciberataques ante los cuestionamientos de los medios de comunicación. 
“Si no sabes qué pasó, di que no lo sabes pero intenta comunicar el conocimiento que tienes”, añadió.

Para el exmilitar del Ejército israelí es necesario que la regulación en materia de ciberseguridad considere la 
diseminación de información sobre ciberataques considerando que existen lenguajes especialmente diseñados 
para compartir dicha información. “Los medios integran un rol decisivo cuando se trata de crisis nacionales”, 
dijo Efrati durante una reunión con medios de comunicación previa a la novena Conferencia Internacional de 
Ciberseguridad (Cyber Week 2019) organizada por gobierno israelí y la Universidad de Tel Aviv.

“No necesito saber los detalles, pero necesitamos saber qué pasó, porque de otra manera va a haber caos; además 
de que es necesario hacer el análisis forense y diseminar la información”, dijo el también socio director de Strategic 
Consulting Partners y añadió que cree que ha habido cambios en México a raíz del ataque a las conexiones de 
distintas instituciones financieras al Sistema de Pagos Electrónicos Interbancarios (SPEI) de abril del 2018, debido 
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a que el país ha seguido las mejores prácticas de países como Israel. Los Equipos de Respuesta a Amenazas 
Informáticas (CERT) de México e Israel mantienen una colaboración directa.

El gobierno israelí reconoció la ciberseguridad como parte de la seguridad nacional del país desde 2002 y fue 
entonces cuando comenzaron a definirse cuáles serían las infraestructuras críticas que debían ser protegidas 
en el entorno cibernético, que incluyen instalaciones de energía y financieras, entre otras. De acuerdo con Efrati, 
los cinco pilares en los que se basa el éxito de la ciberseguridad israelí —20% de las inversiones mundiales en 
ciberseguridad llegan a Israel— son el ejército, la academia, la industria, la formación de capital humano y los 
laboratorios nacionales de investigación.

No hay diferencia entre ataques cibernéticos y físicos
Para Efrati, las amenazas de Israel en el entorno cibernético se corresponden con los conflictos físicos que enfrenta 
el país. El Ejército Electrónico de Siria, las organizaciones Hezbolá, respaldada por Irán, y Hamas, que controla 
la franja de Gaza son los principales adversarios del país en el ámbito cibernético de la misma forma que en los 
conflictos bélicos.

“No veo diferencias entre los ataques cibernéticos y los cinéticos (sic), a excepción de la atribución. Si alguien 
lanza un misil a Israel, nos tomaría milisegundos identificar desde dónde viene y quién lo lanzó. Cuando se trata 
de ciberseguridad, nadie viene con el mensaje: 'Yo lo hice'”.

De acuerdo con el especialista, anteriormente era posible identificar a los responsables con relativa facilidad 
mediante el análisis forense. Esto cambió cuando las herramientas cibernéticas comenzaron a hacerse menos 
sofisticadas, lo que permitió que nuevos jugadores entraran en el mercado de los ataques, que ahora incluso 
pueden encontrarse en la “darknet” bajo la categoría de “ciberataques como servicio”.  

“Ahora para convertirte en un jugador en el terreno de los ciberataques, no tienes que ser un país muy sofisticado 
como Singapur, Israel, Estados Unidos, Rusia, Corea del Norte o Irán. Puedes encontrar las herramientas en el 
mercado y si quieres, puedes hallar las herramientas más sofisticadas de la NSA (Agencia de Seguridad Nacional 
estadounidense, por su sigla en inglés) que fueron filtradas por Shadowbrokers. Así que las herramientas más 
sofisticadas están a disposición de cualquier persona”, dijo.

Israel desarrolla un Silicon Valley de ciberseguridad en Beer Sheba
Una quinta parte de la inversión en ciberseguridad en 2018 llegó a Israel y por eso las 
autoridades decidieron levantar un Silicon Valley de la industria en esta ciudad al sur del 
país, muy cerca de la franja de Gaza
junio 24, 2019 Categorías: Beer Sheva, Innovación, Israel  por: Rodrigo Riquelme 

Lo mismo sucede con el Equipo de Respuesta ante Amenazas Informáticas (CERT, por sus siglas en inglés) de 
Israel, que depende directamente del National Cyber Directorate, adscrito a la oficina del primer ministro israelí, 
un esquema que ha sido sugerido en repetidas ocasiones en México. Dicho equipo envía cada semana una lista 
de amenazas a los funcionarios gubernamentales como Raviv, así como a los sectores de infraestructuras críticas 
y financiero.

“Se trata de que la unidad 8200 y la Universidad de Ben Gurión, en Beerseba, tengan la facultad de investigar y 
desarrollar herramientas en ciberseguridad; además de generar los incentivos en el sector privado para que las 
compañías decidan asentarse en el sur de Israel”, dijo Raviv a El Economista y añadió que un ejemplo de esto es 
la adquisición de la empresa de ciberseguridad CyActive por parte del gigante de los pagos electrónicos PayPal, 
que decidió establecer la sede de la compañía en el hub de Beerseba.

“La Unidad de Innovación del Ministerio de Economía israelí cree que la manera de crear innovación y de generar 
un intercambio de información, que es lo más importante en ciberseguridad, es mantener a las personas cerca unos 
de otros. Es lo que creemos y es lo que funciona”, dijo. Este tipo de hubs de innovación están siendo replicados 
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en todo el país; en el norte, cerca de la frontera con Líbano, el gobierno está impulsando la creación de un centro 
especializado en tecnología alimentaria o food tech, que junto con la medicina digital y la ciberseguridad integran 
los segmentos más importantes de la economía de Israel.

Cyber Week 2019

Raviv habló con El Economista a propósito de la Conferencia Internacional de Ciberseguridad 2019 (Cyber Week), 
que tendrá lugar del 23 al 28 de junio en Tel Aviv y que es una iniciativa de la Universidad de Tel Aviv y del gobierno 
israelí para promover la ciberseguridad en el mundo. Cyber Week consiste en una semana de conferencias, 
talleres y espacios de relacionamiento que funcionan como una oportunidad para expertos, académicos y jefes 
de Seguridad de la Información (CISO, por su sigla en inglés) para conocer las nuevas tendencias y retos en esta 
materia. Se espera que el evento congregará  a más de 8,000 invitados.

El funcionario israelí adelantó que este año la delegación mexicana que acudirá al Cyber Week estará integrada 
por 10 representantes de empresas mexicanas integradoras de telecomunicaciones y tecnología, —como Sergio 
Rosengaus, CEO de KIO Networks—, así como de compañías tecnológicas de bebidas y alimentos, entre otras.

Desde hace al menos tres años, el gobierno de Israel ha buscado establecer alianzas y delegaciones comerciales, 
especialmente en materia de ciberseguridad. Para Raviv esto se debe a que México es el segundo país más atacado 
en América Latina, después de Brasil y a que se trata de un mercado muy grande que además forma parte de la 
cadena de proveeduría de Estados Unidos. “Estados Unidos quiere que la ciberseguridad sea una parte integral 
de su cadena de proveeduría”, dijo Raviv.

“Lo que vemos es que hay cada vez más delegaciones de negocios y delegaciones oficiales mexicanas que van a 
Israel para ver lo que hay en tema de soluciones de ciberseguridad y vemos también a los vendedores israelíes 
estableciéndose en México para ofrecer sus productos”, dijo. De las 400 empresas de ciberseguridad israelíes, 
sólo 35 tiene más de 10 millones de dólares de ingresos anuales y de estas, 30 operan en México, ya sea a través 
de distribuidores o con una sucursal en el país.

El intercambio comercial entre Israel y México oscila alrededor de 700 millones de dólares en productos y 200 
millones en servicios y abarca la exportación de dispositivos médicos y productos agroalimentarios, así como la 
oferta de servicios de seguridad. En el caso de la ciberseguridad los sectores a los que apuntan las empresas 
israelíes en México son el energético y el financiero.

Herramientas requieren aprobación del ejército

Respecto del uso de herramientas cibernéticas que han vulnerado el derecho a la privacidad de personas, como 
es el caso del malware Pegasus, desarrollado por la empresa de origen israelí NSO Group, el cual fue utilizado 
por el gobierno mexicano para llevar a cabo actividades de vigilancia en contra de civiles mexicanos, entre 
periodistas, defensores de derechos humanos y organizaciones de la sociedad civil, Raviv advirtió que para Israel 

es importante que las herramientas de ciberseguridad sean utilizadas de acuerdo con la ley internacional y sin 
violentar los derechos humanos.

Aseguró que el Ministerio de Defensa controla la venta de muchas de estas herramientas tecnológicas. “El Ministerio 
de Defensa controla algunas de las herramientas de acuerdo con sus características. Es decir que el ministerio 
controla estas soluciones según el objetivo para el que van a ser utilizadas y según el cliente al cual se le van 
a vender”, dijo Raviv, aunque añadió que los detalles de las características de estas soluciones corresponden al 
propio Ministerio de Defensa israelí.
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Cele mai mari nume din domeniul securitatii cibernetice se reunesc 
la Tel Aviv, in cadrul Cyber Week 2019
Andrei Brindusescu

Ajuns la a noua editie, evenimentul dedicat securitatii cibernetice se desfasoara la Universitatea din Tel Aviv, si 
reuneste peste 8000 de participanti din 80 de tari.

In ultimii ani, securitatea cibernetica a cunoscut o crestere a popularitatii si importantei, odata cu dezvoltarea 
tehnologiilor precum IoT (Internet of Things), Big Data sau Blockchain. Avansul tehnologic este o sabie cu doua 
taisuri, care ajuta atat industria de securitate, cat si atacatorii.

In acest context are loc Cyber Week 2019, eveniment ce se desfasoara la Tel Aviv in perioada 23-27 iunie si reuneste 
cele mai mari nume din domeniul securitatii cibernetice, avand peste 400 de speakeri si 50 de evenimente diferite, 
dedicate startup-urilor, femeilor care lucreaza in acest domeniu sau tinerilor pasionati de securitatea cibernetica.

Printre speakeri se numara Yigal Unna, directorul general al Directoratului National de Cibernetica din Israel, Isaac 
Ben-Israel, seful Agentiei Spatiale Israeliene, si Chris Young, CEO-ul McAfee. Miercuri este asteptata si prezenta 
prim-ministrului Benjamin Netanyahu.

Israel este una dintre putinele tari care au o linie speciala de telefon dedicata alertelor cibernetice, 119, un serviciu 
gratuit, care functioneaza non-stop. In Romania, un serviciu similar a fost lansat pe 2 mai, de catre Centrul National 

de Raspuns la Incidente de Securitate Cibernetica (CERT-RO). Numarul pe care utilizatorii
care au probleme de natura cibernetica il pot apela este 1911.

Israelul se numara printre primele cinci tari la nivel mondial, in domeniul securitatii cibernetice, fiind o tinta 
constanta a atacurilor de acest fel.



In cooperation with:

131130

Conflictos cibernéticos entre países afectan al sector privado: ex 
director de la NSA
De acuerdo con Mike Rogers, ex director de la Agencia Nacional de Seguridad de Estados 
Unidos, los conflictos cibernéticos como el que mantienen Estados Unidos e Irán están 
afectando a compañías privadas.
Rodrigo Riquelme

Mike Rogers, ex director de la NSA, y Nadav Zafrir, ex comandante de la Unidad 8200 del 
Ejército israelí. Foto EE: Rodrigo Riquelme

Tel Aviv. Aunque los conflictos en el ciberespacio entre estados nación ofrecen a los países la posibilidad de enviar 
mensajes con un menor riesgo de ocasionar una escalada bélica, al mismo tiempo pueden borrar la división entre 
gobierno e iniciativa privada y afectar a compañías que representan un poder económico, de acuerdo con Michael 
Rogers, ex director de la Agencia Nacional de Ciberseguridad de Estados Unidos, quien habló durante la sesión 
plenaria de la novena Conferencia Internacional de Ciberseguridad organizada por la Universidad de Tel Aviv.

En conversación con el excomandante de la Unidad 8200 del Ejército israelí, especializada en inteligencia y 
ciberseguridad, Nadav Zafrir, Rogers advirtió que países como Irán pueden tomar a empresas del sector privado 
como extensiones de los estados nación. “Vemos que el ciberespacio, que ha sido un elemento continuo de la 
competencia diaria entre los estados, será parte del conflicto entre naciones. Tanto Estados Unidos como Irán 
ven a la ciberseguridad como una opción de respuesta potencial que ofrece un riesgo menor que un ataque 
cinético", dijo Rogers  

El exmilitar estadounidense aseguró que “Estados Unidos utilizó el ciberespacio para responder el ataque del 
ejército (iraní). Irán eligió la opción de respuesta cibernética para ir no sólo contra las entidades del gobierno 
de EU, sino también contra las entidades del sector privado” y añadió que mientras que los países occidentales, 
especialmente Estados Unidos, siempre han trazado una línea entre el gobierno y el sector privado, otras naciones 
no hacen esta distinción, por lo que, para el sector privado, la respuesta iraní enseña que algunos serán vistos 
como extensiones del Estado.   

De acuerdo con la prensa estadounidense, en días pasados, el presidente Donald Trump autorizó un ciberataque 
en contra de una unidad de inteligencia iraní como represalia por haber derribado un dron propiedad del ejército 
de EU. Según la agencia AFP, el gobierno iraní replicó que el ciberataque estadounidense no tuvo éxito. 

Una columna de opinión en The Washington Post, firmada por Joseph Marks, que cita un correo electrónico enviado 
por Chris Krebs, director de la división de ciberseguridad del Departamento de Seguridad Interior, advirtió que 
hackers iraníes están atacando a compañías estadounidenses con software malicioso especializado que borra los 
contenidos de las redes computacionales en lugar de robar la información. Siguiendo algunos comentarios de la 
firma de ciberseguridad FireEye, Marks afirmó que los iraníes también podrían realizar ataques de ransomware 
que bloqueen el acceso a las computadores de sus víctimas o lanzar ataques de denegación de servicio (DDoS) 
que atenten contra la disponibilidad de su información.  

Hace unas semanas, The New York Times publicó una investigación que revela que el gobierno de Estados Unidos 
mantiene una operación de infiltración del sistema de generación de energía eléctrica ruso, a lo que el gobierno 
de Rusia respondió que los ataques de Estados Unidos podrían escalar hacia una ciberguerra.  

Rogers fue director de la Agencia Nacional de Seguridad (NSA) de Estados Unidos entre 2014 y 2018. Asumió el cargo 
un año después de las revelaciones acerca del espionaje de la NSA en contra de la población civil estadounidense 
realizadas por el excontratista de la agencia estadounidense Edward Snowden. También fungió como comandante 
del Comando Cibernético de la Flota de Estados Unidos.

Acerca del incremento de las amenazas de ciberseguridad en el mundo, Rogers advirtió que están se volverán 
cada vez más complicadas debido a que la superficie de ataque está creciendo. “Si tú observas el poder de la 
inteligencia artificial y el aprendizaje automático, van a ofrecer excelentes capacidades defensivas, pero también 
ofrecerán a los atacantes muchas más opciones”.
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Tel Aviv: “capitale mondiale” de la cybersécurité (N. Barak)
By Haï - Juin 26, 2019

Le chef du Mossad, Yossi Cohen, prononce un discours devant la Cyber Week à l’Université de Tel 
Aviv le 24 juin 2019. Photo de Flash90

Des experts mondiaux en cybersécurité se réunissent à la Cyber Week en Israël

L’industrie de la cybersécurité en plein essor d’Israël a doublé de taille au cours des cinq dernières années et 
compte maintenant quelque 750 entreprises.

Par Naama Barak  LE 26 JUIN 2019 À 13H05
L’importance de l’industrie israélienne de la cybersécurité était au rendez-vous cette semaine à la 9e Conférence 
annuelle de la Cyber Week à l’Université de Tel Aviv, qui a rassemblé des milliers de participants du monde entier 
pour se tenir au courant des dernières réalisations et des nouveaux défis dans ce domaine en constante évolution. .

L’événement d’une semaine, la plus grande conférence sur la cyber-technologie à l’extérieur des États-Unis, a 
débuté dimanche, alors que le premier des 8 000 participants de 80 pays différents a commencé à se rassembler 
lors de certains des 50 événements organisés à l’Université de Tel Aviv.

Des centaines d’entreprises et de startups israéliennes ont participé à cet événement, illustrant la position de 
leader d’Israël dans le monde.

Quatre cents orateurs devaient prendre la parole à l’exposition, parmi lesquels le Premier ministre Benjamin 
Netanyahu, le chef du Mossad Yossi Cohen et des personnalités israéliennes de la cybersécurité telles que le 
fondateur et PDG de Check Point, Gil Shwed.

Parmi les conférenciers étrangers figuraient l’ancien sénateur Joseph Lieberman, la maire de Washington DC, Muriel 
E. Bowser, l’ancien directeur de la NSA et ancien chef du Cyber Command américain Mike Rogers et le directeur 
de la Cybersecurity and Infrastructure Security Agency, Christopher C. Krebs.

Les panels de la conférence ont abordé des sujets tels que les cyberattaques contre les nations, la cybersécurité 
pour l’aviation, les femmes dans la cybersécurité et les perspectives universitaires sur les défis de la cybersécurité.

Parmi les participants figuraient des représentants de sociétés telles que Microsoft, McAfee, Bosch et IBM, ainsi 
que des fondateurs et innovateurs de startups israéliennes dans le domaine de la cybersécurité.

Selon un rapport publié par la Direction nationale de la cyber-sécurité israélienne avant la conférence, le nombre 
de sociétés de cybersécurité en Israël a doublé au cours des cinq dernières années, touchant 752 entreprises 
employant 20 500 travailleurs israéliens.

De 2014 à 2018, les entreprises israéliennes de cybersécurité ont collecté 3,9 milliards de dollars en 501 levées 
de fonds. En 2017, elles ont atteint des exportations évaluées à environ 6 milliards de dollars, a ajouté le rapport.

Le rapport indique également que le principal problème auquel le secteur de la cybersécurité est confrontée est 
la disponibilité de la main-d’œuvre. En effet, 90% des employeurs affirment que l’embauche d’employés reste le 
principal défi.
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Эксперт США: кибератаки становятся частью боевых 
действий

Напряженность в отношениях между США и Ираном и ее переход во взаимные кибератаки 
указывают на то, что кибернетическая война становится частью военных действий, заявил во 
вторник Майк Роджерс (Mike Rogers), бывший директор Агентства национальной безопасности 
США и бывший глава киберкомандования США на конференции в Тель-Авиве. 

"Мы видим, что кибервойна, которая является постоянной частью ежедневной конкуренции 
между странами, становится частью конфликта между государствами", - сказал господин 
Роджерс на конференции "Cyber Week" в Тель-Авивском университете. 

В понедельник иранский министр заявил, что США потерпели неудачу в своих кибератаках 
против Ирана после того, как Тегеран сбил американский беспилотник в конце прошлой 
недели. В воскресенье "New York Times" сообщила, что военные и разведывательные органы 
США готовят планы дополнительных кибератак против иранских целей.

Chcete hacknout banku? Nástroje seženete stejně snadno jako 
viagru, říká izraelský expert
Milan Rokos

„Na darknetu si můžete koupit demo verze hackerských útoků, Prodávají se i špičkové nástroje, 
které používá NSA a CIA,“ říká Rami Efrati, legenda izraelské kybernetické bezpečnosti. Izraelští 
experti navíc předvídají, že v blízké budoucnosti budou na internetu „řádit“ i autonomní 
hackerské systémy.

Když v polovině května vvrcholila mezinárodní hudební soutěž Eurovize, oblétla svět zpráva o hackerském útoku 
na izraelskou televizi. V zemi, která soutěž pořádala, viděli místo ní chvíli diváci falešné video o výbuších v Tel 
Avivu. Jen díky vyspělosti izraelské kybernetické bezpečnosti se podařilo zabránit dalšímu útoku, který měl za cíl 
ochromit vysílání mířící do celého světa. „Ještě před pár lety jsme si nedovedli představit, že se budeme zabývat 
ochranou Eurovize,“ řekl INFO.CZ izraelský bezpečnostní zdroj, který poukázal na to, že kybernetická bezpečnost 
se stále více dotýká prakticky každého aspektu lidského života.

Hrozbou je Írán a jeho spojenci

Při hackerských útocích už dávno nejde jen o finanční kriminalitu, riziko je mnohem vyšší. Hackeři napadají běžně 
i státní instituce a klíčovou infrastrukturu, jejich cílem může být i terorismus a ztráty na životech. Izrael má přitom 
v regionu řadu nepřátel: „Mezi největší hrozby pro Izrael patří Syrská elektronická armáda, Hizballáh, který je 
podporovaný Íránem, Hamás, jenž provádí útoky sám, a samozřejmě Írán. Nerozlišuji přitom, zda to jsou kybernetické, 
nebo konvenční útoky,“ tvrdí Rami Efrati, izraelský velvyslanec pro kybernetickou bezpečnost.

Jak ve čtvrtek informoval deník The Jerusalem Post, útoku z Ruska byly v posledních třech týdnech vystaveny 
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izraelské letecké navigační systémy. Izraelský letištní úřad podle deníku oznámil, že piloti mají problémy s přistáním 
a zažívají záhadné poruchy. Rusko podle očekávání obvinění odmítlo.

Efrati, jenž sloužil 28 let v izraelské armádě a později se věnoval podnikání v oblasti kybernetické bezpečnosti, 
upozorňuje, že sofistikovaný počítačový útok vůbec nemusí provést jen digitálně vyspělé státy typu USA, Singapuru, 
Izraele nebo Ruska. „Technologie si můžete velmi levně koupit na darknetu, a to včetně těch nejvyspělejších nástrojů 
používaných NSA nebo CIA,“ říká. Na darknetu se už neprodávají jen nástroje, ale i celé služby pro kybernetické 
útoky, nabízí se prý i demo verze. „Chcete nástroj k hacknutí banky? Není problém, na darknetu se prodávají stejně 
jako Kalašnkovy nebo viagra,“ upozorňuje veterán oboru.

Autonomní hackerské systémy se blíží

S rychlým rozvojem technologií a průnikem digitalizace do oborů, kde dříve nebyla potřeba, jako je zemědělství 
či stavebnictví, se zvyšují i možnosti útoků. V nejbližších letech se dá podle izraelských bezpečnostních expertů 
očekávat vznik autonomních hackerských systémů, které budou – stejně jako obrana proti nim – využívat umělou 
inteligenci. Právě tato oblast izraelského technologického průmyslu roste v poslední době vůbec nejrychleji.

„Jednoho dne jsme si uvědomili, že naše výhoda proti ostatním – digitalizace – se může obrátit v nevýhodu a větší 
zranitelnost,“ vzpomíná profesor Izák Ben Jisrael, šéf Izraelské vesmírné agentury a zakladatel konference Cyber 
Week, která se konala tento týden v Tel Avivu. Sjelo se na ní na 8000 hostů z 80 států světa.

Kybernetická bezpečnost, o níž se dříve mluvilo jako o informační bezpečnosti, se stala veřejným tématem po útoku 
na íránské jaderné centrifugy v roce 2010. Zatímco dříve šlo výhradně o téma pro resort obrany a tajné služby, 
najednou o něm diskutovali i obyčejní lidé v ulicích. „Tehdy si mě povolal premiér (Benjamin) Netanjahu s tím, že 
se vláda rozhodla chránit kritickou infrastrukturu. Řekl jsem mu, že bychom se měli připravit na skokový nárůst 
útoků ze strany našich sousedů v regionu,“ líčil Izák Ben Jisrael.

Zároveň mu ale bylo jasné, že vzhledem k rychle se rozvíjejícím technologiím nelze udělat pěti- či desetiletý plán 
kybernetické obrany. Rozhodl se proto navrhnout vybudování ekosystému – jedním z jeho pilířů je slavná izraelská 
start-upová kultura – který by naučil lidi, co dělat v případě hrozby. Národní program s tímto cílem proto vláda 
spustila v roce 2012, hned o rok později propukla aféra bývalého pracovníka NSA Edwarda Snowdena. „Tehdy všichni 
pochopili, že tu máme problém konfliktu mezi soukromím a kybernetickou bezpečností,“ naráží na známý fakt.

Tajným službám lidé nevěří

Jak ho Izraelci vyřešili? „Řídili jsme se třemi principy. Za prvé nám bylo jasné, že kybernetická bezpečnost nemůže 
spadat pod tajné služby, těm totiž lidé nevěří. Druhým principem bylo to, že cílem není chytit viníky útoku, ale 
pouze zabezpečit systémy. No a třetím bylo to, že nový úřad musí mít technologie, která používají metadata, a ne 
obsah.“. Zjednodušeně řečeno, systém nečte obsah e-mailů, ale sleduje jejich toky ve virtuálním prostoru.

„Zcivilnění“ kybernetické bezpečnosti se odehrávalo nejenom prostřednictvím výše zmíněných start-upů, ale i na 
univerzitách, kde se otevřela kybernetická centra. Obor kybernetická bezpečnost se ale učí i děti ve čtvrté třídě 
na základní škole.

„Naším cílem je být světovými lídry v tomto oboru,“ zaznívá opakovaně od izraelských představitelů. Nakročeno mají 
solidně: v židovském státu nyní působí přes čtyři stovky firem specializujících se na kybernetickou bezpečnost a 
za posledních let obor vynesl 4,4 miliardy dolarů. Každý rok vznikají desítky nových firem a izraelské investice do 
civilní kybernetické bezpečnosti činí 18 procent těchto investic z celého světa.

A Tel-Aviv, le soft power du «Cyber Israël»
Par Amaelle Guiton, envoyée spéciale à Tel-Aviv (Israël) 

Chaque semaine, chronique des jeux de pouvoir et de l’art de la guerre dans le cyberespace. Aujourd'hui : échos 
de la «Cyber Week», vitrine estivale du modèle cybersécuritaire de l'Etat hébreu.

Dans le logo de la Direction nationale cyber israélienne (INCD), l’autorité gouvernementale chargée de la «protection 
du cyberespace civil» (équivalent de l’Anssi française), le nom de l’institution apparaît en tout petit, sous le slogan 
(bien visible, lui) «Cyber Israël» : c’est peu dire que la «start-up nation» du Proche-Orient cultive son image dans les 
moindres détails. Et pour cause : en une décennie, l’Etat hébreu a fait de la cybersécurité sa vitrine, autant qu’un 
instrument privilégié de soft power. En témoigne la tenue chaque année, à l’université de Tel-Aviv, de la «Cyber 
Week», grand raout du secteur qui a réuni pour sa neuvième édition, du dimanche 23 au jeudi 27 juin, quelque 8 
000 participants venus de 80 pays, et près de 400 intervenants.

Stuxnet, le point de départ

Ce n’est pas un hasard si la première édition de la Cyber Week a eu lieu en 2011. Un an plus tôt, «l’attaque contre 
les centrifugeuses iraniennes d’enrichissement d’uranium a été révélée : du jour au lendemain, le monde entier 
s’est mis à parler de cybersécurité», rappelait mardi devant un parterre de journalistes le major-général à la retraite 
Isaac Ben Israël, chargé à l’époque par Benyamin Nétanyahou de plancher sur une doctrine nationale en la matière, 
et aujourd’hui à la tête du Centre Blavatnik de recherche interdisciplinaire cyber (ICRC) de l’université de Tel-Aviv. 
Ce qui, au passage, ne manque pas de sel : si la découverte de Stuxnet a en effet poussé nombre de pays à passer 
la surmultipliée en matière de sécurité informatique, le virus conçu pour ralentir le programme nucléaire iranien 
est, de longue date, réputé avoir été développé en tandem par l’unité 8200 de l’armée israélienne, chargée du 
renseignement technique, et son homologue américaine, la NSA.

Neuf ans plus tard, l’Etat hébreu s’enorgueillit de ses 500 entreprises dans le secteur de la cybersécurité. Un 
Nétanyahou en campagne vient rappeler la volonté du pays de compter parmi les «leaders mondiaux». Le «modèle 
israélien» tourne à plein, caractérisé par une très forte proximité entre Etat, universités et entreprises, mais aussi 
par la manière dont le renseignement militaire nourrit le secteur privé. On ne compte plus les vétérans de 8200 
à la tête d’entreprises reconnues, tel le vaisseau amiral Check Point, ou de start-up (mais aussi d’officines aux 
activités plus sulfureuses, comme NSO, spécialiste des logiciels espions), au point que la fameuse unité militaire 
est devenue une marque.

L’Iran, ennemi principal

Le tout nourrit une «cyberdiplomatie» fort active : l’édition 2019 de la Cyber Week a accueilli des représentants 
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de ministères américains, comme le secrétaire adjoint à l’Energie, Dan Brouillette, la maire de Washington, Muriel 
Bowser, ou encore une délégation française emmenée par l’ambassadeur pour le numérique, Henri Verdier.

En plein regain de tension entre Washington et Téhéran, l’Iran fait plus que jamais figure d’ennemi principal : 
«C’est l’un des cinq acteurs les plus actifs en matière de cyberattaques, partout dans le monde et en particulier 
au Moyen-Orient», affirmait mercredi le patron de la Direction nationale cyber, Yigal Unna, pour qui la République 
islamique est plus menaçante pour les pays du Golfe que pour Israël, «mieux protégé». L’Iran était également au 
menu d’une conversation entre Mike Rogers, l’ancien directeur de la NSA, et Nadav Zafrir, ex-patron de l’unité 8200, 
aujourd’hui à la tête du fonds de capital-risque Team8 et VRP du modèle cybersécuritaire israélien.

Au demeurant, c’est un autre acteur qui a eu les honneurs des gros titres. L’entreprise israélo-américaine Cybereason 
a en effet révélé une vaste opération d’espionnage qui a visé pendant plusieurs années une dizaine de grands 
opérateurs télécoms, dans le but de dérober des données concernant au moins une vingtaine de cibles liées à 
la Chine. Selon les chercheurs de Cybereason, plusieurs indices pointent – sans certitude absolue – vers APT10, 
un groupe d’attaquants suspecté d’être lié à Pékin, dont deux membres présumés ont été inculpés l’an dernier 
par la justice américaine.

Israel, crónica de una estrategia nacional de ciberseguridad exitosa
A diferencia de México, Israel tiene una estrategia de ciberseguridad desde 2010, aunque el 
gobierno israelí reconoce el ciberespacio como un elemento de seguridad nacional desde 
2002.
Rodrigo Riquelme

Isaac Ben-Israel, director de la Agencia Espacial Israelí y del Consejo Nacional de 
Investigación y Desarrollo, profesor de la Universidad de Tel Aviv y director de la 
Conferencia Internacional de Ciberseguridad (Cyber Week). Foto EE: Rodrigo Riquelme

Tel Aviv. Si la posibilidad de desaparecer las tecnologías cibernéticas de la faz de la Tierra estuviera en sus manos, 
el profesor de la Universidad de Tel Aviv, Isaac Ben-Israel, tomaría la decisión sin dudarlo. Para el militar retirado del 
ejército israelí, estas tecnologías han creado en el ser humano una dependencia que es ahora más una debilidad 
que una ventaja.

En el año 2010, Ben-Israel fue llamado por el primer ministro de Israel Benjamín Netanyahu para mostrarle una 
carta que aquél le había enviado en 1997. En la carta, el profesor advertía que la relativa ventaja que tenía Israel 
al controlar ciertas tecnologías podría convertirse en una desventaja porque, a diferencia de los vecinos de este 
país —Libano, Jordanía, Siria y Egipto—, en Israel todo está controlado por computadoras: desde la producción de 
energía y el suministro de agua hasta el transporte y el sistema bancario.

La llamada de Netanyahu en 2010 se debía a que, en su misiva, Ben-Israel pronosticaba que algún día todo el 
mundo —y no sólo los cuerpos de inteligencia militares— entendería la necesidad de la ciberseguridad en los 
sistemas de cómputo. Esto ocurrió justamente en el 2010, cuando se dio a conocer el ciberataque en contra del 
programa nuclear iraní mediante el uso del malware Stuxnet, una pieza considerada una ciberarma que se le ha 
adjudicado a los gobiernos de Estados Unidos e Israel en conjunto, aunque ninguno de estos países ha admitido 
esta responsabilidad.
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“En un día, el mundo entero comenzó a hablar de ciberseguridad”, dijo Isaac Ben-Israel a un grupo de periodistas 
que acudimos a la Conferencia Internacional de Ciberseguridad (Cyber Week 2019) en Tel Aviv. “Lo que hicimos 
en 2010 fue que entendimos que no había forma de mantener a la ciberseguridad detrás de los muros de secrecía 
en los que se encontraba, por lo que la volvimos un objeto para la vida civil normal”.

Plan Nacional de Ciberseguridad

Aunque el Estado israelí considera a la ciberseguridad como parte de la seguridad nacional desde 2002 —en buena 
medida a causa de la carta escrita por Ben-Israel—, fue a partir del año 2010 que comenzaron a establecerse las 
bases de lo que hoy es el Plan Nacional de Ciberseguridad de este país. 

El llamado de Netanyahu a Ben-Israel no sólo tenía la intención de mostrarle la carta que este había escrito en 
1997. El primer ministro israelí le encomendó al profesor la misión de desarrollar una fuerza de tarea que se 
encargara de estimar las amenazas que enfrentaría Israel en el ciberespacio, buscar las soluciones ante estas 
amenazas y ordenarlas según ciertas prioridades. Todo esto con el fin de elaborar un Plan Nacional de Desarrollo 
de Ciberseguridad en un plazo de cinco años.

Ben-Israel le confesó a Netanyahu que esta misión no podía llevarse a cabo, porque resulta imposible conocer 
las amenazas o las soluciones a estas amenazas en un periodo de cinco años. “Cuando se habla de tecnología 
computacional, tienes una nueva generación cada año y medio y cuando se habla de tecnología de ciberseguridad, 
esto se reduce a un año, porque estás más cerca de la capa de software que de la de hardware”, dijo.

De acuerdo con Ben-Israel lo único que podía hacerse era construir el conocimiento adecuado y capacitar a 
las personas de acuerdo con este conocimiento para que cuando se presentara una amenaza cibernética, éstas 
pudieran reaccionar de forma rápida y adecuada de acuerdo con ese conocimiento.

En enero del 2012, fue lanzado el Programa Nacional de Ciberseguridad de Israel, cuya principal oficina, el Buró 
Nacional de Ciberseguridad de Israel, dependía directamente de la oficina del primer ministro y cuya función 
no sería defender a Israel de ciberataques sino construir un ecosistema de talento y capacidades en materia de 
ciberseguridad.

En la actualidad, el Programa Nacional de Ciberseguridad de Israel incluye la existencia de un grupo de Equipos 
de Respuestas ante Emergencias Informáticas (CERT) especializados en seguridad nacional, instituciones 
financieras, infraestructura energética, a los que próximamente se añadirán equipos especializados en seguridad 
en telecomunicaciones, salud, medio ambiente y transporte.

El programa también abarca el desarrollo de un complejo especializado en ciberseguridad en la ciudad de Bersebá 
y la creación de una línea telefónica de atención ante emergencias cibernéticas, el número 119. Además, tan sólo 
en la Universidad de Tel Aviv se encuentran 250 investigadores dedicados a la ciberseguridad, lo que se suma 
a la existencia de varias carreras en esta materia tanto en esta universidad como en todo el país, un ecosistema 
que se agrupa una semana al año en la Conferencia Internacional de Ciberseguridad (Cyber Week).

Balancear la ecuación: ciberseguridad vs privacidad

En 2013, las revelaciones sobre los programas de vigilancia que el gobierno de Estados Unidos realizaba en contra 
de sus propios ciudadanos pusieron en el centro de la discusión en torno a la ciberseguridad la tensión que existe 
entre esta materia y la privacidad de las personas. “Mientras más eficiente sea en implementar la seguridad en la 
red en mi país, más riesgo hay de que se viole la privacidad de mis propios ciudadanos. No porque tenga sospechas 
de que están actuando en mi contra, sino porque necesito vigilar ciegamente a todos porque no sé desde dónde 
vendrá un ataque”, dijo Ben-Israel.

Por esta razón, el gobierno israelí decidió separar las funciones de inteligencia y seguridad nacional de las de 
ciberseguridad, lo que condujo a que la actual misión de la rama civil que integra el Directorado Nacional de 
Ciberseguridad de Israel no sea la persecución de cibercriminales, a la que se dedican diversas fuerzas del orden 
como el Shin Bet, la agencia de inteligencia israelí y la policía, sino limpiar el ciberespacio israelí de todo aquel 
malware que pudiera afectar a su red.

“Por eso desde 2015 usamos una herramienta de inteligencia artificial que nos permite analizar anomalías dentro 
de la red sin la necesidad de entrar al nivel de contenido de los mensajes que se envían. Si tenemos la sospecha 
de que una pieza de código tiene un origen particular, entonces acudimos a otra agencia que a su vez tendrá 
que acudir a un juez para solicitar el permiso para vigilar esa pieza de código únicamente y no toda la red”, dijo.

A diferencia de México, que ha intentado sin éxito desarrollar una estrategia nacional de ciberseguridad desde 
hace al menos tres años, Singapur y Reino Unido son dos países que han imitado el programa elaborado por Israel, 
que también incluye la educación en materia de ciberseguridad desde los niveles más básicos de la educación, 
pasando por la educación media superior hasta llegar a carreras universitarias enteras dedicadas a esta materia.

Para el profesor Ben-Israel, en términos básicos, la ciberseguridad se define como la protección contra el abuso 
de la debilidad que supone la dependencia del ser humano de las computadoras. “Si yo pudiera decir: Hay que 
desaparecer las tecnologías cibernéticas del mundo, lo haría. Porque como les decía, Israel depende mucho de 
los sistemas computacionales y por esta razón somos mucho más vulnerables que los demás”, remató.

Este reportero acudió a la novena Conferencia Internacional de Ciberseguridad (Cyber Week 2019) por invitación 
del Ministerio de Asuntos Exteriores de Israel, que cubrió todos los gastos de alojamiento, alimentación y transporte 
necesarios para cubrir dicho evento.
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INCD: Yigal Unna en Cyber Week: Irán es una de las principales 
amenazas cibernéticas en Oriente Medio

INCD: Yigal Unna en Cyber Week: Irán es una de las 
principales amenazas cibernéticas en Oriente Medio

«Irán y sus representantes siguen planteando una principal amenaza cibernética en el Medio Oriente», dijo Yigal 
Unna, Director General de la Dirección Nacional de Cibernética de Israel, la semana pasada en la conferencia de la 
Semana Cibernética celebrada en la Universidad de Tel Aviv. «Israel está preparado para las amenazas cibernéticas; 
tenemos la capacidad de responder enérgicamente a los atacantes cibernéticos, y no necesariamente en el mismo 
vector que el ataque».

Unna presentó datos según los cuales los iraníes se encuentran entre los cinco actores estatales más activos 
en el ciberespacio. «Los iraníes están y han estado continuamente activos durante un largo período de tiempo 
desplegando ataques amplios, incluidos ataques para reunir inteligencia, ataques para causar cambios en la 
mentalidad, así como ataques destinados a causar daño y destrucción a los sistemas. Irán es uno de los Sólo los 
países para ejecutar ataques destructivos, principalmente contra los estados del Golfo».

Algunas de las tendencias más recientes y más generalizadas de ataque en el mundo cibernético que presentó 
Unna incluyen un enfoque adicional en los ataques a la cadena de suministro, ataques de rescate dirigidos a 
grandes corporaciones, un aumento sustancial de revelaciones de vulnerabilidades en diversas infraestructuras 
tecnológicas y Disminución sustancial en la cantidad de tiempo entre el descubrimiento de una vulnerabilidad 
y su explotación.

De acuerdo con los datos presentados por Unna en la conferencia, que se celebró esta semana bajo la dirección 
de la Dirección Cibernética y el Centro Blavatnik en la Universidad de Tel Aviv, la industria cibernética israelí está 

en camino de romper nuevos récords en la obtención de capital este año. Solo en el último semestre, 40 firmas 
cibernéticas israelíes recaudaron un total de 850 millones de dólares, en comparación con 1.100 millones de 
dólares en el año 2018 (total). Del mismo modo, en el último semestre las firmas cibernéticas israelíes registraron 
siete salidas por un total de 1.500 millones de dólares.

Además, Unna presentó en la conferencia por primera vez los resultados de una nueva encuesta dirigida por la 
Dirección Nacional de Cibernética entre empresas del sector privado. Según la encuesta, parece que el 68% de las 
empresas en la economía experimentaron al menos un ataque cibernético o un intento de ataque cibernético en 
el último año (de cualquier tipo) contra sus organizaciones. El 63% de los que informaron incidentes cibernéticos 
también notaron que no se incurrió en daños como resultado.

La encuesta también indica que el 84% de las empresas tiene un presupuesto dedicado de defensa cibernética, 
y aproximadamente el 80% afirma que el tema de la defensa cibernética tiene una alta prioridad en su orden de 
prioridades, especialmente entre las empresas en los campos de la información y las comunicaciones, como así 
como empresas que operan a nivel internacional. Además, el 75% de las empresas ya tienen un administrador 
cibernético. Del mismo modo, alrededor del 60% de las organizaciones están acostumbradas a proporcionar una 
actualización de defensa cibernética a su junta directiva al menos una vez por trimestre.

Los hallazgos de la encuesta también indican que la razón principal para la inversión en el ciberespacio es el 
alto nivel de concienciación entre la administración del problema. Se observó un alto nivel de conciencia de la 
gerencia sobre temas cibernéticos con una prevalencia relativamente alta entre las compañías que operan a nivel 
internacional.

300 empresas respondieron la encuesta, formando una muestra representativa del sector privado en Israel y 
de todas las compañías de las diferentes industrias. La encuesta fue realizada por la empresa de sondeo MIS y 
encargada por la Dirección Nacional de Cibernética. 
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Cybersécurité : Israël a une forte longueur d’avance
Soumis par Patrick

TEL-AVIV – Je rentre tout juste de la 9e édition du la Cyber Week de Tel-Aviv, une conférence mondiale sur la 
cybersécurité qui a réuni 8000 participants, et force est de constater qu’Israël est à l’avant-garde à l’égard des 
cyberattaques de toutes sortes.

Je ne suis pas sûr que le vol de données des clients au Mouvement Desjardins au Québec aurait pu avoir lieu 
en Israël, compte tenu de l’écosystème unique créé depuis 2002 pour soutenir ce secteur en émergence de 
l’économie du pays.

Israël est deux fois plus petit que la Suisse mais compte 9 million d’habitants, soit une population légèrement 
supérieure à celle du Québec. Le secteur de la haute technologie y représente 8,4 % des emplois, 12 % du produit 
intérieur brut annuel et 43 % des exportations. De fait, les exportations d’Israël en cybersécurité se sont élevées 
à 6 milliards de dollars USD en 2017.

Juste à elle seule, la Israel Innovation Authority injecte plus de 500 millions de dollars USD chaque année dans 
les start-ups du pays. Au total, ce sont près de 940 millions de dollars qui ont été investis dans le domaine de la 
cybersécurité au pays 2018, surtout par les grandes multinationales qui y ont établi des centres de recherche. 
Les 752 entreprises de cybersécurité recensées en Israël à la fin de 2018 (y compris les 367 firmes créées entre 
2013 et 2018) ont pu compter sur 3,9 milliards de dollars de financement. On parle de 20 500 employés dans ce 
secteur, dont la moitié sont des start-ups privées.

Israël mise sur la recherche et développement (R&D) et y consacre près de 4,3 % de son PIB annuel, soit le double 
de la moyenne des pays membres de l’OCDE (2,4 %). Le Canada y fait piètre figure avec un maigre 1,6 %. C’est avec 
la R&D qu’Israël a donné naissance aux Waze, ICQ et Sodastream de ce monde.

Israël a une approche capitaliste dans ce domaine. L’idée est assez simple : 95 % des start-ups connaissent un 
échec, mais le droit à l’échec est l’un des fondements de l’écosystème du pays.

10 % des projets financés par la Israel Innovation Authority sont dans le domaine de la cybersécurité. Plusieurs des 
projets sont risqués, et une partie du capital de risque privé provient des États-Unis ou d’acteurs importants tels 
que la Jerusalem Venture Partners. Juste pour 2018, la valeur boursière des entreprises qui ont quitté le secteur 
privé ou qui ont fusionné a atteint 12,6 milliards de dollars USD en Israël.

Cet écosystème repose également sur le service militaire obligatoire. Durant un minimum de trois ans, un certain 
nombre de jeunes de 21 à 24 ans sont intégrés à des unités de recherche en défense et en cybersécurité comme 
celle l’Unité 8200. À leur sortie de l’armée, une partie de ces gens créent des start-ups privées en cybersécurité 
avec l’aide des sociétés d’État du pays. C’est ce qui a donné naissance au fil des années à des entreprises florissantes 

et cotées en bourse comme Check Point Software Technologies et Cyber Ark.

D’ailleurs, Israël consacre 5 % de son budget annuel à la défense en raison des menaces régionales que sont l’Iran, 
l’Arabie saoudite et la Syrie, par exemple.

Quand on parle de cybersécurité en Israël, on parle de cyberattaques contre les infrastructures du pays (y compris 
les centrales électriques et nucléaires, trains et avions), les sites web, les médias sociaux, les applications, les 
courriels, les objets connectés, l’intelligence artificielle et la population en général. Les menaces sont de toutes 
sortes et vont des fausses nouvelles à la pédophilie en ligne. Dans notre monde connecté, tout est désormais 
susceptible d’être « hacké » en raison de l’explosion des données. Le piratage est LE nouveau champ de bataille 
moderne et d’ici 2023, il y aura 80 milliards d’objets connectés dans le monde, qu’il s’agisse de réfrigérateurs, 
d’assistants vocaux maison ou d’autres gadgets. Le coût de toute cette cybercriminalité? 600 milliards de dollars 
USD, selon Lior Div, PDG de la firme israélienne Cybereason.

Fait à noter, il y a une pénurie de main d’œuvre dans le domaine de la cybersécurité en Israël en raison de la forte 
croissance des start-ups privées. Avis aux intéressés : Israël a besoin de 800 employés par an dans le secteur et 
peine à recruter tous les talents selon le quotidien Haaretz.

Une des structures de cette industrie est Cyber Israel : la Israeli National Cyber Directorate (INCD), dirigée par 
Yigal Unna, qui lui-même relève du bureau du premier ministre. Ça donne une idée de l’importance que le pays 
accorde à la cybersécurité. Cette agence est située en plein désert à Beer-Sheva, le centre nerveux du pays en 
matière de cybersécurité et de recherche avec un centre de commandement opérant 24 heures sur 24 (le CERT 
Israel). Des dizaines de multinationales y sont installées comme PricewaterhouseCoopers (PwC), Apple et McAfee.

À l’Université de Tel-Aviv, un centre de recherche sur la cybersécurité compte plus de 250 chercheurs. Le Blavatnik 
Interdisciplinary Cyber Research Center est dirigé par une sommité, le professeur Isaac Ben Israel. Preuve que le 
domaine académique est fortement impliqué dans tout l’écosystème du pays, aux côtés du gouvernement et du 
secteur privé.

Durant la semaine, j’ai pu observer les entreprises comme Cylus (sécurité ferroviaire), NsKnox (sécurité des 
fintech), Check Point (solutions de cybersécurité) et Checkmarx (sécurité des applications). J’ai pu constater de 
visu le retard du Canada dans le secteur crucial de la cybersécurité, et j’ose croire que des collaborations plus 
approfondies entre les deux pays vont amener le Canada à se réveiller. Il n’est pas trop tard, car Israël a déjà établi 
des partenariats avec 80 pays. Mais la manne des objets connectés sera une véritable menace pour la sécurité 
dans les cinq prochaines années, selon les spécialistes consultés à Tel-Aviv et Beer-Sheva. Le pire n’est pas encore 
arrivé. Des attaques cinétiques sont possibles et pourraient détruire des banques de données complètes.

« Nous sommes tous attaqués. La cybercriminalité est en hausse », conclut le PDG de Check Point, Gil Shwed. « 
La plupart des menaces sont globales. »

Patrick White était l’invité de la Cyber Week 2019 de Tel-Aviv.
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¿A QUÉ EDAD DEBE EMPEZAR LA ENSEÑANZA DE CIBERSEGURIDAD? YA
Es la profesión más demandada a nivel mundial pero no llegamos a cubrir la demanda. Ni lo 
haremos en los próximos años.
POR JUAN SCALITER 

En 2013, el coste promedio de un ciberataque era de unos €8.000, en 2016 aumentó a casi €20.000 y ahora ya 
supera el millón de euros.

¿Es tan grave la situación? Cada día se bloquean unas 24.000 aplicaciones maliciosas para móviles, solo en un 
mes de este año, se filtraron datos de más 1.700 millones de usuarios(más de un 20% de la población del planeta) 
gracias a diversos virus y en un día, ayer, hubo 15 millones de ciberataques.

Sí, es grave. Muy grave. Uno de los países que mejor ha comprendido este escenario es Israel. Esta nación se ha 
convertido en una potencia de ciberseguridad, una industria de € 80.000 millones actualmente y que alcanzará 
los 133.000 en 2022.

Atacar esto, mejor dicho, defenderse de esta tendencia, no es cuestión de solicitar más empleados, de hecho a 
nivel global, actualmente, se necesitan 3 millones de expertos. La clave es la educación. Y cuanto antes mejor.

En 2010 el gobierno israelí dejó en manos de Isaac Ben-Israel un plan para cómo responder, a nivel nacional, a las 
crecientes amenazas cibernéticas. La primera declaración de este profesor de la universidad de Tel Aviv fue señalar 
que es imposible predecir y planear una defensa. En cambio, su equipo creó la Iniciativa Cibernética Nacional para 

desarrollar un "ecosistema que sepa qué hacer cuando estas amenazas imprevistas vengan".

En el reciente Cyber Week celebrado en Tel Aviv, Ben Israel nos explicaba que “si bien la ciberseguridad requiere 
soluciones tecnológicas, los problemas de la ciberseguridad no son de naturaleza tecnológica. Como resultado, es 
importante aplicar un enfoque interdisciplinario a la ciberseguridad y comprender los dominios legales, psicológicos, 
sociológicos, económicos y otros. Por ello los estudiantes de la Universidad de Tel-Aviv, independientemente de 
la disciplina que estudien, pueden especializarse en ciberseguridad”.

Así fue cómo surgió la idea de construir un Caballo de Troya (los troyanos son un tipo de virus informático) con 
desechos de ordenadores por parte de los estudiantes de la Facultad de Artes.

Pero la educación en ciberseguridad comienza mucho antes. “En las escuelas israelíes, los estudiantes de 8 y 
9 años ya aprenden programación – señala Ben Israel – . Lo hacen casi jugando, pero van introduciéndose en 
ciberataques y seguridad, casi como un juego. Para ellos la ciberseguridad no pasa por virus, sino por aprender a 
usar de modo responsable internet, algo que nadie nos enseña. Un año más tarde los estudiantes que han mostrado 
mayor interés y capacidades toman clases después del horario escolar en tácticas de encriptación, codificación y 
cómo detener el pirateo malicioso. Aquellos que son aceptados en el programa se reúnen dos veces por semana 
después de la escuela en clases de tres horas, completan 10 horas de tarea cibernética por semana y participan 
en talleres dos veces al año. Pero antes de ser aceptados tienen que confirmar que son ellos los que quieren 
hacer estos cursos. Aquí cada día se crean nuevas empresas de ciberseguridad y tenemos que asegurarnos que 
son ellos y no sus padres, los que quieren seguir ese camino. Incluso hay dos nuevos jardines de infantes".

El director de uno de ellos es Sagy Bar, quien lidera la Fundación Rashi. Este centro supervisa los programas 
educativos lanzados en los últimos años, incluido el que introdujo clases de computación y robótica en el plan 
de estudios de cuarto grado en 70 escuelas.
“En primer grado – nos explica Bar –, aprenden las letras, luego cómo leer y cómo escribir. Nosotros estamos 
construyendo el siguiente nivel de conocimiento: cómo codificar. Si saben cómo es internet por dentro, sabrán 
identificar las amenazas, los sitios inseguros y los problemas. Les estamos ayudando a moverse por el mundo real 
y por el virtual ya que ellos viven en ambos”.

Tanto Estados Unidos, a través del programa GenCyber como  el Centro Nacional de Ciberseguridad británico 
tienen iniciativas similares, pero a partir de los 11 años.

En España, el Instituto Nacional de Ciberseguridad (INCIBE) ha lanzado este año una iniciativa para niños de 5 a 
8 años, no es parte del programa educativo, pero sí es un primer paso.
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Chcete hacknout banku? Nástroje seženete stejně snadno jako 
viagru, říká izraelský expert
Milan Rokos

„Na darknetu si můžete koupit demo verze hackerských útoků, Prodávají se i špičkové nástroje, 
které používá NSA a CIA,“ říká Rami Efrati, legenda izraelské kybernetické bezpečnosti. Izraelští 
experti navíc předvídají, že v blízké budoucnosti budou na internetu „řádit“ i autonomní 
hackerské systémy.
Když v polovině května vvrcholila mezinárodní hudební soutěž Eurovize, oblétla svět zpráva o hackerském útoku 
na izraelskou televizi. V zemi, která soutěž pořádala, viděli místo ní chvíli diváci falešné video o výbuších v Tel 
Avivu. Jen díky vyspělosti izraelské kybernetické bezpečnosti se podařilo zabránit dalšímu útoku, který měl za cíl 
ochromit vysílání mířící do celého světa. „Ještě před pár lety jsme si nedovedli představit, že se budeme zabývat 
ochranou Eurovize,“ řekl INFO.CZ izraelský bezpečnostní zdroj, který poukázal na to, že kybernetická bezpečnost 
se stále více dotýká prakticky každého aspektu lidského života.
Hrozbou je Írán a jeho spojenci
Při hackerských útocích už dávno nejde jen o finanční kriminalitu, riziko je mnohem vyšší. Hackeři napadají běžně 
i státní instituce a klíčovou infrastrukturu, jejich cílem může být i terorismus a ztráty na životech. Izrael má přitom 
v regionu řadu nepřátel: „Mezi největší hrozby pro Izrael patří Syrská elektronická armáda, Hizballáh, který je 
podporovaný Íránem, Hamás, jenž provádí útoky sám, a samozřejmě Írán. Nerozlišuji přitom, zda to jsou kybernetické, 
nebo konvenční útoky,“ tvrdí Rami Efrati, izraelský velvyslanec pro kybernetickou bezpečnost.
Jak ve čtvrtek informoval deník The Jerusalem Post, útoku z Ruska byly v posledních třech týdnech vystaveny 
izraelské letecké navigační systémy. Izraelský letištní úřad podle deníku oznámil, že piloti mají problémy s přistáním 

a zažívají záhadné poruchy. Rusko podle očekávání obvinění odmítlo.
Efrati, jenž sloužil 28 let v izraelské armádě a později se věnoval podnikání v oblasti kybernetické bezpečnosti, 
upozorňuje, že sofistikovaný počítačový útok vůbec nemusí provést jen digitálně vyspělé státy typu USA, Singapuru, 
Izraele nebo Ruska. „Technologie si můžete velmi levně koupit na darknetu, a to včetně těch nejvyspělejších nástrojů 
používaných NSA nebo CIA,“ říká. Na darknetu se už neprodávají jen nástroje, ale i celé služby pro kybernetické 
útoky, nabízí se prý i demo verze. „Chcete nástroj k hacknutí banky? Není problém, na darknetu se prodávají stejně 
jako Kalašnkovy nebo viagra,“ upozorňuje veterán oboru.
Autonomní hackerské systémy se blíží
S rychlým rozvojem technologií a průnikem digitalizace do oborů, kde dříve nebyla potřeba, jako je zemědělství 
či stavebnictví, se zvyšují i možnosti útoků. V nejbližších letech se dá podle izraelských bezpečnostních expertů 
očekávat vznik autonomních hackerských systémů, které budou – stejně jako obrana proti nim – využívat umělou 
inteligenci. Právě tato oblast izraelského technologického průmyslu roste v poslední době vůbec nejrychleji.
„Jednoho dne jsme si uvědomili, že naše výhoda proti ostatním – digitalizace – se může obrátit v nevýhodu a větší 
zranitelnost,“ vzpomíná profesor Izák Ben Jisrael, šéf Izraelské vesmírné agentury a zakladatel konference Cyber 
Week, která se konala tento týden v Tel Avivu. Sjelo se na ní na 8000 hostů z 80 států světa.
Kybernetická bezpečnost, o níž se dříve mluvilo jako o informační bezpečnosti, se stala veřejným tématem po útoku 
na íránské jaderné centrifugy v roce 2010. Zatímco dříve šlo výhradně o téma pro resort obrany a tajné služby, 
najednou o něm diskutovali i obyčejní lidé v ulicích. „Tehdy si mě povolal premiér (Benjamin) Netanjahu s tím, že 
se vláda rozhodla chránit kritickou infrastrukturu. Řekl jsem mu, že bychom se měli připravit na skokový nárůst 
útoků ze strany našich sousedů v regionu,“ líčil Izák Ben Jisrael.
Zároveň mu ale bylo jasné, že vzhledem k rychle se rozvíjejícím technologiím nelze udělat pěti- či desetiletý plán 
kybernetické obrany. Rozhodl se proto navrhnout vybudování ekosystému – jedním z jeho pilířů je slavná izraelská 
start-upová kultura – který by naučil lidi, co dělat v případě hrozby. Národní program s tímto cílem proto vláda 
spustila v roce 2012, hned o rok později propukla aféra bývalého pracovníka NSA Edwarda Snowdena. „Tehdy všichni 
pochopili, že tu máme problém konfliktu mezi soukromím a kybernetickou bezpečností,“ naráží na známý fakt.
Tajným službám lidé nevěří
Jak ho Izraelci vyřešili? „Řídili jsme se třemi principy. Za prvé nám bylo jasné, že kybernetická bezpečnost nemůže 
spadat pod tajné služby, těm totiž lidé nevěří. Druhým principem bylo to, že cílem není chytit viníky útoku, ale 
pouze zabezpečit systémy. No a třetím bylo to, že nový úřad musí mít technologie, která používají metadata, a ne 
obsah.“. Zjednodušeně řečeno, systém nečte obsah e-mailů, ale sleduje jejich toky ve virtuálním prostoru.
„Zcivilnění“ kybernetické bezpečnosti se odehrávalo nejenom prostřednictvím výše zmíněných start-upů, ale i na 
univerzitách, kde se otevřela kybernetická centra. Obor kybernetická bezpečnost se ale učí i děti ve čtvrté třídě 
na základní škole.
„Naším cílem je být světovými lídry v tomto oboru,“ zaznívá opakovaně od izraelských představitelů. Nakročeno mají 
solidně: v židovském státu nyní působí přes čtyři stovky firem specializujících se na kybernetickou bezpečnost a 
za posledních let obor vynesl 4,4 miliardy dolarů. Každý rok vznikají desítky nových firem a izraelské investice do 
civilní kybernetické bezpečnosti činí 18 procent těchto investic z celého světa.
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עללעלותהסייבראנשימצליחיםארוך,זמןפניעל

המקוש־שלמותחוליותשלותכניותיהםתנועותיהם
רות

$TS1$המקושרות$TS1$
$DN2$המקושרות$DN2$העולם".ברחביטרורלארגוני

ראש מערך הסייבר: איראן היא איום סייבר מרכזי על המזרח 
התיכון

"איראן ושלוחותיה ממשיכות להיות איום סייבר מרכזי על המזרח התיכון", כך אמר היום יגאל אונא, ראש מערך הסייבר 
הלאומי, בכנס שבוע הסייבר באוניברסיטת ת"א.

"ישראל ערוכה מול איומי סייבר, יש לנו את היכולת להגיב בעוצמה מול תוקפי סייבר, לא בהכרח באותו התווך בו תקפו".



In cooperation with:

ראש המוסד: "אנו מוקפים בעולם הקיברנטי ולכן נעשים 
מאויימים יותר"

במסגרת שבוע הסייבר הלאומי השנתי של המרכז למחקר סייבר באוניברסיטת ת"א, מערך הסייבר הלאומי במשרד רה"מ 
ומשרד החוץ, הוענק היום פרס 'אות מגן הסייבר' למוסד למודיעין ולתפקידים מיוחדים על פועלו הרב של המוסד ועבודתו 
השוטפת בתחום הגנה ואבטחת סייבר בישראל ובמישור הבינלאומי. את האות קיבל ראש המוסד יוסי כהן העומד בראש 

הארגון.

וארגונים צריכים לשתף  "סייבר הפך להיות אחד הכלים למלחמה. חברות  ראש המוסד התייחס בדבריו לאיומי הסייבר 
פעולה ביניהן על מנת לוודא שחיי אזרחים ישראליים לא נתונים בסכנה. הכל נעשה מקושר – הרבה גורמים פיזיקליים 
שלא היה ביניהם קשר עכשיו מחוברים לאינטרנט. האינטרנט של הדברים גרם לכך שהעולם הפיזי מחובר לעולם הסייבר 

וזה הופך את עולמנו ליותר נוח, אך האינטרנט של הדברים מעצב מחדש את האיומים.

"אנחנו מוקפים בעולם הקיברנטי וכך אנחנו נעשים יותר מאוימים ופגיעים. איומים אלה נעשים יותר משמעותיים כשהחולשה 
והפגיעות מתגלים על ידי מיליציות וארגוני טרור, לכן שיתוף הפעולה בין חברות וממשלות חשוב וכל אלה צריכים להתגבר", 

אמר.

)קובי פינקלר(

ראש המוסד: "סייבר הפך להיות אחד הכלים למלחמה"

פרס 'אות מגן הסייבר' הוענק היום )שלישי( למוסד למודיעין ולתפקידים מיוחדים על פועלו בתחום הגנה ואבטחת סייבר 
בישראל ובמישור הבינלאומי.

את האות קיבל ראש המוסד יוסי כהן במסגרת שבוע הסייבר הלאומי השנתי של המרכז למחקר סייבר באוניברסיטת ת"א.

ראש המוסד אמר כי "סייבר הפך להיות אחד הכלים למלחמה. חברות וארגונים צריכים לשתף פעולה ביניהן על מנת לוודא 
שחיי אזרחים ישראליים לא נתונים בסכנה. הכל נעשה מקושר – הרבה גורמים פיזיקליים שלא היה ביניהם קשר עכשיו 

מחוברים לאינטרנט.

''האינטרנט של הדברים גרם לכך שהעולם הפיזי מחובר לעולם הסייבר וזה הופך את עולמנו ליותר נוח, אך האינטרנט של 
הדברים מעצב מחדש את האיומים.

''אנחנו מוקפים בעולם הקיברנטי וכך אנחנו נעשים יותר מאוימים ופגיעים. איומים אלה נעשים יותר משמעותיים כשהחולשה 
והפגיעות מתגלים על ידי מיליציות וארגוני טרור, לכן שיתוף הפעולה בין חברות וממשלות חשוב וכל אלה צריכים להתגבר", 

הסביר כהן.

אנחנו מוקפים בעולם הקיברנטי וכך אנחנו נעשים יותר מאוימים ופגיעים", הסביר ראש המוסד יוסי כהן.

קובי פינקלר



In cooperation with:

ראש המוסד: "אנו מוקפים בעולם הקיברנטי ולכן אנו מאוימים 
ופגיעים יותר"

המוסד ייסד חברה בשם »ליברטד«, קרן סייבר של המוסד, כלי חשוב בפעולות שלו. הקרן מתמקדת במימון חברות פרי 
סיד להגנה על אזרחים. »אות מגן הסייבר« הוענק למוסד.

יוסי כהן, ראש  'אות מגן הסייבר' למוסד, נשא דברים  במסגרת שבוע הסייבר הלאומי באונ' ת"א, במעמד הענקת פרס 
המוסד:

"סייבר הפך להיות אחד הכלים למלחמה. חברות וארגונים צריכים לשתף פעולה ביניהן כדי לוודא, שחיי אזרחים ישראליים 
לא נתונים בסכנה. הכל נעשה מקושר. הרבה גורמים פיזיקליים, שלא היה ביניהם קשר, עכשיו מחוברים לאינטרנט.

האינטרנט של הדברים )IoT( גרם לכך, שהעולם הפיזי מחובר לעולם הסייבר וזה הופך את עולמנו ליותר נוח, אך האינטרנט 
של הדברים מעצב מחדש את האיומים. אנו מוקפים בעולם הקיברנטי וכך אנו נעשים יותר מאוימים ופגיעים.

איומים אלה נעשים יותר משמעותיים כשהחולשה והפגיעות מתגלים ע"י מיליציות וארגוני טרור. לכן, שיתוף הפעולה בין 
חברות וממשלות חשוב והוא צריך להתגבר.

במוסד ייסדנו חברה בשם "ליברטד", קרן סייבר של המוסד, כלי חשוב בפעולות שלנו, והשקנו אתר חדש. הקרן מתמקדת 
במימון חברות פרי סיד להגנה על אזרחים, השקעה בוטיקית ואני מזמין אתכם לקחת בכך חלק".

כאמור, במסגרת שבוע הסייבר הלאומי השנתי של המרכז למחקר סייבר באוני' ת"א, מערך הסייבר הלאומי במשרד רה"מ 
המוסד  הרב של  פועלו  על  מיוחדים,  ולתפקידים  למודיעין  למוסד  הסייבר"  מגן  "אות  פרס  הבוקר  הוענק  החוץ,  ומשרד 
ועבודתו השוטפת בתחום הגנה ואבטחת סייבר בישראל ובמישור הבינלאומי. את האות עבור המוסד קיבל ראש המוסד 

יוסי כהן.

דרוב- גילי  ובהשתתפות  ת"א,  באוני'  הסייבר  מרכז  ראש  ישראל,  בן  יצחק  פרופ'  )מיל'(  האלוף  בהובלת  הפרס,  ועדת 
היישטיין, מנכ"לית המרכז למחקר סייבר באונ' ת"א, גיורא ירון, שלמה מרקל וגל שמואלי, פירטה את נימוקי הפרס:

"מאז הקמתו לפני יותר מ-70 שנה, היה המוסד שותף באיסוף מודיעיני רגיש וייחודי המבוסס על צורכי המדינה, עם מטרה 
בלתי מעורערת ומחויבות מתמשכת להגנה על ישראל. כמנהיגים בתחום וכפורצי דרך, המוסד התפתח לאורך השנים ושמר 
על יחסים מתמשכים עם שירותי המודיעין של מדינות זרות, תוך שהוא ממצב עצמו כבעל ברית יקר ערך וכשחקן מרכזי 

ברמה העולמית.

עם טכנולוגיות הסייבר המתפתחות והמהוות איום גדול בעולם, אין זה מפתיע שהמוסד ממלא תפקיד מפתח ביכולת לאתגר 
איומים אלה באמצעות השקעה רבה בטכנולוגיות חדישות ושיתופי פעולה עם קהילת המודיעין הישראלית. אסטרטגיה זו 

של חשיבה קדימה אפשרה למוסד להמשיך ולהדוף מתקפות ולהקטין באופן קיצוני איומים על ביטחון ישראל. 

ועדת 'אות מגן הסייבר' גאה להצטרף לארגונים רבים אחרים בהכרת 'המוסד' כארגון מוביל בתרומתו לישראל, לביטחון 
ולסייבר. ללא ספק, המוסד הוא בהחלט מועמד ראוי".

רוה"מ נתניהו: ישראל סייעה למשטרה האוסטרלית לסכל פיגוע 
של דעאש במטוס

ראש הממשלה בנימין נתניהו נשא דברים באירוע שבוע הסייבר הלאומי 2019 באוניברסיטת תל אביב. מצורף למטה 
הסרטון של הרצאתו.

בנימין נתניהו: »אנו בעיצומה של מהפכה, שבליבה אבטחת סייבר, מה שמייצר אתגרים עצומים והזדמנויות אדירות.

לפני 50 שנה תעשיית הרכב הישראלית הסתכמה בסוסיתא, רכב הפייברגלס, ולא הייתה לנו אפשרות להתחרות כי זו 
הייתה תעשייה המבוססת על יתרונות לגודל שאין לישראל. היום תעשיית רכב השתנתה. עוד מעט %85 משווי הרכב יהיה 
התוכנה, רכבים מתחילים להיות מחשבים על גלגלים, ואז אנו יכולים להתחרות. אחת מהחברות הישראליות, שמובילות 

בתחום, היא מובילאיי, ורובן לא היו קיימות רק לפני 7 שנים.

דוגמה שנייה לתעשיות המשתנות היא בריאות דיגיטלית, יש לישראל דאטה רפואי מגוון ביותר משום שהרבה מתושביה 
מגיעים ממקומות שונים, ויש לנו חיבור דיגיטלי בין בתי חולים, מה שמאפשר רפואה מונעת והרבה למידה. אנו צריכים 

להחליט לשים מיליארד ש«ח בפרויקט הזה והוא יעשה מהפכה.

דוגמה נוספת היא חקלאות מדויקת יותר באמצעות בינה מלאכותית )AI( וביג דאטה, שיאפשרו לנו לנטר את המים ואת 
הדשנים המשמשים אותנו בתחום הזה.

מיהן 10 החברות הגדולות בעולם? לפני 10 שנים  5 היו חברות אנרגיה, והיום אלו חברות IT, ולכולן יש פה בישראל מרכזי 
פיתוח, לחלקן אלה אפילו מרכזי הפיתוח העיקריים. אלו הזדמנויות, שישראל צריכה לתפוס.

יותר מכל מדינה חוץ מארה«ב באופן  ובמערב  יחסית  יותר מכל מדינה אחרת מבחינה  חשוב להבין, שישראל השקיעה 
זוהי  ביותר.  מייצרים אנשים מוכשרים  והם  ב-IT. אלה סכומים עצומים המושקעים במודיעין, במוסד בשב«כ  אבסולוטי 

השקעה עצומה בהון אנושי, אנשים, שיוכלו להתמודד עם האינטרנט ועם השלכות המהפכה גם כיזמים וגם כעובדים.

ואנו מתכוונים להיות מובילים  וסייבר הוא הגורם החיוני בכל הצמיחה הזו  נהדרת,  בכל התעשיות האלה ראינו צמיחה 
עולמיים, לפני מספר שנים אמרתי, שנהיה בין 5 המדינות המובילות בעולם בסייבר ואני חושב, שהגענו לשם.

מספר חברות אבטחת הסייבר בישראל עלה משמעותית וכך גם ההשקעה הפרטית בחברות האלו והאקזיטים. הייתי רוצה 
פחות אקזיטים ויותר חברות שתצמחנה, אך אני מניח להן להתנהל. אני מאמין, שהשוק חכם יותר מפוליטיקאים ואפילו 

מראש הממשלה.

אנו צריכים לדעת גם במה לא להתערב. קשה שלא לייצר רגולציה, וזה לא שאין בכך צורך, אך צריך לקחת את הסיכון 
ולעשות פחות רגולציה וזו ההחלטה שקיבלתי כדי לאפשר לתעשייה הזו לצמוח.

לימודים  תכנית  אפילו  לנו  ויש  לפה,  להגיע  בינלאומיות  חברות  מעודדים  ואנו  חברות   בין  החיבורים  את  מעודדים  אנו 
לחברות, שבאות לפה, והן הופכות להיות שגרירים של עולם הסטארטאפ הישראלי כשהן יוצאות. אנו מעודדים התקשרויות 
בינלאומיות גם ברמה הבין-ממשלתית בשיתוף פעולה בסוגיות של אבטחת סייבר. זהו נושא מורכב מאוד. יש לנו היום 



In cooperation with:

שיתוף פעולה גדול בסייבר, קודם כל עם בת בריתנו הגדולה, שאין לה תחליף - ארה״ב. אנו משתפים פעולה בהגנת סייבר 
באופן חסר תקדים ובכל התחומים האחרים של המודיעין.

בעבר, דרכי ההגנה מפני חטיפות מטוסים היו באמצעות הצבת שומרים חמושים וכוחות ביטחון המוכנים לפרוץ למטוסים 
חטופים, ובאמצעות תעשיה שלמה, שהתפתחה מאוחר יותר בישראל - מעצורים ממוכנים, מנעולים על דלתות הטייסים, 
שמפרידים בין הטייסים ליתר המטוס ושומרים על ביטחון תא הטייס ועוד. זו דרך אחת להתמודד עם חטיפות והיא הייתה 

יעילה וטובה, אך יקרה מאוד.

הנה דרך נוספת: מטוס, שעשה את דרכו מסידני לאבו דאבי לא עמד בפני חטיפה - תוכנן לפוצץ אותו באוויר. אנו גילינו 
באמצעות פעילות הסייבר שלנו, שדאע«ש מתכנן לעשות את זה ולכן התרענו על כך בפני המשטרה האוסטרלית והם מנעו 

את זה לפני שזה קרה. זו דרך יעילה יותר לעשות את זה.

התקרית המסוימת הזו הודלפה לתקשורת ולכן אני יכול לדבר עליה. אם תכפילו זאת פי 50, זה יאפשר לכם להבין את 
תרומתה של ישראל למניעת מבצעי טרור גדולים, במיוחד בידי דאע«ש בעשרות מדינות. רוב המקרים האלה סוכלו הודות 

לפעילויות שלנו בסייבר.

ניצלה את  ישראל  בכל התחומים.  ותחבורה,  רק בתעופה  לא   - בעולם   כל אדם  ועל  בעולם  מדינה  כל  על  זה משפיע 
ההזדמנויות ומתמודדת עם הסכנות ואנו מזמינים אתכם לנהוג כמונו בשותפות עמנו, וזו המהפכה«.

בנוסף, ראש הממשלה נתניהו נפגש עם תת מזכיר האנרגיה של ארה״ב Danny Brouillette בכנס הסייבר הלאומי בת«א. 
בפגישה השתתף גם שר האנרגיה ד״ר יובל שטייניץ והיועץ לביטחון לאומי וראש המל״ל מאיר בן-שבת. המשתתפים דנו 

בהגברת הלחץ הכלכלי על איראן, ובהעצמת שיתוף הפעולה בין המדינות בתחומי הגנת סייבר על תשתיות אנרגיה.

23-27 ביוני 2019 – שבוע הסייבר הלאומי השנתי
של המרכז למחקר סייבר בינתחומי ע«ש בלווטניק באוניברסיטת ת«א, מערך הסייבר הלאומי במשרד רה«מ ומשרד 

החוץ במעמד רה«מ בנימין נתניהו

שבוע הסייבר הלאומי – אירוע השיא השנתי, שיתקיים זו השנה התשיעית בהובלת מרכז הסייבר ע«ש בלווטניק ומערך 
הסייבר הלאומי, מפגיש מדי שנה באירוע השיא מומחי סייבר וחוקרים מובילים מהארץ ומהעולם, לצד קובעי מדיניות, אנשי 
ביטחון מהארץ ומהעולם, דיפלומטים וראשי תאגידים בינלאומיים בתחום לסבב שולחנות עגולים, הרצאות, דיונים וסדנאות.

מגמות  ובעולם,  בישראל  וסייבר  משפט  בינלאומיים,  פעולה  ושיתופי  דיפלומטיים  היבטים  בכנס:  שיידונו  הנושאים  בין 
חדשות ופתרונות חדשניים להגנת סייבר, בינה מלאכותית, נשים וסייבר, ענן, לוחמת סייבר, תעופה וסייבר, ביטוח סייבר 

ועוד.

בין המשתתפים הבולטים:

הסייבר  מערך  ראש  ישראל;  בן  יצחק  פרופ‹  )במיל.(  אלוף  ת«א  באוניברסיטת  סייבר  למחקר  המרכז  יו«ר  הכנס,  ראש 
הלאומי יגאל אונא; מייסד ויו«ר צ‹קפוינט גיל שוויד; מפקד יחידת 8200 לשעבר נדב צפריר; ההאקר שהצליח להשתלט על 
מערכות מאובטחות במהלך טיסה עם מאות אנשים כריס רוברטס; ובכירים נוספים ממערכת הביטחון וקהילת המודיעין, 

מהאקדמיה, מתחומי הטכנולוגי, התעשייה והמגזר הציבורי.



In cooperation with:

הקיברנטיבעולםמוקפים"אנוהמוסד:ראש
יותר"ופגיעיםמאוימיםנעשיםאנוולכן
ידיעלמתגליםוהפגיעותכשהחולשהמשמעותייםיותרנעשיםאלה"איומים

חשוב"וממשלותחברותביןהפעולהשיתוףלכןטרור,וארגונימיליציות

פארא.מאת

הצבאיסופרנו

אחדלהיותהפך"סייבר

חברותלמלחמה.הכלים

לשחףצריכיםוארגונים

לוודאמנתעלביניהם,פעולה

לאישראלייםאזרחיםשחיי

אמרכךבסכנה",נתונים

כהן,יוסיהמוסדראשאתמול
השנתי.הסייברכינוסבמהלך

בעולםמוקפים"אנחנו

נעשיםאנחנווכךהקיברנטי

איומיםופגיעים.מאוימיםיותר

משמעותייםיותרנעשיםאלה

מתגליםוהפגיעותכשהחולשה
טרור,וארגונימיליציותידיעל

חברותביןהפעולהשיתוףלכן

צר־אלהוכלחשובוממשלות

יכים

$TS1$צריכים$TS1$

$DN2$צריכים$DN2$.ייסדנובמוסדלהתגבר

סי-קרן"ליברטד"בשםחברה

חשובכליהמוסד,שליבר

קרןוהשקנושלנו,בפעולות
פריחברותבמימוןהמתמקדת

השקעהאורחים,עללהגנהסיד
אתכםמזמיןואניבוטיקית

חלק".בכךלקחת
ש־במסגרתנאמרוהדברים

בוע

$TS1$שבוע$TS1$

$DN2$שבוע$DN2$ת"אבאונ׳הלאומיהסייבר

מגן׳אותפרסהענקתבמעמד
למוסד.הסייבר׳

ראש המוסד במעמד קבלת אות 'מגן הסייבר' בשבוע 
הסייבר הלאומי

»אנו מוקפים בעולם הקיברנטי ולכן אנו נעשים מאוימים ופגיעים יותר«

אזרחים  שחיי  לוודא  מנת  על  ביניהן  פעולה  לשתף  צריכים  וארגונים  חברות  למלחמה.  הכלים  אחד  להיות  הפך  »סייבר 
מחוברים  עכשיו  קשר  ביניהם  היה  שלא  פיזיקליים  גורמים  הרבה   – מקושר  נעשה  הכל  בסכנה.  נתונים  לא  ישראליים 
נוח, אך  וזה הופך את עולמנו ליותר  לאינטרנט. האינטרנט של הדברים גרם לכך שהעולם הפיזי מחובר לעולם הסייבר 

האינטרנט של הדברים מעצב מחדש את האיומים.

אנחנו מוקפים בעולם הקיברנטי וכך אנחנו נעשים יותר מאוימים ופגיעים. איומים אלה נעשים יותר משמעותיים כשהחולשה 
והפגיעות מתגלים על ידי מיליציות וארגוני טרור, לכן שיתוף הפעולה בין חברות וממשלות חשוב וכל אלה צריכים להתגבר. 
במוסד ייסדנו חברה בשם »ליברטד« קרן סייבר של המוסד, כלי חשוב בפעולות שלנו, והשקנו אתר חדש, הקרן מתמקדת 

במימון חברות פרי סיד להגנה על אזרחים, השקעה בוטיקית ואני מזמין אתכם לקחת בכך חלק«.

הדברים נאמרו במסגרת שבוע הסייבר הלאומי באונ‹ ת«א במעמד הענקת פרס ›אות מגן הסייבר‹ למוסד

במסגרת שבוע הסייבר הלאומי השנתי של המרכז למחקר סייבר באוניברסיטת ת«א, מערך הסייבר הלאומי במשרד רה«מ 
ומשרד החוץ, הוענק היום )ג‹( פרס ›אות מגן הסייבר‹ למוסד למודיעין ולתפקידים מיוחדים על פועלו הרב של המוסד 
ועבודתו השוטפת בתחום הגנה ואבטחת סייבר בישראל ובמישור הבינלאומי. את האות קיבל ראש המוסד יוסי כהן העומד 

בראש הארגון

וועדת הפרס, בהובלת האלוף )מיל‹( פרופ‹ יצחק בן ישראל ובהשתתפות גילי דרוב-היישטיין, מנכ«לית המרכז למחקר 
סייבר באונ‹ ת«א, גיורא ירון, שלמה מרקל וגל שמואלי, פירטה את נימוקי הפרס:

»מאז הקמתו לפני יותר מ-70 שנה, היה המוסד שותף באיסוף מודיעיני רגיש וייחודי המבוסס על צורכי המדינה, עם מטרה 
בלתי מעורערת ומחויבות מתמשכת להגנה על ישראל. כמנהיגים בתחום וכפורצי דרך, המוסד התפתח לאורך השנים ושמר 
על יחסים מתמשכים עם שירותי המודיעין של מדינות זרות, תוך שהוא ממצב עצמו כבעל ברית יקר ערך וכשחקן מרכזי 

ברמה העולמית«.

עם טכנולוגיות הסייבר המתפתחות והמהוות איום גדול בעולם, אין זה מפתיע שהמוסד ממלא תפקיד מפתח ביכולת לאתגר 
איומים אלה באמצעות השקעה רבה בטכנולוגיות חדישות ושיתופי פעולה עם קהילת המודיעין הישראלית. אסטרטגיה זו 

של חשיבה קדימה אפשרה למוסד להמשיך ולהדוף מתקפות ולהקטין באופן קיצוני איומים על ביטחון ישראל.

וועדת ›אות מגן הסייבר‹ גאה להצטרף לארגונים רבים אחרים בהכרת ›המוסד‹ כארגון מוביל בתרומתו לישראל, לביטחון 
ולסייבר. ללא ספק, המוסד הוא בהחלט מועמד ראוי.

קרדיט ידיעה: במסגרת שבוע הסייבר הלאומי השנתי של המרכז למחקר סייבר באוניברסיטת ת«א, מערך הסייבר הלאומי 
במשרד רה«מ ומשרד החוץ.



In cooperation with:

ראש המוסד: "אנו מוקפים באינטרנט ולכן פגיעים יותר"
ראש המוסד יוסי כהן, במעמד קבלת אות ›מגן הסייבר‹ בשבוע הסייבר הלאומי: »אנו מוקפים בעולם הקיברנטי ולכן 

אנו נעשים מאוימים ופגיעים יותר«

במסגרת שבוע הסייבר הלאומי השנתי של המרכז למחקר סייבר באוניברסיטת ת«א, מערך הסייבר הלאומי במשרד רה«מ 
ומשרד החוץ, הוענק היום )ג‹( פרס ›אות מגן הסייבר‹ למוסד למודיעין ולתפקידים מיוחדים על פועלו הרב של המוסד 
ועבודתו השוטפת בתחום הגנה ואבטחת סייבר בישראל ובמישור הבינלאומי. את האות קיבל ראש המוסד יוסי כהן העומד 

בראש הארגון

ראש המוסד אמר במעמד הענקת פרס: »סייבר הפך להיות אחד הכלים למלחמה. חברות וארגונים צריכים לשתף פעולה 
ביניהן על מנת לוודא שחיי אזרחים ישראליים לא נתונים בסכנה. הכל נעשה מקושר – הרבה גורמים פיזיקליים שלא היה 

ביניהם קשר עכשיו מחוברים לאינטרנט.

האינטרנט של הדברים גרם לכך שהעולם הפיזי מחובר לעולם הסייבר וזה הופך את עולמנו ליותר נוח, אך האינטרנט של 
הדברים מעצב מחדש את האיומים. אנחנו מוקפים בעולם הקיברנטי וכך אנחנו נעשים יותר מאוימים ופגיעים. איומים אלה 
ידי מיליציות וארגוני טרור, לכן שיתוף הפעולה בין חברות  יותר משמעותיים כשהחולשה והפגיעות מתגלים על  נעשים 
וממשלות חשוב וכל אלה צריכים להתגבר. במוסד ייסדנו חברה בשם »ליברטד« קרן סייבר של המוסד, כלי חשוב בפעולות 
שלנו, והשקנו אתר חדש, הקרן מתמקדת במימון חברות פרי סיד להגנה על אזרחים, השקעה בוטיקית ואני מזמין אתכם 

לקחת בכך חלק«.

וועדת הפרס, בהובלת האלוף )מיל‹( פרופ‹ יצחק בן ישראל ובהשתתפות גילי דרוב-היישטיין, מנכ«לית המרכז למחקר 
סייבר באונ‹ ת«א, גיורא ירון, שלמה מרקל וגל שמואלי, פירטה את נימוקי הפרס:

»מאז הקמתו לפני יותר מ-70 שנה, היה המוסד שותף באיסוף מודיעיני רגיש וייחודי המבוסס על צורכי המדינה, עם מטרה 
בלתי מעורערת ומחויבות מתמשכת להגנה על ישראל. כמנהיגים בתחום וכפורצי דרך, המוסד התפתח לאורך השנים ושמר 
על יחסים מתמשכים עם שירותי המודיעין של מדינות זרות, תוך שהוא ממצב עצמו כבעל ברית יקר ערך וכשחקן מרכזי 

ברמה העולמית«.

עם טכנולוגיות הסייבר המתפתחות והמהוות איום גדול בעולם, אין זה מפתיע שהמוסד ממלא תפקיד מפתח ביכולת לאתגר 
איומים אלה באמצעות השקעה רבה בטכנולוגיות חדישות ושיתופי פעולה עם קהילת המודיעין הישראלית. אסטרטגיה זו 

של חשיבה קדימה אפשרה למוסד להמשיך ולהדוף מתקפות ולהקטין באופן קיצוני איומים על ביטחון ישראל.

וועדת ›אות מגן הסייבר‹ גאה להצטרף לארגונים רבים אחרים בהכרת ›המוסד‹ כארגון מוביל בתרומתו  לישראל, לביטחון 
ולסייבר. ללא ספק, המוסד הוא בהחלט מועמד ראוי.

הסייבר  שבוע  במסגרת  דברים  נשא  כהן,  יוסי  המוסד  ראש 
באוניברסיטת תל אביב, שם קיבל את אות מגן הסייבר והתייחס 

לאיומים בתחום.



In cooperation with:

תכניתסיכלהישראל
מטוסלפוצץדאע"ש

באוויר
פעולותיהעלהסייברבכנסדיברהממשלהראש

שמסייעותבתחוםישראלשלהבינלאומיות
רבותמדינותשללביטחונן

יוחנןפ.

נתבנימיןהממשלהראש

בשניםפעלהישראלכיאמרניהו

בתחוםחוזקתהבזכותהאחרונות

ברחביפיגועיםלסכלכדיהסייבר

העולם.

בכנסהמרכזיתבמליאה

תלבאוניברסיטתהסייברשבוע

מעו"אנחנונתניהואמראביב

בינלאומיותהתקשרויותדדים

בשיהבין-ממשלתיתברמהגם

אבטחתשלבסוגיותפעולהתוף

מאודמורכבנושאזהוסייבר

גדולפעולהשיתוףהיוםלנו'יש

בריתנובתעםכלקודםבסייבר

ארהבתחליףשאיןהגדולה

בהגנתפעולהמשתפיםאנחנו

ובכלתקדיםחסרבאופןסייבר

המודיעין".שלהאחריםהתחומים

הנודוגמאותנתןאףהוא

הסייברפעילותלעליונותגעות

חטימפניההגנהדרכי"בעבר

הצבתבאמצעותהיומטוסיםפות

ביטחוןוכוחותחמושיםשומרים

חטולמטוסיםלפרוץהמוכנים

שלמהתעשייהובאמצעותפים

בישראליותרמאוחרשהתפתחה

עלמנעוליםממוכניםמעצורים

ביןשמפרידיםהטייסיםדלתות

ושומריםהמטוסליתרהטייסים

דרךזוועודהטייסתאביטחוןעל

והיאחטיפותעםלהתמודדאחת

יקרהאךוטובהיעילההייתה

מאוד".

מטוסנוספתדרך"הנה

לאבומסידנידרכואתשעשה

תוכנןחטיפהבפניעמדלאדאבי

גילינואנחנובאוויראותולפוצץ

שלנוהסייברפעילותבאמצעות

זהאתלעשותמתכנןשדאע"ש

המשטבפניכךעלהתרענוולכן

זהאתמנעווהםהאוסטרליתרה

יותריעילהדרךזוקרהשזהלפני

נתניהו.הסבירזהאתלעשות

"התקריתכיצייןנתניהו

לתקשורתהודלפההזוהמסוימת

תכאםעליהלדבריכולאניולכן

יאפשרזהחמישיםפיזאתפילו

יששלתרומתהאתלהביןלכם

גדוליםטרורמבצעילמניעתראל

בעשרותדאע"שבידיבמיוחד

סוכלוהאלההמקריםרובמדינות

בסייבר".שלנולפעילויותהודות

 תכנית סיכלה ישראל חשף: נתניהו
באוויר מטוס לפוצץ דאע״ש

 ישראל של הבינלאומיות פעולותיה על הסייבר בכנס דיבר הממשלה ראש
רבות מדינות של לבטחונן שמסייעות בתחום,

*obto.a pling *yitnTy to־,

לע״מ צח, חיים | בכנס נתניה!

כתב'המבשר' מאת

 נהניהו בנימיו הממשלה ראש
 פעלה ישראל כי אתמול אמד

 חוזקתה בזכות האחרונות נשנים
 פיגועים לסכל כדי הסייבר, בתחום
העולם. ברחבי

 בכנס המרכזית במליאה
 תל באוניברסיטת הסייבר׳ ׳שבוע
מעו "אנחנו נתניהו, אמר אביב
 בינלאומיות התקשרויות דדים

בשי הבין־ממשלתית ברמה גם
 אבטחת של בסוגיות פעולה תוף

מאוד. מורכב נושא זהו סייבר.
 פעולה שיתוף היום לנו "יש

 בת עם כל קודם בסייבר, גדול
תחליף לה שאין הגדולה בריתנו

 פעולה משתפים אנחנו ארה״ב. -
 תקדים חסר באופן סייבר בהגנת

 של האחרים התחומים ובכל
המודיעין".

 הנוגעות דוגמאות נתן אף הוא
"בע הסייבר. פעילות לעליונות

 חטיפות מפני ההגנה דרכי בר,
 הצבת באמצעות היו מטוסים
 בטחון וכוחות חמושים שומרים
חטו למטוסים לפרוץ המוכנים

 שלמה תעשיה ובאמצעות פים,
בישראל יותר מאוחר שהתפתחה

 מנעולים ממוכנים, מעצורים -
שמפרידים הטייסים דלתות על

ושומ המטוס ליתר הטייסים בין
 זו ועוד. הטייס תא בטחון על רים
 חטיפות עם להתמודד אחת דרך
 יקרה אך וטובה, יעילה היתה והיא

מאוד".
שע נוספת-מטוס דרך "הנה

 דאבי לאבו מסידני דרכו את שה
 תוכנן - חטיפה בפני עמד לא

 גילינו אנחנו באוויר. אותו לפוצץ
 שלנו הסייבר פעילות באמצעות
 זה את לעשות מתכנן שדאע״ש

המשט בפני כך על התרענו ולכן
 זה את מנעו והם האוסטרלית רה

 יותר יעילה דדך זו קרה. שזה לפני
נתניהו. הסביר זה", את לעשות

 "התקרית כי ציין נתניהו
לתקשו הודלפה הזו המסוימת

 עליה. לדבר יכול אני ולכן רת
זה חמישים, פי זאת תכפילו אם

 תרומתה את להבין לכם יאפשר
 טרור מבצעי למניעת ישראל של

 דאע״ש בידי במיוחד גדולים,
 המקרים רוב מדינות. בעשרות

 לפעילויות הודות סוכלו האלה
בסייבר". שלנו

 מדינה כל על משפיע "זה
 לא - בעולם אדם כל ועל בעולם

הת בכל ותחבורה, בתעופה רק
ההז את ניצלה ישראל חומים.

 הסכנות עם ומתמודדת דמנויות
 כמונו לנהוג אתכם מזמינים ואנו

נתניהו. דברי עמנו", בשותפות



In cooperation with:

7/10/2019 נתניהו: סייבר ישראלי מנע פיגוע של דאע"ש
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הו: סייבר ישראלי מנע פיגוע של
"ש

ממשלה סיפר כי שירותי הביטחון הצליחו לאתר תוכנית של
טרור האסלאמי הקיצוני לפוצץ באוויר מטוס שעשה את דרכו

לאבו דאבי, וסייעו לסכל את התכנית (בארץ)
ג בסיון תשעט   16:20  26.06.19

טחון והסייבר של ישראל סייעו במניעת פיגוע ענק של דאע''ש לאחרונה - כך סיפר

) ראש הממשלה נתניהו בנאום שנשא במסגרת שבוע הסייבר השנתי של

ת תל אביב.

ח את סיפורו בהקדמה: "בעבר, דרכי ההגנה מפני חטיפות מטוסים היו באמצעות

רים חמושים וכוחות ביטחון המוכנים לפרוץ למטוסים חטופים, ובאמצעות תעשיה

תפתחה מאוחר יותר בישראל – מעצורים ממוכנים, מנעולים על דלתות הטייסים

בין הטייסים ליתר המטוס ושומרים על ביטחון תא הטייס ועוד. זו דרך אחת להתמודד

ת והיא הייתה יעילה וטובה, אך יקרה מאוד".

נוספת - מטוס שעשה את דרכו מסידני לאבו דאבי לא עמד בפני חטיפה - תוכנן

 באוויר. אנחנו גילינו באמצעות פעילות הסייבר שלנו שדאע"ש מתכנן לעשות את זה

(Noam Revkin Fenton/Flash90 :ילום

7/7/2019 עולם הסייבר: יותר חברות, יותר עובדים, פחות הכשרה - ביזנעס

https://bizzness.net/עולם-הסייבר-יותר-חברות-יותר-עובדים-פח/ 1/9

(https://bizzness.net) 

עולם הסייבר: יותר חברות, יותר
עובדים, פחות הכשרה

כ-800 עובדים נוספים נדרשים מדי שנה לתעשיית הסייבר בישראל כדי לשמור על קצב
הצמיחה • כוח אדם נותרה הבעיה הקשה ביותר של חברות הסייבר: 90% מהמנהלים הצהירו כי

זו הבעיה המשמעותית ביותר בתעשייה • בחמש השנים האחרונות קמו מספר שיא של 367
חברות סייבר חדשות

דוד שלומוביץ 24.06.2019

יגאל אונא, ראש מערך הסייבר הלאומי | צילום גלעד
קוולרציק

שבוע הסייבר לשנת 2019 נפתח אתמול (א')
באוניברסיטת תל-אביב זו השנה התשיעית
ברצף, ויימשך לאורך שבוע שלם עד ליום

חמישי ה-27 ביוני 2019.

שבוע הסייבר מפגיש מומחי סייבר וחוקרים
מובילים מהארץ ומהעולם עם דרג קובעי
מדיניות, גורמי ביטחון בינלאומיים,
דיפלומטים ואנשי עסקים בכירים לסבב
שולחנות עגולים ולדיונים וסדנאות העוסקים
בסוגיות המצויות על סדר היום העולמי

בתחום הסייבר בהם: בינה מלאכותית, אתגרי הסייבר הצפויים בעתיד, הגנת תעופה, למידת מכונה
ועוד.




